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IEEE P802
Media Independent Handover Services

Meeting Minutes of the IEEE P802.21 Security Study Group

Chair: Yoshihiro Ohba
Secretary: Y. Cheng
River Terrence 1: Tuesday EST, May 13th, 2008
1. Security study group discussion 1 (AM2 10:30 AM)

1.1. Meeting called to order by Yoshihiro Ohba, Chair of IEEE 802.21 Security Study Group Chair at 10:36AM

1.2. Meeting Agenda
Document:

https://mentor.ieee.org/802.21/file/08/21-08-0125-01-0sec-security-sg-aganda.ppt
https://mentor.ieee.org/802.21/file/08/21-08-0134-00-0sec-security-sg-opeining-notes.ppt

Chair: Any comments or objections for the agenda?

No response from the floor.

1.3. PAR and 5C update
Document: https://mentor.ieee.org/802.21/file/08/21-08-0006-08-0sec-802-21-security-par.doc
Presenter: Yoshihiro Ohba (Toshiba)
· The PAR is updated based on the last teleconference meeting.

· The project number is changed to “a”.

· There is “and Protocol” in section 2.1 because security enhancements may require modifications in the MIH protocol.

· The initial submission time and completion time were not changed. The TR document is completing in progress during the study group timeframe.
· Additional editorial changes were made.

· The second item in the Technical feasibility is added to address the possibility of reusing existing transport.

· Comment: Is the inter-technology within IEEE 802 networks only?
· In section 7.4, it addresses the possibility with non IEEE 802 networks.

· Comment: In the 5C text, the cellular was mentioned also.
· Our main focus is for 802 networks as described in the draft PAR, but we shouldn’t exclude the possibility for proposing solutions that can cover non-802 networks as well. 

· Comment: Economic feasibility in the second paragraph, what does the “inter-technology” handover means?

· This is including 802 and non-802 technologies.

· Motion:

· Discussion

· Comment: For the interim meeting, do you require quorum for passing this motion?
· The motion is for the Security Study Group not for the Working Group. So it shouldn’t be a problem to pass a motion.
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Motion

• Motion: The 802.21 Security SG to Approve the PAR and 5C as described

in document https://mentor.ieee.org/802.21/file/08/21-08-0006-08-0sec-802-

21-security-par.doc for consideration by 802.21 WG

Moved by: Yoshihiro Ohba

Seconded by: Behcet Sarikaya

Yes: 13

No: 0

Abstain: 2

Result: Motion Passes


1.4. TR Contributions Part 1

Document: https://mentor.ieee.org/802.21/file/08/21-08-0141-00-0sec-change-request-for-tr.doc

Presenter: Shubhranshu Singh
· Requirements that are general to all use cases are listed together.

· For A1.b in page 5. Is it always the case for the IS, does it means that if the security association between PoA and PoS does not exist then the use case is not valid? Use Case 1 should be applicable without this assumption.
· We can put it as a question mark here.

· Comment: This is in the home network in Use Case 1 so the trust relationship already exits

· Since we mentioned it later, we can cross off this assumption.

· Comment: It is not clear what the Additional Functional Requirement in page 7 R1.1 and R1.2 means.

· Comment: We are mixing the threat analysis with requirements. Should we have two documents instead?

· We borrowed the trust relationship and requirements from the threat analysis. There should be only one document from the security study group.

· Chair: From previous teleconference discussion there wasn’t any consensus on having separate documents.
· Comment: There are main security goals that need to be addressed by the TR but there are millions of attacks.
· Comment: We can keep only the requirements in this TR and have the threat analysis in another document.

· Chair: What is the benefit for separating the threat analysis in different document?

· Comment: The threat analysis was complete and derived the security requirements.

· Comment: The scenario should contain the assumptions. Then followed by the threat analysis. The last part will be the requirement.
· Chair: We will include threat analysis in the TR.
· Comment: Section 1.1.1 refers to access network and core networks. These are terms generally understood in 3GPP, but not in 802.
· Michael volunteers to work on the change of the terminology.

· Comment: Why was the text “be willing to direct unknown MNs” was stroke out?

· Comment: In a security context, what does “willing to direct” means?

· Comment: For emergency service, PoS may need to service unknown users.

· We will add clarification for the text.

· Comment: What does the role-based changed to identity-based in page 2 means? Role-based access control is well defined in the security world.

· The role-based and identity-based have different meaning.

· We need to understand what is needed.

· Comment: Why striking out “in some implementations the MIH MIHF should be able to select the most well known IS MIHF among all available” in page 3?
· Not sure why this requirement is needed. Any explanation will help to keep it here.

· Comment: How would the MN be able to choose the right IS? What is the relationship with security to have this requirement?

· We mark this and discuss offline.

· Comment: In the third bullet of page 3, under Information service, the “and/or” is not readable.

· We can change it to only “or”

· Comment: In page 5, why was A1.3 removed? This is the scenario when the mobile node is at home. The original text is not only about trust relationships but assumes specific mechanisms. The sentence is adding what the MIH can be using instead of a general trust relationship.

· Will mark a comment and discuss offline for how it can be reworded.

· Comment: In page 5, why was A1.4 removed? We are assuming that in the home network there won’t be any attack to the MN.

· Can we really assume that the MN doesn’t need to protection for DoS or replay attack in the home network?

· This is related to insider attack that can happen in the home network. Therefore we cannot have this assumption.

· Comment: In page 5, why was “MSTP” in A1.a was crossed off? That is the only transport defined for MIH on layer 3.

· The assumption can be more general instead on a specific mechanism.

· Comment: In page 5, why was the sentence “Data integrity and confidentiality are in place for message exchanged between PoS, PFS is not needed” in A1.a removed? 

· Comment: In page 5, why was A1.b removed?

· Comment: Bullet 3 on trust relationships in page 5 seems to already cover bullet 4 since PoS includes all three services.

· Comment: The “stage” described in page 6 is not used in the use cases.

· Comment: Why are R1.1 and R1.2 needed?
· Comment: Both are about channel binding.

· Comment: Why was R1.3 crossed out?

· Comment: What does the “service” means in this requirement?

· Chair: We will have offline discussion for the details and recess until tomorrow 8AM.

· Meeting ended at 12:37PM.

River Terrence 1: Wednesday EST, May 14th, 2008
2. Security study group discussion 2 (AM1 8:00 AM)

2.1. Meeting call to order by Yoshihiro Ohba, Chair of IEEE 802.21 Security Study Group at 8:08AM
Chair: We will start to have an issue list to track status of issues on TR and assign issues to responsible parties to resolve the issues.

2.2. Use Case Issue Discussion

Document: https://mentor.ieee.org/802.21/file/08/21-08-0129-01-0sec-mih-security-use-case-issue-discussions.ppt

Presenter: Lily Chen

· Presentation

· Currently the home and visiting domains defined in the TR seem to refer to Mobile IP. In this case, the PoA may or nay not be trust worthy. 

· The AAA server should be considered in the network.

· For access control, there are two considerations. One is network L2/L3 access control and the other is the MIH service access control. It needs to be clarified in the TR.

· When a session is created, is it MIH specific or not?
· When MIH relies on the transport to protect MIH messages, then there are two cases, one is the security association is already created at the time of sending MIH messages. The other case is not.

· The roaming aspect can be access network roaming or MIH service roaming.

· Comment: In slide 7, in the flow chart, does it mean that when the MIH access controller is in place, then the network access controller always exists? 

· Not necessary. For the AAA server in the network can be the network access controller or MIH service access controller. We don’t worry about if it’s the AAA server addresses both the network access control and MIH service access control. The important thing is to know that there is an AAA server for MIH access control. If it happens that it also serves as the AAA server for the network access control, then what are the security implications?
· Comment: Does it need to be further clarified in the flow chart to address the existence of AAA for network access control?

· It probably will be complicating the flow chart.

· Comment: Why do we assume that if it’s Mobile IP, then it always have an AAA server?
· Not sure.

· Comment: If there is a pre-shared secret between MN and Home Agent, then an AAA server is not needed for Mobile IP.
· Comment: In slide 5, is this distinguishing if these two features are running on the same node? Or distinguishing they are two services. 

· This is to address that these two are the same node with the same owner versus two nodes with two owners. 

· Comment: Why do we need to distinguish that the MIH is talking to separate nodes for network access control and MIH access control? 
· Basically the distinction is as to whether AAA is available or not, not to determine that the AAA is one node or multiple node.

· Comment: This slide is presenting that the AAA server serves for both the network access and MIH service, or the AAA server serves only for the network access and. another controller exists to serve for MIH service access control.

· Comment: the AAA server is in the network. And MIH service is owned by the network also. I cannot see how the MIH service exists as a stand alone service.

· Comment: It is also possible that there is an MIH service provider that interworks with cellular service providers.

· Comment: How can the MN detect the AAA domain and MIH service domain?
· In this slide we are not distinguishing that now; this is only presenting the use cases.

· Comment: In Mobile IP case, the end node is able to distinguish the different service domains.

· Comment: Even when they are in the same node, we cannot assume the trust relationship.

· Comment: Recommend that the bullets will be changed to one is network access service provider and the MIH service provider is the same; the other one is network access service provider and the MIH service provider are different.

· Comment: This slide implies that there two access controls mechanisms?

· Comment: The actual solution is not addressed in the slide. This is trying to highlight on the possible network service provider deployments.

· Comment: What do we achieve by defining the separation in this level?

· Comment: Based on the ownership of this separation of the actual deployment, but the owner is the same. The actual implementation still views them as the same.

· Comment: How can we address the use case that the network will not allow the mobile node to use other MIH services from other network?

· Comment: Here we just want to simplify the scenarios. 
· Comment: Though these are separating the different area, the detail for what the access controller are and the services are that needs to be addressed in the use cases.

· Comment: We can take this slide offline and discuss what the terminology issues are.

Document: https://mentor.ieee.org/802.21/file/08/21-08-0130-00-0sec-mih-security-use-case-samples.doc
Presenter: Lily Chen
· Summary:

· Currently in the draft seems to use the MoS and PoS, but we should just use PoS.

· There is a special AAA to control the IS access.

· Comment: What is the basic difference between the use cases in this contribution and the existing use cases in the TR?
· Current use case set, they cover multiple situations. For example in use case 1, there are a lot of assumptions. The PoA is trusted, but is the PoA L2 or L3? However, if the MN to PoS is trusted, then security association between the PoA and PoS is not required. It matters only when MIH relies on the L2 security for the communication between the MN and PoA.
· Comment: There is no protocol for communication between the PoA and PoS. Therefore whether or not there is trust or not doesn’t matter.

· Comment: When does it mean for protecting the IP identifier?
· We can use the term IP address. But it is used as the identifier for the node when MIH is depending on the transport.

· Comment: Requirement 2.1. We shouldn’t be using the transport protocol identifier for the MIHF identifier.

· When MIH relies on IPsec as the transport, then the MIHF ID needs to correlate with IP address.

· Comment: In MOBIKE, they seem to get away with the correlation.

· Comment: Since it just generally addresses the “transport protocol identifier,” it does not mean that IP address is used as the MIHF ID.
· Comment: For the use cases of the flow for the share key doesn’t seem to show in this document.

· This document is only a selected few of the aspects described in the presentation. This is not an exhausted document yet.
· Comment: (section 1.1.1) The definition is used here seems to be a little bit different of mobile IP.
· What is defined in the 802.21 should be used here also, We should only add the little part that addresses additional security aspect for the definition. 

· Comment: Can we use this list (terminology) as a starting point for the agreement.
2.3. Issue List discussion 
Document: https://mentor.ieee.org/802.21/file/08/21-08-0145-01-0sec-security-tr-issue-list.doc
· Chair: based on today’s discussion, additional items will be added.

· Comment: In previous plenary, we discussed to use IPsec, TLS, DTLS to address the peer to peer security for protection on the transport.

2.4. Closing Note

Chair: There will be two additional teleconferences before next meeting.

A mail was sent to announce the meeting time to the mailing list.
Date:         Wed, 14 May 2008 11:46:51 -0400

From: Yoshihiro Ohba <yohba@TARI.TOSHIBA.COM>

Subject: [802.21] Additional Security SG meeting tomorrow at 4pm

To: STDS-802-21@LISTSERV.IEEE.ORG

Meeting ended at 10:00AM

River Terrence 1: Thursday EST, May 15th, 2008
Meeting started at 4:07PM.

3. Additional meeting (PM 2 4:00PM)
3.1. Opening

· In this meeting we will address Issues 9 and 10 in the issue list. (https://mentor.ieee.org/802.21/file/08/21-08-0145-01-0sec-security-tr-issue-list.doc)
· The floor is open for comments. Please raise your hand before speech to maintain the order.

3.2. Discussion 1 

Document: https://mentor.ieee.org/802.21/file/08/21-08-0151-01-0sec-mih-security-use-case-discussion.ppt
Presenter: Lily Chen

· Comment: In page 5,  MIPSHOP MSTP draft is not based on Mobile IP. 
· The draft seems to be based on mobile IP subscription because it uses the terms home network which is Mobile IP terminology.
· Summary

· This contribution provides separation of different use cases.
· Chair: The floor is open for discussion. Any discussions?
· Comment: In page 6, what is the reason for addressing multiple home domains? Is it multiple access networks or mobile node has multiple subscriptions?

· This is trying to address that the original home definition cannot be applied to the TR. It means you can have multiple subscriptions for MIH services.
· Comment: the second bullet is mixing service provider with access technologies. This causes confusions.

· Comment: It is possible to describe that there is an individual user that has different subscription for MIH services.

· This is trying to create the notion of Home Domain for MIH services.

· In the 802.21 specification, the home domain is focusing on the network access service domain.

· Comment: This contribution doesn’t change what is already described, but helps reorganizing the use cases.

· Comment: In page 4, why can’t we use the home domain in 802.21 specification for SSG TR?
· SSG is an amendment of the 802.21 WG, we cannot change the 802.21 specification for changing the definition of home domain. Instead, it may be good to define a new terminology to represent home domain for MIH service.
· This is not trying to redefine the home domain which is defined in 802.21 specification.
· Comment: In page 15, is there any difference in security threats in terms of IS, CS and ES? The answer should be no.

· The current TR contains all the different threat. There is always a debate on how much detail should we get into for threats. If we work on general threats, then it covers all type of threats. The DTLS solution is addressing general threats.

· Comment: In page 8, in the visiting domain, there should be MIH service provider also.

· This is addressing that the mobile node’s MIH service provider is still in the Home domain for MIH services.
· Comment: Replace “MN’s MIH Service Provider” to “MN’s Home MIH Service Provider” In the last bullet, the 3rd party can be covered by visited domain.

· We can update it accordingly. At this moment, we need to have additional descriptions. We need feedback from the service providers on the actual deployment.
· We state that the MIH Service Provider is the one that is controlling the MIH Access.

· For the terminology definition in page 13 can be incorporated into the TR. Additional comments are welcome.

· Comment: In slide 13, the last bullet is missing “home” in the “is different from the MIH service provider.
· Further clarification of the MIH home service provider. There is definition for the MIH Home Service provider.
· Comment: Do we need to address the case where the AAA server is in the home or visited domain?

· In Mobile IP, there is no visited AAA server for the MN.
· Comment: Do we need to define AAA services in terminology?
· If we define AAA service, then AAA server is the entity that is providing the service.

· Update the terminologies from the TR.

· Comment: In page 11:
· We state that we will rely on the transport protection. Then if the security association is created by the transport between MN and PoA. When PoS are not the PoA, then the underlying transport protection cannot be guaranteed.

· If the MIH access control and the media access control is merged, with an assumption that EAP is used, the key will be different for PoA and PoS. They are entities of different layers.

· Comment: If PoA and PoS are not co-located, then will the key distribution be a problem?
· If they are not co-located, then the service provider should have internal configuration on how the two nodes communicates with each other.

· Comment: Does the MIH Access Control refer to MIH authentication?

· MIH authentication is part of the access control. The access control contains also other means.
· Comment: In page 16, we may not need to distinguish the different use cases for IS, ES, and CS for MIH access control.

Chair: Is there are additional comments?

(No additional comments from the floor.)
Chair: Any objection on accepting this proposal and update the TR with the terminologies, flow chart, and the use cases. 

(No objection from the floor.)
Chair: We accept this proposal and update the TR accordingly.
At the end of Discussion 1, Chair announced that the next Security SG teleconferences will be  June 5 and June 19, 2008 (Thursdays, 10AM Eastern Time). 
3.3. Discussion 2
Document: https://mentor.ieee.org/802.21/file/08/21-08-0154-00-0000-discussion-of-risk-and-architecture-in-mih-authentication.ppt
Presenter: Michael Williams

· Are there any comments on the page 5 of the risks?

· Comment: It will depend on the use case and MIH service to determine what is critical and what it is not.

· Comment: If the network involves it provides stable quality for routing and DNS component, the seamless session continuity will create more revenue. Some discussion among service providers, seamless session continuity will be the key of providing differentiated service. 

· Comment: If someone wants to use ANDSF to discover the network, then if the ANDSF fails will the UE not be able to perform handover? 3G to Wibro handover is not possible when the ANDSF failed. In that case the support of ANDSF is critical.

· The MN will have implementation on how to perform handover, but on the MN, there will be other implementations. 

· The concept is that if it affects the network at large.

· Comment: In slide 6, what is MIH domain?

· Reference the contribution 0153. It is mainly referenced from Lily’s contribution.
· Comment: Based on earlier discussion, some details may be different.

· Comment: In slide 6, AAA is a type of Administrative domain that contains authorization and accounting also.

· Yes it is part of the administrative domain. Here is trying to address only the MIH authentication only, that’s why it does not includes the authorization and accounting aspect.

· The key management domain is related to actual solution, we probably don’t need to address this.

· Comment: In slide 5, how was “no loss of revenue” guaranteed by service providers?

· The revenue depends on the type of operations. When talking about service providers, these risks are considered as an unknown area.

· Comment: In slide 5, assuming this concept is correct, how does it affect the security proposals for MIH?
· One business is doing analyzing what is the ROI to determine what the risks needs to address are. However, such analysis is for service provider to describe.

· Comment: In slide5, does any concept need to go into the TR document?

· This concept can be incorporate into the threat analysis by evaluating the severity.
Chair: Need to have further consensus from the group to determine if it needs to be incorporated into the draft.

3.4. Closing

Adjourn until next meeting in Denver.

Meeting ended at 6:15PM

4. Attendance
4.1. Tuesday AM2

	Name
	Affiliation

	Chan, Anthony
	Huawei Technologies

	Cheng, Yuu Heng
	Telcordia

	Cypher, David
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	Das, Subir
	Telcordia Technologies Inc.

	Eastwood, Lester
	Motorola Inc.

	Edwards, Dennis
	CoCo Communications

	Han, James Jia
	Motorola Inc

	Henderson, Gregory
	Research In Motion Ltd.

	Khatibi, Farrokh
	QUALCOMM, Inc.

	Mani, Mahalingam
	Avaya Inc.

	Ohba, Yoshihiro
	Toshiba

	Park, Changmin
	ETRI - Electronics and Telecommunications Research Institute

	Sarikaya, Behcet
	Huawei Technologies, USA

	Simsek, Burak
	Fraunhofer Institute

	Singh, Shubhranshu
	Samsung Electronics

	Suciu, Lucian
	Orange LAbs

	Tachikawa, Hitoya
	Kyocera Corporation

	Williams, Michael
	Nokia Corporation
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	Name
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	Chan, Anthony
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	Chen, Lidong
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	Cheng, Yuu Heng
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	Das, Subir
	Telcordia Technologies Inc.

	Eastlake, 3rd, Donald
	Motorola Inc.

	Eastwood, Lester
	Motorola Inc.
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	QUALCOMM, Inc.
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	Ohba, Yoshihiro
	Toshiba
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	CoCo Communications
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	National Institute of Standards and Technology
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	Park, Changmin
	ETRI - Electronics and Telecommunications Research Institute

	Sarikaya, Behcet
	Huawei Technologies, USA

	Simsek, Burak
	Fraunhofer Institute

	Singh, Shubhranshu
	Samsung Electronics
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