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Comment:

In comment #650 on the initial ballot, I made the comment: "The draft pays lip service to security, yet a large part of the discussion within 802.11 and ongoing as part of P802.1af is concerned with optimizing the number of exchanges involved and rapidly obtaining the necessary information to re-establish prior security associations/and or make use of previously distributed keys. The separation of handoff/handover/roaming/discovery concerns from those of security is unrealistic and calls into question issues that range from the architectural placement of the handoff function to the detailed design of messages and information elements. 

Response toward the above:

This part of the comment questions:

1) the separation of link layer as security establishment from other aspects of handover. 

2) the architectural placement of the MIHF. 

3) the design of the MIH protocol. 

4) the design of the IEs. 

Although there are no specific objections raised, the responses provide resolution for these concerns.

1) Regarding the separation of link layer as security establishment from other aspects of handover. ..

The group studied handover and roaming in the multi access context and cooperated with IETF MIPSHOP and research groups as well.  The contributors to the work identified a good number of aspects of the handover processes currently used today that are slow. Some of them were related to establishing and restablishing security, and agreed with the findings from aspects also emerging from the 802.11r work. Many other slow processes of handover were not related to security.  The standard defines improvements toward parts of the handover process separate from the security establishment. As a result, using the handover facilitation provided in the base draft, network layer handover is greatly improved without enhancements to the security processes.  So the resolution is that there is a clean separation of those aspects of handover related to establishment and restablishment of link layer security, from those aspects that are facilitated in the base draft. The base draft does not modify the existing security mechanisms in the 802 architecture, nor participate in them, nor need to make use of them in order to achieve the improvements. 

2) Regarding the architectural placement of the MIHF…

The standard defines an entity which can be placed in a variety of architectural positions in a network architecture. This provides the flexibility needed for network architects and implementers to provide these non-security related features in a variety. The MIH protocol was defined with independence from the transport encapsulation. The resolution is that the MIHF entity can be placed in any type of node. 

The standard also clearly defines the interface SAPs of the MIHF within the the supported 802 architectural reference models.

3) Regarding the design of the MIH protocol…

The MIH protocol was designed explicitly for being encapsulated in transport security. Nothing in the MIH protocol relies on the transport security for the protocol’s function. The protocol functions correctly and independently of the method used to secure it. As a result the MIH protocol relies on MAC or higher layer security methods for protection. As a matter of interest, protection within the MIH protocol is being defined by the new security study group. 

4) The IEs of the information service encode all the parameters needed to provide the handover acceleration services defined in the base draft. The encodinv of the IEs is a standard TLV. 

Comment continues:

It is completely unclear how the functions and information provided by this draft would fit within the framework of the established 802.1X standard, the EAPOL protocol and its use of EAP, and the P802.1af amendment. 

Response toward the above:

This part of the comment questions:

5) How the functions and information provided by this draft would fit within the framework of the established 802.1X

6) How the functions and information provided by this draft would fit within  the EAPOL protocol and its use of EAP

7) How the functions and information provided by this draft would fit within the P802.1af amendment.

Response toward the above:

Comment continues:

Security of information transfer is required, but a major

issue in handover/roaming/discovery in secured networks is

determining the policy for making tentative decisions on unsecured

information and confirming those decisions later." The 802.21 response to this was "The security sub-clause in section 5 has been deleted. All security related issues will be handled by the security Study Group in a future revision of the standard." I consider this response to be totally inadequate; without a clear statement in the standard of how it fits within the 802 architecture and with existing/developing security mechanisms such as 802.1X, 802.1AE, and P802.1af, I believe that the 802.21 standard will be unusable.
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