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MIH Level security
1.1.1 General Assumptions
IEEE 802.21 specification does not specify the location of network PoS (Point of Service) that provides MIH services to mobile nodes.  Also, it does not mandate that all three services need to be co-located in a single PoS. Thus there are different deployment models such as services may be located in the access networks,  (e.g.,serving or candidate access networks), core networks (e.g., home, visited or   third party network ) .
1.1.2 General Requirements
The following is the summary for which use cases need to be provided: The requirements are listed for each of the use cases. However, the below requirements are general in nature and are applicable to all the scenarios and hence listed separately as general requirements 
· Security of MIHF discovery and MIHF capability discovery: Transport mechanisms and MIHF entity and capability discovery:
· There are two kinds of transport mechanisms: the lower layer transport (L2) and the MSTP layer transport.

· MIHF discovery: over media-specific L2 or higher layer mechanism

· MIHF capability discovery: either over MIH protocol or over media-specific broadcast messages

· Mutual Authentication and access control of MIH peer nodes

· No authentication is defined by MIH [1] during the process of MIHF discovery and MIH capability discovery.

· In the CS, the MN authorizes the CS MIHF to issue commands, so the MN may want to authenticate the CS.  The CS PoS may be willing to direct unknown MNs, or may not trust the  MN MIHF. 
· In the IS, the IS MIHF may want to control access to the information based on authorization, The IS MIHF may  authenticate the MN identity if required by the access control mechanism. The MN MIHF may or may not care if the IS MIHF is known.  trust the IS. 
· In the ES, the subscriber to the events may or may not care if the generating MIHF is authentic.  The MN MIHF may or may not trust the MIH PoS (ES). It is also possible the generator may want to allow subscription for events to authorized remote MIHF only. The MIH PoS may implement access control mechanisms for allowing access to its service only to subscribers. 
· MIH based access control

· Before authentication MN MIHF may not be authorized to access services or may be authorized to access only limited/certain services.
· After authentication different MN MIHF may be authorized to access all or only limited services, depending on subscription policies. This may help with DoS issues.
· Per-MN management of access rights may be needed, with additional considerations:
· MN may not be known in advance (if belonging to a different administrative domain.)
· MN may not disclose its identity to a visited network.
· Role Identity- based management of access rights may be implemented. The access may be based on some aspect of the MN’s state (unauthenticated/authenticated) or its subscription (home/visiting).
· In some implementations the MN MIHF should be able to select the most well known IS MIHF among all available.

· MIH protocol integrity and replay protection

· MIH protocol confidentiality.
Evaluating this list, it is clear the same use cases or scenarios posed in [10] are useful for considering the MIH services and protocol security. There are some additional scenarios introduced due to the possibilities from [14] and [15]. The additional scenarios have to do with using the IS in unauthenticated state. When deriving requirements from the use cases, the security requirements or aspects described in [10] [11] [14] [15] and [16] are also considered against the scenario.

Apart from requirements based on use cases derived from network architecture, there are some considerations security requirements native to the MIH services themselves that can generate use cases and related security requirements.

· Information Service

· Discovery may originate from within or from outside administrative domain boundaries.

· In access networks such as 802.11 and 802.16 a MN should be able to obtain IEEE 802.21 related information elements before the MN is authenticated with the PoA, to enable best network detection and selection (ND&S.)
· In order to protect the user from receiving incorrect information, it should be possible for the IS to be authenticated to the MN and/or the IS messages be integrity protected. 
· It should be possible for the IS to define different sets of information available for MNs in authenticated and un-authenticated states.
· Event Service and Command Service

· Mutual authentication between the Network Node (NN) MIHF and the MN MIHF should be used. Mutual or unilateral authentication may be implemented depending on the trust relationship between the MN and PoS MIHF entities.
· Secure channel A security association is required between the MN and the PoS MIHF entities to 
· provide confidentiality, integrity protection and message origin authentication.

Discovery and Functional Requirements

R0.1 It shall be possible to discover an MIH PoS while attached to that PoS’s home network.

R0.2 It may be possible to discover an MIH PoS when visiting a roaming partner’s network. 

R0.3 It may be possible to discover an MIH PoS while attached to a 3rd party network.

R0.4 It may be possible to exchange IS messages between the MN and PoS before the MN is authenticated to the network, or authenticated to the IS MIHF.

R0.5 It may be possible for the MIHF IS to provide different results to information requests based on the identity or authorization of the requesting MN MIHF.

R0.6 It shall be possible to enforce mutual authentication between the CS MIHF and the MN MIHF.

R0.7 It may be possible for a CS MIHF to provide service to an unauthenticated MN MIHF.

R0.8 It shall be possible to enforce mutual authentication between the ES MIHF and the MN MIHF.

R0.9 It may be possible for the MIHF generating the events to provide service to an unauthenticated MN MIHF.

1.1.3 Use Case 1
The MN and the PoS are located in the MN’s home domain, and the MN is authenticated and authorized with the network. In this situation the MN trusts the PoS and it may use either L2 technology-specific mechanisms or DHCP/DNS for service discovery.

It is not always possible to establish link-layer security between two MIHF (for example, the MN and the PoS are located on different links). Also, in some home network implementations, link layer access is left open, but access is only available by establishing security at a higher layer. In this case L3 or higher layer transport must provide security. Deployment options for secure network access could include link encryption, IPSec tunnel to a VPN gateway, SSL VPN and others. In these cases the MIH services are unaware which method is being used to provide secure access to the home network. 

Even if the MN and the PoS are located in the home domain some issues must be considered. The home domain may span several networks. Because the network architecture of the MIH services is not specified, the PoS for IS, ES and CS may be located in different networks belonging to the home domain. Since they may need to communicate with each other, there will need to be security in place between them.
Using the requirements listed in the problem space history (Annex B), and the following assumptions, we can generate requirements from this scenario.

1.1.3.1 Assumptions and trust relationship 
In this use case, the following observations are made to generate requirements:
MN:
MN MIHF:

A1.1 The MN has authenticated and been authorized for network access. 

A1.2 If there is link security in use on the network, it is established between the MN and point of attachment (PoA.)

A1.3 The MIHF in the MN relies on existing link layer security, network layer security, MIH transport security for confidentiality and integrity protection. PFS is not needed. 
There exists some is no security association established between the MN MIHF and the NN MIHF.
A1.4 The MN does not need DoS protection or replay protection from home domain MIHFs.

A1.5 The MN trusts the validity of the services based on the use of standard MIH services.

NN MIHF:
A1.a The NN MIHF has transport-based (MSTP) security associations established between each other within the home domain if needed, as determined by the security implementation policies within the home domain. Data integrity and confidentiality are in place for messages exchanged between these PoSs. PFS is not needed.

A1.b Replay protection and DoS prevention is not needed between PoS in the home domain.
            There is a security association between the PoA and the NN MIHF entity.

A1.c The NN MIHF rely on the existing access control mechanisms of link network and transport security layers for DoS protection and replay protection from MN attacks. There is no additional protection against trusted but malicious MN MIHF.
Trust relationships (within the context of MIH services)
1. The NN MIHF entities trust each other. 
2. The PoA and the NN MIHF trust each other.  

3. The MN may or may not trust the PoS. The PoS may or may not trust the MN. 
4. The MN may or may not trust the IS. The IS may or may not trust the MN. 
Note: We assume that protection against unconditionally trusted entities is out of scope. As noted in the section on definitions, a trusted entity, if behaving maliciously, can be detected, and is also considered out of scope.
Security Requirements (Countermeasures to threats) [MN, IS, Information Query stage]
1. A mutual authentication mechanism is required for authenticating MN MIHF and IS MIHF to each other. This mechanism must also protect against masquerade and replay attacks. If the MN trusts the IS MIHF, a unilateral authentication mechanism may be implemented for authenticating the MN MIHF to the IS MIHF. 
2. Entity authentication only provides assurance of an identity at an instant of time. A way of assuring the continuity of authentication is needed (for example by linking the authentication service with a data integrity service).
3. Data origin authentication and data integrity is required between the MN MIHF and the IS MIHF. 

4. Message confidentiality is required between the MN MIHF and the IS MIHF. Confidentiality may be provisioned through an access control mechanism or an encipherment mechanism. 
5. An access control mechanism is required to prevent unauthorized use of information. An identity based access control security policy is required for the MN MIHF.  Users may need to be authenticated before being allowed to obtain access control information which will permit access to resources subject to an access control policy. 

If the IS MIHF can provide different sets of information depending on the authentication state of the MN, it must be reflected in the access control security policy. 
Security Requirements (Countermeasures to threats) [MN, PoS, Resource availability check, Resource preparation, Resource release]
1. A mutual authentication mechanism is required for authenticating MN MIHF and PoS to each other. This mechanism must also protect against masquerade and replay attacks. If the MN trusts the PoS, a unilateral authentication mechanism may be implemented for authenticating the MN MIHF to the PoS. 

2. Data origin authentication and data integrity is required between the MN MIHF and the PoS. 
3. An access control mechanism is required to prevent DoS attacks on a PoS. An access control mechanism is required in the case of the home MN MIHF performing capability discovery with a home NN MIHF. This access control mechanism may or may not require authenticating the identity of the MIHF entities. 
Additional Functional Requirements
R1.1 When the MIHF is in a network node (NN) in the home domain, there shall be a service that indicates to the MIHF that it is in the home domain and the other NN MIHFs are also in the home domain. 
R1.2 When the MN MIHF is attached to the home domain, there shall be a service that indicates to the MIHF that it is being served by home MIHFs through the home domain.

R1.3 There shall be a service specified for the MN to receive or be denied authorization from the PoS. 
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