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MIH Security Use Case Samples
Please consider the use cases listed here as samples to practice the ideas presented in proposal 21-08-xxx-01.  It is not the intention to provide a complete list to cover all the situations. The purpose is to inspire further discussions in the security study group. 

1.1 Use Cases

1.1.1 Terminologies

In the use cases, the following terminologies are used as defined. 

· Home domain – the network service provider for a given MN.  We assume that the home domain covers both L3 and L2 network services. The home domain executes access control to the network through an AAA server. 

· Visited domain – the network which is not in MN’s home domain. We assume a visited domain covers both L3 and L2 network service. A MN can access the visited network through the roaming agreement with the home domain. 

· MIH service provider – MIH service may be provided by the home network, the visited network, or a third party service provider. 

· AAA server – A server to conduct authentication, authorization and accounting for network service, MIH service, or both services.

1.1.2 Scope

The following is the summary for which use cases need to be provided:

· MIH message transport

· There are two kinds of transport mechanisms: the lower layer transport (L2) and the MSTP layer transport.

· MIHF discovery and MIHF capability discovery:
· MIHF discovery: over media-specific L2 or higher layer mechanism

· MIHF capability discovery: either over MIH protocol or over media-specific broadcast messages
· PoS location

· A PoS for IS, ES and CS may be located in the serving, candidate or home network or it can even be managed by a third party authority. 
· A PoS may or may not be a PoA. 

1.1.3 Assumptions

The following aspects need to be considered in the use cases:

· MIH access control may or may not be applicable, e.g.

· MIH access control is conducted through an AAA server, which is 

· the same as the network access AAA server; or

· different from the network access AAA server.

· MIH specific mutual authentication may or may not be applicable

· MIH specific mutual authentication between an MN and PoS is conducted through a MIH specific centralized database, e.g. AAA server managed by MIH service provider;

· MIH specific mutual authentication between MN and PoS is conducted through a trusted third arty, e.g. a CA. 

· MIH specific protections may or may not be applicable

· The mutual authentication leads to a key establishment to protect MIH messages.

· The MIH messages are protected by transport protocols, which may or may not in the places. 

The different aspects are summarized in Figure xx.
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Figure xx
1.1.4 Use Case 1

The MN and the (IS) PoS are located in the MN’s network home domain.  

The information service (IS) access control is applied through network access AAA server.  

The MN MIHF is authenticated and authorized with the network through an AAA server. The mutual authenticated key establishment is executed between MN MIHF and AAA. The MIH specific keys are delivered to (IS) PoS to be used to protect MIH messages. 

For ES and CS, service access control is not applicable. MN MIHF and (ES, CS) PoS mutual authentication is executed through a home domain CA. The MIH specific keys are established to protect MIH messages. 


Notice that if MIH specific authentication and protections are established, then whether PoS is a PoA will not make difference. Furthermore, there is also no difference regarding whether the MIH messages are transported at L2 or at L3. The MIH message protections are applied in an end-to-end manner. 

1.1.5 Use Case 2

The MN and (IS) PoS are located in a visited network of the MN, which has no access control applied to the information service.  No MIH specific keys are established. The protection of MIH messages depends on the transport protocol at L3 between MN and (IS) PoS. 

The MIH message authenticity/integrity is bound to MN and (IS) PoS L3 identities, e.g. IP address in case of IPsec applied. The protection is not MIH specific. 
Requirement 2.1 If MIH message protections depend on transport protocol, then the MIHF identifier shall be bound to the transport protocol identifier.

Notice that since the MN is in a visited network, the transport network service is provided by the visited network. The MN may or may not be able to verify whether the requirement 2.1 is satisfied or not.

For ES and CS, service access control is not applicable. MN MIHF and (ES, CS) PoS mutual authentication is not applied.  There is no MIH specific key to protect MIH messages. The protection depends on L2 transport protocol. The PoS may or may not be a PoA.

If the transport protocol does not apply authenticity/integrity, then ES and CS are vulnerable to impersonate attacks. The attackers can send false information to MN and PoS so that to degrade the service. 

Notice that if the PoS is not a PoA, and if the MIH messages are transported at L2, even the transport protocol is protected, the attackers can still impersonate PoS to send false information. 

Even though the PoS is the PoA, and the MIH messages are protected at L2 in an end-to-end manner, then it cannot guarantee the MIH messages are indeed from the PoS unless the requirement 2.1 is satisfied.

1.1.6 Use Case 3

The information service is provided by a third party provider. The access control is not applied by the IS service provider. However, MIH specific mutual authentication is conducted between MN and (IS) PoS through a trusted third party, e.g. a CA. MIH specific keys are established between MN and (IS) PoS through the mutual authenticated key establishment to protect MIH messages. 

For ES and CS, service access control is not applicable. MN MIHF and (ES, CS) PoS mutual authentication is conducted through a trusted third party.  MIH specific keys are established to protect MIH messages. 

Notice that if the trusted third party is employed by the MIH service and trusted by both home domain and visited domain, whether the PoS is located in the home domain or visited domain will make no difference. 

1.1.7 Use Case 4

The information service is provided by a third party provider. The access control is applied by the IS service provider through an AAA server. However, no MIH specific keys are established between MN and (IS) PoS. It depends on transport protocol to protect the MIH messages. 

In this case, if MN is in the home network, then the transport service may be provided by the home network. It may be able to verify whether the requirement 2.1 is satisfied or not.  However, if MN is in the visited network, then as we discussed in Use Case 2, the MN may not be able to verify or even get any assurance whether requirement 2.1 is satisfied or not. 

For ES and CS, service access control is not applicable. MN and (ES, CS) PoS mutual authentication is not applied.  There is no MIH specific key to protect MIH messages. It depends on L3 layer protocol to protect the ES and CS messages. In this case, the protection between the MN and the PoS may be end-to-end, for example, through IPsec. However, Requirements 2.1 must be satisfied to assure message origination. 

yes





no





no








MIH specific protection?





Transport Authenticity/integrity and confidentiality 





yes





MIH specific auth?





MIH Authenticity/integrity and confidentiality 





Key establishment  (MN and PoS)





Mutual Authentication (through a Trusted Third Party, e.g. PKI)





no





yes





Access Authentication (maybe mutual through access controller, e.g. service provider)





MIH Access control?








