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1 Purpose
This document proposes text for resolution of issue # 1 and issue # 12 as listed in 21-08-0145-04-0sec-security-tr-issue-list.doc. This version addresses comments received during 5th June, 2008 Security SG teleconference
The text analyzes different MIH level security threats in the system and its components from the network as well as user perspective. These threats could be either external (such as from an attacker on the Internet) or internal to the components. Based on these threats, one could design, evaluate and implement the required security measures. 
The text of sections 3, 4 and 5, as proposed in this document is intended to be included in the Security SG Technical Requirement (TR) document before general assumptions section of the TR. Further threat analysis specific to each of the identified use cases might be provided as a separate contribution. 
1.1 References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· For a specific reference, subsequent revisions do not apply.
[1]          IEEE 802.21-D10.0: "Draft Standard for Media Independent Handovers".
[2]
[EAP RFC 3748] 
[3]
[I-D:ietf-hokey-preauth-ps]
[4]          21-07-0127-00-0000-Hokey-802.21.ppt, ”Handover security in a heterogeneous Access Environment IETF HOKEY-IEEE 802.21 Integration”

[5]          21-07-0122-00-0000-Security_proposal.ppt, “Security Optimization During Handovers: 802.21 SG Proposal”. 

[6]          draft-ietf-hokey-emsk-hierarchy-01
[7]          ITU-T Recommendation X.810 Security Frameworks for Open Systems: Overview. 
[10]          ITU-T Recommendation X.811 Security frameworks for oepn systems: authentication framework

[11]        ITU-T Recommendation X. 812 Security frameworks for open systems: access control framework. 
2 Definitions
The terminologies defined in the Security SG TR document 21-08-0172-00-0sec are applicable.
Additional term specific to this document are listed below for reference purposes.
Authenticator: EAP Authenticator [2]
Candidate Authenticator: The authenticator on a candidate PoA
EAP Pre-authentication:  The utilization of EAP to pre-establish EAP keying material on an authenticator prior to arrival of the peer at the access network managed by that authenticator.
Peer: EAP Peer [2]
Serving Authenticator: The authenticator on the serving PoA
Target Authenticator: The authenticator on the target PoA
MoS Mobility Services: those services, as defined in the MIH problem

      statement document [I-D.ietf-mipshop-mis-ps] , which include the
MIH IS, CS, and ES services defined by the IEEE 802.21 standard.
Below terminologies relevant to this document are listed below. These are borrowed from [8].
Security policy: 
A security policy expresses security requirements for a security domain in general terms. A security policy identifies requirements that apply to all members of a security domain when operating under specific conditions, or that apply to all information in a security domain. 

An implementation of a security policy results in security services being identified that will satisfy the security policy and security mechanism will be chosen to implement the security services. 

The decision as to which security mechanisms are chosen is influenced by threats that are anticipated and by the value of the resources to be protected. 

Security policy components
Policies can be divided into two separate components, based upon the nature of the authorization involved, as either rule-based policies or identity based policies. 
The first of these uses of rules based on a small number of general attributes that are universally enforced. The second involves authorization criteria based on specific, individualized attributes. Some attributes are assumed to be permanently associated with the entity to which they apply. One can also distinguish between administratively-imposed and dynamically-selected authorization service. A security policy will determine those elements of system security that are always applied and in force (for example, the rule-based and identity-based security policy components, if any) and those that the user may choose to use as he sees fit.
Security domain: A set of elements, a security policy, a security authority and a set of security relevant activities in which the set of elements are subject to the security policy for the specified activities. The security policy is administered by the security authority for the security domain. 
Trust : Entity X is said to trust entity Y for a set of activities if and only if entity X relies upon entity Y behaving in a particular way with respect to the activities
Trusted entity: A trusted entity that may violate a security policy either by performing actions which it is not supposed to do or by failing to perform actions which it is supposed to do, but whose actions can be detected. 
Unconditionally trusted entity: A trusted entity that can behave maliciously without detection.

Security labels 

A security label is a set of security attributes that is bound to an element, communication channel or data item. A security label also indicates the security authority responsible for creating the binding and the security policy applicable to the use of the label. 

3 Creating a security profile for the MIH protocol
We first identify the areas where the MIH protocol is most vulnerable. 
	
	Vulnerabilities 

	Authentication
	Lack of ways to verify the claimed identity (MIHID) of communicating MIH entities, would lead to unauthenticated access.
Lack of ways for an MIH entity to authenticate the source of a given MIH message would potentially lead to issues related to data origin authentication. 

	Authorization/Access Control
	Not having access control mechanism could lead to unauthorized accessing of information from the IS. 
Role based and/or identity based access control policies would be needed. 


	Confidentiality 
	The MIH protocol messages can be accessed by any entity.  

	Data Integrity
	The MIH protocol messages can be modified by a malicious entity. 


4 Assumptions on trust relationships
1. The NN MIHF entities trust each other. 
2. The PoA and the NN MIHF trust each other.  


3. The MN may or may not trust the PoS. The PoS may or may not trust the MN. 
5 Threat Analysis 
We identify the threats by classifying them according to the below actions involved in vertical handover using the MIH protocol. 

i. Information Query.

ii. Resource availability check.

iii. Resource preparation.

iv. Resource release.

For each of the 4 actions, the following threats can be identified from the vulnerabilities in Section 3:
1. Identity Spoofing: Attempting to gain access to a system by using a false identity.

2. Tampering: Unauthorized modification of data.

3. Information disclosure: Unwanted exposure of private data.

4. Denial of Service: The process of making a service unavailable to a user.

Information Query

	                                               
	Entity affected
	Countermeasures

	Threat
	MN
	IS
	

	Identity Spoofing 
	The claimed MN MIHID cannot be verified by the IS. Any entity can then access information from IS only meant for a particular MN.
An MIHF entity can also spoof an identity (masquerade attack)


	The IS MIH entity cannot be trusted unless its MIHID has been authenticated by the MN MIH.  
	An authentication mechanism is required to authenticate the MN and IS identities. 
(See Note 1)

Mechanisms to provide authentication must also eliminate the threats of masquerade.

 

	Tampering
	Information request messages from the MN, can be modified by an attacker. (Man-in-the-middle attack). This may lead to an unexpected response from the IS.  
The identity of the source of a given message cannot be verified by the MIHF entity. 
	The information sent by the IS to the MN may be modified by an attacker. 
	Data origin authentication and data integrity is required between the MN and IS. 

	Information Disclosure
	IS MIHF information may be exposed to unauthorized entities. 

A  MN MIHF may access information designated only for a particular set of subscribers. 

	A confidentiality mechanism is required between the MN and IS (either using encipherment or access control). 

Access control mechanisms may be used to control access to different sets of information based on the  subscription. 

	Denial of Service/availability
	The IS is susceptible to a flooding attack by a malicious MN, leading to the IS not being able to provide information services to legitimate MNs.
 If the MN should be able to access some information from the IS before authenticating to it, the IS is susceptible to a DoS attack. The MN may flood the IS with requests for information not meant for un-authenticated entities. 
 
	Access control mechanisms are needed to protect against DoS attacks. (See Notes 2, 3 and 4) 
The access control mechanism may or may not require authenticating the identity of the MIH entities. 




Note 1: Whether a mutual authentication or a unilateral authentication is required between two MIH entities depends on the trust relationships between them. Also, entity authentication only provides assurance of an identity at an instant of time. A way of assuring the continuity of authentication would be needed (for example by linking the authentication service with a data integrity service). 
Note 2: If the MN should be able to access the IS before authenticating with it, appropriate access control policies are needed for the MN to request only information meant for it in an un-authenticated state. 
Note 3:  If it is possible for the IS, based on MNs subscription, to define different sets of information available to MNs,then identity based access control policies may be defined and used. 
Note 4: If the access control mechanism requires authentication of the communicating MIH entities, then, the MN cannot access IS information before authenticating to the IS. There is no threat of Denial-of-Service attack on the IS in this case. However, if there is no access control mechanism, an authentication mechanism (between MN and IS) alone cannot prevent a DoS attack on the IS. The DoS attack threat on the IS remains whether or not the MN has authenticated with the network. 
The threats and countermeasures for Resource Availability Check, Resource Preparation and Resource Release are common and can be identified as follows:
	                                               
	Entity affected
	Countermeasures

	Threat
	MN
	PoS (ES/CS)
	

	Identity Spoofing 
	The claimed MN MIHID cannot be verified by the PoS. Any entity can then access the PoS.
An MIHF entity can also spoof an identity (masquerade attack)
	The PoS MIH entity cannot be trusted unless its MIHID has been authenticated by the MN MIH.  
	An authentication mechanism between MN and PoS is requried. 
This mechanism must also protect against masquerade. 

	Tampering
	The events/commands sent by the PoS to the MN may be modified by an attacker. This can lead to an unexpected response at the MN. 
The identity of the source of a given message cannot be verified by an MIH entity. 
	Messages from the MN, can be modified by an attacker. (MITM attack). This may lead to an unexpected response from the PoS.  
	Data origin authentication and message integrity is required between the MN and PoS. 


	Information Disclosure
	The disclosure of PoS Events/Commands does not pose a critical threat. 
	No countermeasures are needed. 

	Denial of Service/availability
	Once MN has registered itself, a malicious PoS may originate events or commands thus misleading the MN. 

	. Access control mechanisms are required between the MN and PoS entities to prevent DoS attacks. 











































































































































































































































































� As discussed in the teleconf, this MAY be a use specific assumptions but not a general assumptions. There are scenarios where PoA and PoS are not collocated and thus PoA would not be an MIH entity and thus there may or may not be any trust relationship between non MIH entity i.e. PoA and NN MIHF entity
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