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IEEE P802
Media Independent Handover Services

Tentative Minutes of the IEEE P802.21 Security Study Group

Taipei, Taiwan
Chair: Yoshihiro Ohba
Secretary: Yuu-Heng Alice Cheng
Room 403: Wednesday, January 16th, 2008
1. Security study group discussion 1
1.1. Meeting called to order by Yoshi Ohba, Chair of IEEE 802.21Security Study Group at 1:20 PM.
1.2. Meeting Agenda
Document: https://mentor.ieee.org/802.21/file/08/21-08-0033-00-0sec-security-sg-opening-notes.ppt
Comment: At page 4, is there a plan to have a tutorial in March for .1?
Chair: Will update the mile stone to include information of the tutorial.
1.3. Discussion on the PAR
Document: https://mentor.ieee.org/802.21/file/08/21-08-0006-03-0sec-802-21-security-par.doc

Discussion:

· The PAR format is updated to the latest PAR 5.3.

· Item 1.1 Project Number is suggested to be 802.21s

· Item 4.3 is updated to 2011-08 to fit the meeting time.
· Item 5.4

· The administrative domain is defined by the level of trust instead of the key management defined earlier.  This definition is taken from RFC1136.

· Comment: The meaning of the first item needs to clarify “across different administrative domain.”

· Comment: Different administrative domain if not able to communicate shouldn’t be communicating with each other still. The key will be re-issued anyway. There is no handover for inter-administrative domain.

· Comment: By definition, the different administrative domains will not exchange credentials between themselves. The administrative domains will need to have the SLA agreement that forwards the credentials. Essentially the authorization is only at the home network. Therefore, there is no inter-administrative domain authorization required.
· Comment: The definition of the administrative domain is too abstract. Based on the definition, the visitor domain is just an extension of the home network instead of a separate domain.

· Comment: In order to make it more concrete, we can look into what is the definition of administrative domain in the 802 family, which is in 802.16.

· Comment: Maybe the administrative domain doesn’t need to be called out.

· Comment: Using the notion of key management for defining administrative domain doesn’t cover the case of one AAA server managing multiple AAA realms or VLANs.

· Comment: The PAR is just stating what the scope is, the exact definition of handover across different LANs then the administrative domain doesn’t need to be spelled out.

· Comment: People can deploy different SSIDs or different LANs in the same administrative domain.
· Comment: The SSID limits to only .11.

· Group: We can change it to be across different 802 media.

· Comment: It should be clear on what media this par is using.

· Comment: Can we assume what is not covered in the base 802.21 specification?
· Comment: There is a base 802.21 specification that doesn’t address all the technologies, but may add other media in the future. However, the security will be added in the 802.21 specification as it is. So for future amendment with other media, new security needs to be added in again.
· Comment: During the development cycle, we did not preclude any other group out. Against explicitly calling out .11 .16

· Comment: We can state that the security group is based on the technologies addressed in a specific version of 802.21 specifications.

· Comment: If we keep the proposed media general, will we adopt an optimized solution, for example, solves 802.3 and 802.11 only?

· Comment: The 802.21 solutions are not specific to a technology. Other media technology may create more media-specific solutions.
· Comment: Will the chair be able to rule a specific solution in or out of scope?
· Comment: The chairs can interpret the PAR based on their own ability. The better you can clarify in the PAR, but better will be.

· Comment: It’s nice to have things explicit in the PAR. Putting something in the explanatory section, then this amendment will focus on this specification.

· Comment: Can we delete “across different LANs”?

· Group: Will this be the same as 802.11r?

· Comment: Add additional clarification that this is generalizes the 802.11r.

· Comment: It’s not clear what security signaling is referring to. It should be clarified here instead of later in the text. The “optimization” should be clarified what is the objective. If security signaling is referring the access authentication, then it will be more relevant to the current network access deployment.
· Comment: Suggest update text to be: Provide mechanism for key establishment protocol between different 802 access networks.

· Comment: In 802.11r, the goal is to reduce the latency, but the measurement is hard to decide. The absolute value is not defined in there.

· Comment: The study group had to solve the method for how to measure it and make sure that the delay was reduced.

· Comment: What is “signaling” is for? Can it be removed? It may cause including of resource reservation.
· Comment: For security or key establishment. The word security is broken down into: MIH message protection, security association management, and authentication. 801.11 uses 802.1x for this. 802.16 uses PKM for this function. Some architecture needs to be proposed to harmonize these two approaches. This may be included as the fourth item, unless it is already included in other groups. 
· Comment: Should this PAR mentioned about media independence.

· Chair: So far we are not sure if we will or will not change media independent items.

· Comment: If we adopt a change for MAC for other groups, then we need to get amendment from other groups.
· Chair: The authentication is included in the first bullet. The MIH message protection is in the second bullet. We can revise the text to what a specific bullet is addressing. The architecture harmonization can be another explicit item.
· Comment: In IEEE or this working group, are we the right place to solve this? The SA management and authentication may already be addressed in other standard bodies.

· Chair: This is addressed in the 5C where we can discuss later.

· Comment: For the new item “Security architectural harmonization ...” should be limited. Otherwise it will be stepping into the area of 802.1.

· Comment: Is 802.1 willing to do the harmonization between 802.1x and PKMv2 in 802.16? It is important for this group to have relation or liaison with 802.1 to identify if the work overlapped with 802.1. Or 802.1 and 802.16 are working parallel.

· Comment: The MIH security bullet doesn’t mention the access control defined in the TR. The bullet should not be “bound to” a pair of mutually authenticated MIH entities.

· Chair: The access control is defined in the additional text where states the authorization for the MIH services.

· Comment: Maybe we can move the third bullet into the first. For the second bullet, we should keep the authentication.
· Comment: If stated “bound to” should also state “authorization”. The architecture harmonization is out of the scope, we want to define signaling for the existing architecture.

· Break.

2. Security study group discussion 2
2.1. Discussion on the TR document.
Document: https://mentor.ieee.org/802.21/file/08/21-08-0012-00-0sec-mih-security-technical-report.doc
Presenter: Marc Meylemans
Marc: Section 1.1 considers only EAP and 802 family securities. This is reflected in the current TR. Is there other problems?

Group: (silent)

Marc: Do we have any consideration regarding the bullet item on the “mutual authentication”?

Comment: Without mutual authentication between MIH peers, how to prevent man in the middle attack.

Comment: Yes it can happen, but the implementers define what level of security they are willing to risk.

Marc: Change it to “One way authentication or mutual authentication...” to include the other possibilities.
Comment: What is the use case for one way authentication?
Comment: There is a use case later in the document.

Comment: what is the access control for the MIH services?

Comment: MIH service providers may want to have access control on what information can be provided to the user.

Comment: Should we state upfront that the access control is only for remote peer communication instead.

Marc: In section 1.3.1 what is the conclusion for the administration domain definition?
Comment: The definition is not correct and the figure should be clarified.

Marc: We can remove the administrative domain and simply use the AAA domain. There are some discussion on the authenticator can also be in the PoS. The definition for the Serving Authenticator may need to be updated.
Comment: Since PoS includes a PoA, then PoS and PoA is both included.
Marc: When stating a PoS, it is a pure PoS, or it’s a PoS that is a PoA.

Comment: so how does this accommodate the .11 case where the authenticator is only a PoA.

Group: Agreed on stating it as PoA/PoS.

Marc: Any comments on figure 1.

Comment: We need domain definition.

Marc: If we use AAA domain, is it clear what Intra-domain and Inter-domain means?
Comment: We can reference the IETF domain.

Comment: We don’t need to use IETF domain, we can use WiMAX.

Marc: Section 2.1.2 General Requirements, any questions?

Comment: The radio in requirement R0.1 needs to be clarified.

Comment: When setup for a new radio is done, the session is transferred to the new radio. Both the source and target radio can be operating during the session transfer. The second case, you cannot operate the target network in parallel when using the source radio. The reason may be radio interference, insufficient power, or regularity reason on the mobile device. In the first case, the mobile device can establish the target network resource reservation, pre-authentication, context establishment using the source network and radio to prepare all resources in the target radio. Then all things are done. The more you can prepare the more you can cut down in the resource delay. It will be good to capture two-radio perspective. In the second case, one should take into account what kind of coupling relation between the source and target network. If the source and target networks do not have good communication, then it may not be even feasible.
Marc: Requirement R0.1 will need to go back and update.

Comment: Change the “shall” to “may” in requirement R0.2.

Comment: Requirement R0.2 and R0.3 can be removed, since it is very vague.
Marc: any objection in removing it?

Group: (Silent)

Comment: Can we remove requirement R0.5? Because it may preclude the case when there is pre-authentication.
Comment: The “during” may also include pre-authentication of a handover.

Comment: We can change it to “shall conduct an authentication prior to handover toward target network.” (Example of good requirements, one can reference 3GPP requirement 36.300.)

Comment: This is better. Requirement R0.6 “new” should be removed.
Comment: The “lower layer” should be updated. It can be rephrased as a security context in the target network. Another consideration is to have a diagram on how 802.11 and 802.16 elements are connected and how the signals going through the elements.
Comment: There are some details in my contribution.

Comment: We can also remove requirement R0.7.

Chair: I will revise the PAR to reflect the updates in the general requirement.
Marc: how about section 2.1.3?
Comment: Can we delete requirement R0.3.

Comment: The assumption A0.3 is assuming that the authentication is for only pre-authentication. But it is possible to do re-authentication.

Comment: That assumption will need to be moved to general use cases instead of placing in the general assumption section.

Comment: Assumption A0.4 excludes inter-technology handover?
Chair: This is for the proactive re-authentication.

Comment: In this assumption, we cannot state in the assumption something “may”.

Marc: We can make a note to later clarify.
2.2. 802.1af overview
Document: https://mentor.ieee.org/802.21/file/08/21-08-0035-00-0sec-802-af-overview.ppt

Presentor: Yoshihiro Ohba
This work is to clarify there is no overlap between the security study group and the 802.1af. 

Comment: Won’t the 802.1af address the case of handover between 802.1af and 802.1af key management? Or at least addressed in the future work?

Chair: I can update the contribution.

2.3. Closing

Tomorrow meeting will start at 3:30PM.

Room 403: Thursday, January 17th, 2008
3. Security study group discussion 3

3.1. Meeting call to order by Yoshi at 3:38PM
3.2. Discussion of the updated Par

Document: https://mentor.ieee.org/802.21/file/08/21-08-0006-05-0sec-802-21-security-par.doc
Presenter: Yoshihiro Ohba
Comment: Should we specify what the optimization is by stating “reduce handover delay between…”

Comment: We should add in “security handover” the first sentence is about optimization only.

Comment: It is about optimization, but having the “security” keyword is more marketing instead of TR.
Comment: The value of this work is to make the security process faster. The optimization is overloaded.

Group: Update the text to “to speed up authentication and key establishment for handovers.”

Comment: Is reducing handover delay is addressed by “speed up”?

Comment: By speeding up the authentication can reduce the overall latency for handover.

Comment: The way it reads may cause confusion on by creating a better security algorithm for the authentication.

Comment: We can add the end of the sentence for clarification: “with the objective of reducing the handover latency.”

Comment: Is there explanation for why we are not doing it for other 802 family.

Chair: It’s in section 7.4

Comment: We can remove the text mentioning 802 families from section 5.4 and then add text that is more specific to access networks in the section 7.4.

Comment: We are not defining new mechanism, but the first bullet says “define mechanisms.”

Comment: What we are doing is to compose existing mechanism.
Comment: I’m concern of this discussion. It is not evident to me that the group knows what problem is to solve. During the discussion, there are several additional tasks to solve. The group should create a list what needs to be solved. The group needs to agree on what are the problems to be solved, and then write the proposal.

Comment: We have strong consensus on what needs to be solved, only on the wording we have disagreements.
Comment: Since there are some mechanism missing, the “define mechanism” should be sufficient.

Chair: Any comments to the bullets?

Comment: the second bullet should be before the first bullet.

Comment: there is no order on these bullets.

Chair: Are these two bullets independent.

Comment: The security study group was setup for a specific purpose, what is the purpose?

Comment: What is described in the two bullets is the purpose.
Comment: What is the chair’s understanding of the consensus from the group?

Chair: We have some basic understanding of the problem and we are just wording it correctly.

Comment: If there anyone whom cannot understand the bullets, please discuss offline and not disrupts the meeting.
Comment: The second bullet is really on enabling the authorization and authentication for the MIH instead if providing security to MIH. Securing the message exchange is to prevent attack.

Chair: Yes. It is for preventing the underlying attack.

Comment: Should we remove the security word then?

Comment: How about replace the security with integrity, confidentiality, etc.

Comment: Remove the word security and spell out the exact security.

Comment: The second bullet is just so general for study. How to address the question on if the MIH is delivered over IP, why not use the IPSec?

Chair: In this case, when we remove the security, we have to spell it out.

Chair: Any question on the first bullet in 5.5
Comment: The optimization should be setting up the security association. The key establishment is already done before the MIH handover.

Comment: Should be using “facilitate”

Group: The study group is not looking to optimize the key establishment protocol.
Comment: Then the wording of the beginning of the sentence is misleading.

Comment: Change it to “Reducing handover latency..” 

Chair: Any question on the second bullet in section 5.5? The 7.4 bullet for the “optimization” is updated according to the bullet points in 5.5.

Comment: Do we want to call out in the second sentence.

Comment: There are two worries about the last sentence. One is about the following on work that is not chartered yet. The other thing is talking about 802 networks or non-802 networks will cause a lighting rock in ExCom. The one that can be chartered with non-802 networks is via liaison.

Comment: We should limit the scope to only WiFi-WiMAX (802.11 and 802.16) networks only.

Comment: This is not such a good idea. Other networks such as 802.20 would need to be supported as well in future. We cannot have such restricted wording in the PAR.

Comment: We shouldn’t have “after completion of its work.” We can use the language in the original text in the .21 PAR.

Comment: Delete the second sentence. At the end can say “may extend the future work…” We can also try to check with other EC suggestions.

Comment: We can change the “With regards” to simply “The project”

Comment: The explanation can be further to expand to satisfy.

Comment: Why cannot include both together?

Comment: No, cause we should try to provide the priority.

Comment: For the work priority, is it one document or two documents?

Comment: Typically one document per par.

Comment: If the intention is to create only one document, then one shouldn’t state that one task after the next.

Comment: Can we change the “work on” to “addresses”

Comment: Will this cover the working area of 11r and 16e? Further clarification may be needed.

Comment: We mentioned about this in previous meeting to place it in the related work.

Chair: The related work bullet is in the 5C.

Comment: For section 7.4, change the “addresses” to “facilitates”? We can keep it as it is.

Comment: To make the PAR explicit, we change the handovers to use “heterogeneous” 802 access networks.

Comment: We can delete the “may extend this work…”
Comment: The concern of deletion may cause trouble for extending the work for other draft.

Conclusion

Chair. An updated version 06 will be uploaded to the server.

3.3. Discussion of the 5C

Document: https://mentor.ieee.org/802.21/file/08/21-08-0007-01-0sec-802-21-security-5c.doc
· Broad market Potential

Comment: The current specification is under development.

Comment: Let’s add in “(draft)” and remove if possible.

Comment: The 802.21 should apply to both 802 and non-802 media type.

Chair: the rest of the section will remove the AAA domain.
Distinctly

Comment: Why pre-authentication is not addressed?

Chair: We should be ok about this text.

Comment: Protection should be specific instead of services.
Chair: Change to “protect MIH protocol exchanges”
· Technical Feasibility
Comment: The security mechanisms should be moved to the previous section.

Comment: the security mechanism list should be the same as stated in the PAR.

· Economic Feasibility
Comment: Marginalize only the cost and not the features.

Chair: Delete the last paragraph.

Comment: Why mention Mobile IP in the first paragraph?

3.4. Motion.
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Motion

• Motion: The 802.21 Security SG to Approve the PAR and 5C 

as described in document 21-08-0006-06-0sec-802-21-security-

par.doc for consideration by 802.21 WG

Moved by: Michael Williams

Seconded by: Les Eastwood

Yes: 21

No: 0

Abstain: 1

Result: Passes


Motion passed.

3.5. Closing

Document: https://mentor.ieee.org/802.21/file/08/21-08-0044-00-0sec-security-sg-closing-notes.ppt
4. Attendance

	Last Name
	First Name
	Affiliation

	Bajko
	Gabor
	Nokia

	Chan
	H. Anthony
	University of Cape Town

	Chaplin
	Clint
	Samsung Electronics

	Cheng
	Y. Alice
	Telcordia Technologies

	Das
	Subir
	Telcordia Technologies

	Eastwood
	Lester
	Motorola

	Grigat
	Michael
	Deutsche Telekom

	Gupta
	Vivek
	Intel Corporation

	Han
	James Jiayuan
	Motorola

	Harkins
	Dan
	Tropos Networks

	Jee
	Junghoon
	ETRI

	Kiernan
	Brain
	InterDigital Communications Corp.

	Lach
	Hong-Yon
	Motorola

	Lee
	Jin
	LG Electronics

	Meylemans
	Marc
	Intel Corporation

	Montemurro
	Michael
	Chantry Networks

	Ng
	Chan Wah
	Panasonic Singapore Labs

	Ohba
	Yoshi
	Toshiba

	Rajkumar 
	Ajay
	Alcatel-Lucent

	Sarikaya
	Behcet
	Huawei Technologies USA

	Simsek
	Burak
	Fraunhofer Institute

	Singh
	Shubranshu
	Samsung

	Sood
	Kapil
	Intel Corporation

	Stupar
	Patrick
	NEC

	Suciu
	Lucian
	France Telecom

	Taniuchi
	Kenichi
	Toshiba

	Walker
	Jesse
	Intel Corporation

	Williams
	Michael
	Nokia

	Xie
	Qiaobing
	Motorola

	Zuniga
	Juan Carlos
	InterDigital
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Motion

		Motion: The 802.21 Security SG to Approve the PAR and 5C as described in document 21-08-0006-06-0sec-802-21-security-par.doc for consideration by 802.21 WG





Moved by: Michael Williams

Seconded by: Les Eastwood



Yes: 21

No: 0

Abstain: 1



Result: Passes
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