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International North; Tuesday , November 12th, 2007
1. Security study group discussion 1
1.1. Meeting called to order by Yoshi Ohba, Chair of IEEE 802.21Security Study Group at 10:30AM.
1.2. Meeting Agenda
Meeting Agenda (21-07-0392-02-0000-Security_SG_Agenda.ppt)
1.3. Contribution 21-07-0401-01-Authentication Signaling Performance in MIH.ppt 
Comment: Slide 13: What is the flow on the right hand? Is this based on 802.11r?

Contributor: There’s no EAP flow for the 802.11r when skipping the full authentication. The flow on the right is considering only the re-authentication.
Comment: There shouldn’t be EAP conversation going on for intra 802.11r mobility domain hanadover.
Comment: Slide 21: Why direct pre-authentication is not compared?

Contributor: The result for the direct pre-authentication will be the same as indirect pre-authentication.
Comment: Direct pre-authentication will have less delay than the indirect pre-authentication. In that sense, the result would be based on safe-side.
Comment: Is this simulation using HOKEY?
Contributor: Yes.

Comment: Why the EAP latency is for Indirect Pre-Auth is the same value for .16 and .11. Why?

Contributor: Because the message flow and the target network is the same.

Comment: The simulation result is useful for evaluating the possible solutions. The simulation case is not real case since the AAA round trip cannot be only 5ms.
1.4. Contribution 21-07-0402-03-0000-MIH key-hierarchy approaches.ppt  

(Notes: There is also a corresponding word document for detail proposals in blue)
Comment: Slide 4: What is considered as a domain?

Contributor: Using the same server for authentication is considered as the same domain.

Comment: Slide 4: What inter-technology to fit into the box for Intra-domain. There are no much options except between .11 and .16. We should simply state that. There are other deployments that do not use EAP.
Contributor: 

Comment: Does intra domain inter-tech have any examples?

Contributor: One example is .11r and 3GPP. The presentation is mainly focused on the red box.

Comment: Which box will fit the cross ESS scenario?

Contributor: That shouldn’t be included in this chart.

Comment: The re-auth can be proactive or reactive in the presentation. 

Contributor: Here we are only talking about handover between .11 and .16. The direct scenario will be more realistic, but require further study.

Comment: This contribution can only be used with both technology uses EAP. Is that correct?

Contributor: Yes.

Comment: In reactive re-authentication, native EAP transport defined in each link-layer, such as 802.1X will be used to carry re-authentication. What is the additional work that needs to be done in 802.21 security group for reactive re-authentication to work?

Contributor: 802.1X does not have re-authentication signaling, though they have pre-authentication. 
1.5. Contribution 21-07-0387-01-0000- security_signaling_inter-domain.ppt
Comment: Slide 14: Since there are 2 different authentication domains, do you use different authentication credentials? For the backend, how can the packets be routable?
Contributor: The possible solution is use the MIH information server to find out the other domain entity. The target domain has to support direct pre-authentication. 

Comment: Slide 13: What happens if the cached result already expired and the result is pushed? There needs to be a mechanism to make sure that the network does not push stale authentication information to the mobile node.

Comment: If pre-authentication lifetime is indicated to the mobile node, it is possible to maintain a synchronization of the key lifetime between the mobile node and the network.
1.6. Next study is 3:30PM on Thursday.
International North; Thursday, November 15th, 2007
2. Security study group discussion 2
2.1. Meeting called to order by Yoshi Ohba, Chair of IEEE 802.21Security Study Group at 3:30PM
Meeting agenda update 21-07-0392-03-0000-Security_SG_Agenda.ppt
2.2. Contribution 21-07-0403-01-0000 -Use Case.ppt
Comment: Can  WiMAX to Wi-Fi handover be supported?

Contributor: Yes.

2.3. Contribution 21-07-0391-00-0000-Use_Case_Scenario.ppt
Comment: Why should we keep the scope only within 802 technologies?

Comment: A service provider had the first business model on handover from WiBro to cellular network. It will be very disappointing if we do not include this type of scenario?
It is very sad to the market business if there is handover from cellular network to Wi-Fi but not the other way around.
Contributor: We should look into these areas first where we can manage. We are in IEEE, we have to consider IEEE 802 networks to complete the work within a reasonable timeframe. Other organization 
Comment: Can we define a little bit further than only make-before-break?

Contributor: The proactive and reactive handover is also possible.

Comment: Do you consider real time data or not?

Contributor: .21 doesn’t take care of the application level information. There is no session continuity provided by .21 itself. Any service or application should be considered as well.

Comment: Interdomain roaming within the same technology is excluded?

Contributor: .21 only considers two ESS handover for .11. This scenario is not included in this set.

Comment: The presentation is missing detailed explanations for considering only the provided scenarios in terms of marketing and technical feasibilities.
Contributor: We should try to mention what scope will be defined in the SSG first.
2.4. Contribution 21-07-0435-00-0000-secure_Handover_with_QoS.ppt 

Comment: For the integrated scenario (page 5), the signaling message should be authenticated via the AAA first before reserving QoS.
Comment: When do you reserve QoS on how many networks? The preservation may be abused of wasting bandwidth or deadlock.

2.5. Scope discussion 21-07-0394-00-0000-SSG_Scope_Issues.ppt
Page 5
Comment: There was a token based solution for combining EAP and Non-EAP authentication. There are some good results for using token-based solution at the initial stage of 802.11i work.

Comment: Maybe we should determine what specific technologies we should support instead of addressing EAP or Non-EAP. The current 802.21 WG PAR includes networks that use non-EAP authentication.
Comment: Finish the 5C and PAR first. 
Chair: One of the 5C, there is an item of technical feasibility. Therefore, technical feasibility needs to be made while creating the 5C. EAP vs. Non-EAP discussion is related to the technical feasibility.
Comment: Not all technologies allow pre-authentication and fast binding. This should be put into concern.
Comment: Another possibility is to define an interface of how the security exchange should be.

Slide 8 
Comment: AAA domain is not the same as administrative domain. Inter-ESS may be intra-domain, it depends on where the AAA server is. An AAA server can serve multiple ESSes each of which is considered as one administrative domain. It’s clearer to define an administrative domain based on what state is maintained and what is not. The same administrative domain assumes that the same set of long term credentials are replicated among multiple AAA servers.
The “a logical network” should be crossed out. This is confused with the logical realms which may still belong to the same administrative domain.  (NAP and NSP have their own administrative domains).

Slide 10

Comment: The straw poll on the EAP-based and non EAP-based provided.
Comment: The domain question is removed.
Straw Poll 1: Should support for handover to target networks where EAP-based authentication is used be in the scope of 802.21 security group? -- Yes: 20, No:0. 

Straw Pall 2: Should support for handover to target networks where Non-EAP-based authentication is used in the scope of 802.21 security group? Yes: 10, No:7
Straw Pall 3: Should Inter-Technology handover be in the scope of 802.21 security group? Yes 21, No 0

Detail scope discussion is delayed due to time.

2.6. Discussion on 21-07-0398-00-0000-SSG_5C_Discussion.ppt 
Chair: 5C described in TR contribution 21-07-0402 is a good start.
2.7. Closing notes 21-07-0399-00-0000-SSG_Closing_Notes.ppt
Chair: The next TR contribution deadline is January 7, 2008.

2.8. Adjourn until January 2007, Taipei, Taiwan.[image: image3.png]
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