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Date: November 6th, 2007 9PM-10:30PM EST
Discussion Topic: TR contributions
Attendees: Lily Chen (NIST), Gabor Bajko (Nokia), Junghoon Jee (ETRI), Shubhranshu Singh(Samsung), Ron Pon(Nortel), Ashutosh Dutta(Telcordia), Marc Meylemans (Intel), Subir Das (Telcordia), Yoshihiro Ohba (Toshiba), Alice Cheng (Telcordia)
1. Call for meeting
Yoshi: There are 6 contributions. Two power points associate with one TR contribution. 4 TR contributions. 3 discuss about Pre-auth. 1 about Re-auth. 

2. Discuss TR contribution #403

Presented 21-07-0403-00-0000-Security SG Use Case.doc
Contributor: The contribution provides the use case scenario for Wifi to WiMax. Call flow 1 describes the signal required for the handover scenario. Propose an optimization.

Learn about the network candidate and perform pre-authentication while it’s on network one. Provide 2 recommendations, potentially more recommendations in the future.

Q: Shall the access technology be addressed as Wifi and WiMax?

Contributor: It probably should be addressed as 802.11 and 802.16. Before the meeting, I will send a set of power point slides.

Q: Figure 3 indicates that there is a use of PMK and AK replacing the bubble part. Is the AK is generated from the first EAP authentication? What does the shaded area means?

Contributor: The shaded area is the normal procedure. However it can be optimized. The idea is that the MSK is already executed at the home network; there is no need to get the MSK again.

Q: Do these gateways already exist in the .11 or .16 network?

Contributor: These entities exist in the WiMax.

Q: This document is specific to Wifi and WiMax. Is there a specific reason to focus only on these two technologies?
Contributor: This contribution is based on the specific use case as a starting point.

Contributor: Please use the mailing list to send out additional questions.

3. Discuss TR contribution #402

Presented 21-07-0402-00-0000-MIH key-hierarchy approaches_v2.ppt
Contributor: On page 4, there is inter-domain and intra-domain. The proposal applies to intra-domain and inter-technology. We assume that the access authentication is EAP. This approach is based on the simulation result from another contribution. The re-authentication can be executed as needed when there is one authenticator. The computation cost and power consumption can be reduced. This contribution doesn’t care if it’s using the .11 or .16 EAP methods. We consider EAP is adopted as current implementation. Also IETF Hokey group identified the key hierarchy mechanism.
Page 7 provides a diagram on what happens after EAP authentication.

Page 8 provides the key hierarchy information from the hokey group document. The re-authentication root key 1 will be distributed to one media technology and root key 2 will be to the other. From both keys it will create iRK
Page 9 provides information on how the rMSK is delivered. .11 and .16 this key is delivered to the authenticator. Our assumption is that intra-authentication hand over is the intra-technology handover. It may not be realistic, but we would like to hear some feedback. From the word document, the blue words are our proposal to implement the re-authentication information.

Q: Where should the EAP to EAP be applied? Is there any deployment scenario?

Contributor: For .11 and .16, the keys are applied, nothing more needs to be deployed.

Q: Can you highlight the difference between this proposal and Hokey?

Contributor: This proposal is using the same re-authentication as Hokey. However, the re-authentication simultaneously or interaction with multiple or one candidate authenticators is different from Hokey. Additional contribution that integrates with .21. Q: Why the implementation is limited to one authenticator?

Contributor: I cannot see how an authenticator can serve both .11 and .16. I’m not sure if it is realistic.

Q: Re-authentication with multiple authenticators, does that mean proactively re-authentication before handover is actually a mix of pre- and re- authentication. In fact, make-before-break is one of the main purposes of 802.21. So proactively running re-authentication can make sense. On the other hand, there is always some case where reactive operation is needed when anticipation of the movement is difficult.
Contributor: We can have email discussion on how long does it really take for proactive re-authentication. 
Q: Slides 10 addresses only mobile node initiated, how about network initiated?

Contributor: The two messages in brackets indicate the case for network initiated.

4. Discuss TR contribution #390

Presented 21-07-0390-00-0000-MIH_Security_TR_Use_Case_Scenarios.doc
Contributor: This contribution tries to capture the use case scenarios in section 2. We believe that reference point diagram in Figure 4-1 should be mapped as the corresponding serving and target authenticator. Section 5 captures what is available today. Actually additional work column should all be yes for Table 2. No call flows were included in this contribution. Use cases should be agreed upon first before call flows can be created.
Q: What does “lower layer support available” in table 2 means?

Contributor: it means the link layer supports pre-auth or not.

Q: Is it means the support from target network?

Contributor: yes.

Q: We should analyze the complexity of the authentication in 3G before saying that the EAP-based-pre-auth is possible?

Contributor: The handover from Wifi or Wimax to 3G is not in the scope.

Q: You don’t think these handover needs to be included in 3G specification?

Contributor: If there is a mechanism that does not require 3G link level support for authentication, then 3G does not need to add any specification.
Q: When can we see example call flows?

Contributor: Once we agree on the scenario, then we can put the call flow to address the actual solution. The call flow depends on what solution. If we already identified that we are using the EAP-based, then all proposals can be based on that. It is not clear that the EAP is at higher level or lower level. Unless that is identified, the call flow cannot be identified.
Comment: Another question the SG has to answer is that do we want to rely on hokey or do we want to be independent of hokey?

Contributor: It’s not very clear if we completely use hokey, then what the work we need to do in .21 are.

Comment: It probably doesn’t need to be exclusive of re-auth or pre-auth. Why not allow pre-auth in #402

Contributor: We can use hokey and say that the missing part is pre-auth. The same handover can be done using a key-hierarchy based or authentication-based. The hokey has a clear boundary on what they are defining the key-hierarchy for.

Comment: We can safely say that inter-domain handover is not addressed by the key-hierarchy.

Comment: If we think that is a valid use case, then we cannot rely on hokey.

Contributor: Most Wifi is connected via an IP pipe, which may or may not have the same AAA domain.

Comment: Going from 3G networks to Wifi network, can it be EAP-based?

Contributor: This is two independent networks with completely different authentication.

Comment: we should converge on which hand over we want to tackle. EAP-based or not, though it seems like all the contributions are leaned towards EAP.

Contributor: next meeting we should target what hand over scenario/use case we want to focus.

Comment: It may not be sufficient to say that we only use EAP-based. Moreover, we may need to address why we do not use non-EAP-based.

5. Additional Announcements

Item 1: Harmonization between the contributions is very important. Contributors please work together to update the contributions before the November meeting. There is no specific deadline. Just before the SG meeting. November will address security handover optimization.

Item 2: MIH level security is not sufficiently addressed yet. More contributions in that area are welcome for January 2008 meeting.
Item 3: The security meeting group time slot may happen on Thursday for no more than 4 hours. This is due to the WG needs more time for SB comment resolution.

Comment: We probably need more time. Additional offline discussion can also happen during the Atlanta meeting.

6. Conclusion
Thanks for the contribution and see you in Atlanta. 
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