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1 Introduction
The base IEEE 802.21 draft provides a media independent solution for handovers but does not address the security aspect of these handovers. Security-related signaling can add significant delays to these seamless handover efforts and in many cases service continuity can no longer be met, which affects real-time applications in particular and impacts the user experience. This becomes even more problematic when handovers occur between heterogeneous networks (e.g. inter-technology, inter-administrative domains scenarios). 

This technical report investigates such use cases and the feasibility of developing solutions to provide fast handovers without compromising security. 
The report looks into the following areas (but is not limited to):

· Security optimizations for handovers within the same administrative domain

· Security optimizations for handovers between different administrative domains

The other aspect that the base IEEE 802.21 draft does not address is security at the MIH level. Because 802.21 provides services that affect network resources, cost and user experience, MIH level security will be an important factor to increase deployment of these MIH services.

MIH level security needs to comprehend the following aspects:

· Mutual authentication of MIH peer nodes

· MIH access control

· MIH protocol integrity and replay protection

· MIH protocol data confidentiality

1.1 Scope

The scope of this document is to describe usage scenarios, requirements and possible high-level architectures for the two 802.21 Security Study Group topics:

1. Security signaling optimization during handovers
2. MIH-level security
1.1.1 Security signaling optimization during handovers

Mobile devices with one or more of the following radios under consideration are:

- IEEE 802 radio technology such as 802.11, 802.16
- 3GPP Cellular radio

- 3GPP2 Cellular radio

Each access network has its own authentication scheme and key hierarchy. This report specifically looks at a fast and seamless transition scheme between networks for multiple radio devices. 

The document considers use cases whereby:

· A mobile device transitions between two networks of the same media type within the same administrative domain, e.g. 802.16

· A mobile device transitions between two networks of different media types within the same administrative domain, e.g. 802.16 and 802.11

· A mobile device transitions between two networks of the same media type and deployed in different administrative domains, e.g. 802.16
· A mobile device transitions between two networks of different media types and deployed in different administrative domains, e.g. 802.16 and 802.11

The document also examines the requirements for and implications of:

· Network-specific aspects: changes required in access network or core network infrastructure for seamless transition between networks without comprising security

· Mobile client aspects: TBD (e.g. 802.16e/m, 802.11r)
· IETF HOKEY and other standard group aspects:  investigate if HOKEY covers all the transition scenarios and identify in-scope work items, and do not try to solve a problem that is being worked in other standards. 

1.1.2 MIH Level security

The following issues need to be addressed and use cases need to be provided in regards to this topic:

· Mutual authentication of MIH peer nodes

· MIH access control

· MIH protocol integrity and replay protection

· MIH protocol data confidentiality

1.2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.
[1]
IEEE Draft Standard 802.21-D7.1: "Media Independent Handovers"
[2]
    [EAP RFC 3748] 

[3]
    [I-D: draft-ietf-hokey-preauth-ps-00.txt]

[4] 
IEEE Draft Standard 802.11r D7.0: ”Fast BSS Transition”
[5]
21-07-0127-00-0000-Hokey-802.21.ppt, ”Handover security in a heterogeneous Access Environment IETF HOKEY-IEEE 802.21 Integration”

[6] 
21-07-0122-04-0000-Security_proposal.ppt, “Security Optimization During Handovers: 802.21 SG Proposal”. 
[7] [I-D: draft-ietf-hokey-emsk-hierarchy-01.txt]

[8] [I-D: draft-ietf-hokey-erx-05.txt]
1.3 Definitions and abbreviations

1.3.1 Definitions

Administrative domain: a logical network that is administered by a single authority using its own authentication and authorization mechanisms 

Authenticator: EAP Authenticator [2]

Candidate Authenticator: The authenticator on a candidate PoA

EAP Pre-authentication:  The utilization of EAP to pre-establish EAP keying material on an authenticator prior to arrival of the peer at the access network managed by that authenticator.
Peer: EAP Peer [2]
Serving Authenticator: The authenticator on the serving PoA

Target Authenticator: The authenticator on the target PoA
1.3.2 Abbreviations

In addition to the abbreviations that are defined in the 802.21 draft specification, the following abbreviations are defined:
. 

MN: Mobile Node

SA: Serving Authenticator
CA: Candidate Authenticator
TA: Target Authenticator
ERS: EAP re-authentication server

2 Security Signaling Optimization during Handovers
2.1 Use Cases

2.1.1 General Requirements

The subscriber possesses a MN which gives access to 802.11, 802.16 and 3GPP access networks.

The MN shall support functionality to perform seamless transition between the access networks to which it is allowed for access.

Transition between networks shall be automatic and shall not require the manual intervention of the user. The Network and MN should work in tandem to provide the most optimal handover behavior.
2.1.2 General Assumptions

2.1.3 Use Case 1
Add use case for - A mobile device transitions between two networks of the same media type within the same administrative domain, e.g. 802.16
2.1.3.1 Assumptions

2.1.3.2 Requirements

2.1.4 Use Case 2

Add use case for - A mobile device transitions between two networks of different media types within the same administrative domain, e.g. 802.16 and 802.11

2.1.4.1 Assumptions
EAP ([2]) is used as the access authentication protocol for each of the media types. The EAP methods provide mutual authentication and key derivation. 

Furthermore, HOKEY key hierarchy ([5] and [7]) is supported by the employed EAP methods. 

A MN is authenticated with the serving authenticator through an EAP method. 
ERS (i.e., home or local server), target authenticator, and peer support re-authentication ([8]).
2.1.4.2 Requirements
It shall conduct an authentication during handover to a different media. That is, a transition to a different media shall be authorized based on an authentication.
The handover procedure shall establish new session keys to be used for lower layer protection.

The security protection after handover shall comply with the security level required by the media which MN transits to. 
The resource consumption (including network traffic and power consumption) of the authentication and key establishment in the HO shall be minimized with respect to a full EAP authentication. 

The delay caused by the authentication and key establishment in the handover shall be minimized. 
2.1.5 Use Case 3

Add use case for - A mobile device transitions between two networks of the same media type and deployed in different administrative domains, e.g. 802.16

2.1.5.1 Assumptions

2.1.5.2 Requirements

2.1.6 Use Case 4

Add use case for - A mobile device transitions between two networks of different media types and deployed in different administrative domains, e.g. 802.16 and 802.11

2.1.6.1 Assumptions

2.1.6.2 Requirements

2.2 Potential Approaches
2.2.1 EAP Pre-Authentication
The following usage scenario is considered for security signaling optimization during handover:

1. The peer is connected to the serving network.

2. The peer or the serving network discovers one or more candidate network(s) in its neighborhood. The candidate network(s) and the serving network may have different link-layer technologies or may be in different IP subnets or administrative domains.
3. The peer or the serving network chooses one or more candidate authenticator(s) among the discovered candidate network(s) and initiates EAP pre-authentication to be performed between the peer and authenticator on the candidate network(s).
4. A successful EAP pre-authentication for a candidate authenticator will generate EAP keying material that is delivered from the EAP server (on the serving network?) to the candidate authenticator.

5. After EAP pre-authentication, the peer or the serving network chooses one target authenticator in one of the candidate network(s), and a handover procedure will take place to switch from the serving authenticator to the target authenticator.
6. In the handover procedure, the EAP keying material generated during the EAP pre-authentication process will be used for establishing a session key (or session keys) to be used for protecting link-layer frames exchanged between the peer and the target authenticator. 
There are two modes of operations to establish EAP pre-authentication depending on whether the pre-authentication signaling is transparent to the serving authenticator or not. Direct pre-authentication is the mode in which the pre-authentication signaling is transparent to the serving authenticator. Indirect pre-authentication is the mode in which the authenticator participates in the pre-authentication signaling. Whether 802.21 needs to support both modes or only one mode is FFS. 
2.2.1.1 High-Level Architecture


[image: image1]
Fig 1: Reference Model

The following reference points defined in 802.21 are reused to support EAP pre-authentication, with additional functionalities as described below.

R1: MN-SA signaling messages are exchanged over this reference link.

R2: MN-CA signaling messages are exchanged over this reference link.

R5: SA-CA signaling messages are exchanged over this reference link.

[editor] Describe impact on network and clients.

2.2.1.2 Applicability of EAP Pre-Authentication 
EAP pre-authentication has general applicability to various deployment scenarios in which proactive signaling can take effect.  In other words, applicability of EAP pre-authentication is limited to the scenarios where candidate authenticators can be easily discovered and an accurate prediction of movement can be easily made.
The effectiveness of EAP pre-authentication is more significant for intra-technology and inter-subnet handover scenarios, and particular inter-technology handover scenarios where simultaneous use of multiple technologies is a major concern or where there is not sufficient radio-coverage overlap among different technologies.
2.2.1.3 High-Level Requirements for EAP Pre-Authentication
Requirement 1: MIH PoS shall support the functionalities of authenticator for EAP pre-authentication
Requirement 2: MN shall support the functionality of peer for EAP pre-authentication 

Requirement 3: An authenticator discovery mechanism shall be defined. The authenticator discovery mechanism must provide a mapping between a link-layer address and an IP address of an authenticator. 
Requirement 4: A context binding mechanism shall be defined so that a link-layer specific security context is bound to the EAP keying material generated as a result of EAP pre-authentication. The link-layer specific security context includes link-layer addresses of a peer and an authenticator.
Requirement 5: Higher-layer transport shall be supported for carrying EAP pre-authentication messages between MN and CA, between MN and SA and between SA and CA

Requirement 6: Link-layer transport shall be supported for carrying EAP pre-authentication messages between MN and SA

Requirement 7: The EAP pre-authentication process shall define a ‘lifetime’ parameter (pre-authentication validity time-out)

2.2.2 EAP Re-Authentication
The following usage scenario is considered for security signaling optimization during handover:

1. The MN is connected to the serving network.

2. The MN or the serving network discovers one or more candidate network(s) in its neighborhood. The candidate network(s) and the serving network have different link-layer technologies.

3. The MN or the serving network chooses one or more candidate authenticator(s) among the discovered candidate network(s) and initiates EAP re-authentication ([8]). It is to be performed between the MN (as the peer) and an authenticator on the candidate network(s).

4. Upon a successful EAP re-authentication, the authenticator will receive an rMSK that is delivered from the EAP server (or a local server).

5. After EAP re-authentication, a handover procedure will take place to switch from the serving authenticator to the target authenticator.

6. In the handover procedure, rMSK may be used for establishing intra-technology handover keys for different PoAs or session keys to be used for protecting link-layer frames exchanged between the MN and a PoA, depending on media specific handover. 

The following is for further study in 802.21 Security Study Group:

1. Due to the optimization in security signaling by using EAP re-authentication, MN may or may not need to re-authenticate with multiple candidate authenticators. 

2. For the same reason MN may or may not use early initiated re-authentication with the target authenticator. 

3. Similar to EAP pre-authentication, MN either directly authenticates to the target or candidate authenticator or indirectly through the serving authenticator. 

2.2.2.1 Key Hierarchy

The key hierarchy is derived using EMSK by EAP authentication server or using DSRK by a local authentication server.  The re-authentication root keys (rRKs) are derived from EMSK or DSRK. 

A re-authentication integrity key (rIK) is derived from rRK to provide integrity protection in the re-authentication between a peer (MN) and an EAP re-authentication server (ERS). MN and ERS communicate through the target authenticator, where ERS may be the EAP server / home server or a local server which has previously obtained an rRK.  

Upon a successful re-authentication, an rMSK is delivered to the target authenticator (TA).  Fig. 2 illustrates the hokey key hierarchy. 

[image: image2]
Fig. 2 Hokey Key Hierarchy

2.2.2.2 Protocol Interfaces

The protocol interface is described by Fig.3 


[image: image3]
Fig. 3. Protocol Interfaces
2.2.2.3 Applicability of EAP Re-Authentication
EAP re-authentication has general applicability to handover within the same domain between different media types which use EAP as an access authentication. Similar to EAP pre-authentication, it applies to the scenarios where candidate authenticators can be easily discovered and an accurate prediction of movement can be easily made. 
The efficiency of EAP re-authentication applies to the scenario where an administration provides service to different media types. Re-authentication for optimized security signaling enables handovers with minimum delay and minimized communication with the home server so that the end users can maintain their quality of service level without sacrificing the scarce resources (such as battery power and bandwidth). 
2.2.2.4 Requirements for EAP Re-Authentication
Requirement 1: MIH PoS shall support the functionalities of authenticator for EAP re-authentication.
Requirement 2: MN shall support the functionality of peer for EAP re-authentication. 

Requirement 3: An authenticator discovery mechanism shall be defined. The authenticator discovery mechanism must provide a mapping between a link-layer address and an IP address of an authenticator. 

Requirement 4: A context binding mechanism shall be defined so that a link-layer specific security context is bound to the EAP keying material generated as a result of EAP re-authentication. The link-layer specific security context includes link-layer addresses of a peer and an authenticator.

Requirement 5: Higher-layer transport shall be supported for carrying EAP re-authentication messages between MN and CA/TA and between CA/TA and ERS. 
Requirement 6: Link-layer transport shall be supported for carrying EAP re-authentication messages between MN and CA/TA.
Requirement 7: There shall be a trust relation between each CA/TA and ERS, which may be established via mutual authentication.
Requirement 8: If an ERS is a local authentication server, then there shall be a trust relation between the ERS and home EAP server, which may be established via mutual authentication. 

Requirement 9: There shall be a protected channel for confidentiality and integrity between each CA/TA and the ERS for the rMSK delivery. 

2.3 Example Call Flows
2.3.1 Example Call Flow for EAP Re-Authentication

The example call flows are described in Fig. 4

[image: image4]
Fig. 4 EAP Re-Authentication message flow

The first two messages are optional. It is also possible that the re-authentication is initiated by MN (peer) since it may indicate its re-authentication capability. 
3 MIH Level Security

3.1 Use Cases
3.1.1 General Requirements

3.1.2 General Assumptions

3.1.3 Use Case 1
3.1.3.1 Assumptions

3.1.3.2 Requirements

3.1.4 Use Case 2

3.1.4.1 Assumptions

3.1.4.2 Requirements

3.2 Potential Approaches 

3.2.1 Approach xxx

3.2.2 Approach yyy

3.3 Example Call Flows 

4 Conclusions

5 Recommendations
This section shall contain a list of requirements agreed to be potentially transferred to specifications.

Annex A  5 Criteria

Contributor’s comments: The 5C for 802.21 security study group shall be based on the original 5C for 802.21. It shall focus on what security features can add to the original 5C. 

Broad Market Potential

A standards project authorized by IEEE 802 shall have a broad market potential. Specifically, it shall have the potential for:
a) Broad sets of applicability.
b) Multiple vendors and numerous users.
c) Balanced costs (LAN versus attached stations).
An 802 handover standard 802.21 has been developed. It is applicable to 802 media types, both wired and wireless. 

With the current specified schemes, handover can occur between administrative domains either within the same technology, or between different technologies. Thus the 802.21 standard is applicable to vendors of network services as well as vendors of multiple equipment types.
A wide variety of vendors currently build numerous wired and wireless products for the network equipment market segments.  The majority of those vendors, and others, participated in the standards development process and subsequent commercialization activities.

Security is crucial for 802.21 to reach its market potential. Seamless mobility requires seamless security to make its applicability to government and enterprise networks.

Currently, security mechanisms, including access authentications have been specified for each 802 media type. During a handover from one media to another, access authentication will consume resources and introduce delays. Security signaling optimization will assure the quality of service during handovers. 

802.21 specified services for handover, for example, information service. The service access will become a new target to attackers, which will be the main concerns for vendors and especially service providers. Service protection will prevent from attacks which can essentially paralyze the network.  
Compatibility

IEEE 802 defines a family of standards. All standards shall be in conformance with the IEEE 802.1 Architecture, Management and Interworking documents as follows: 802. Overview and Architecture, 802.1D, 802.1Q and parts of 802.1f. If any variances in conformance emerge, they shall be thoroughly disclosed and reviewed with 802.

Each standard in the IEEE 802 family of standards shall include a definition of managed

objects which are compatible with systems management standards.
1. The proposed project will be developed in conformance with the 802 Overview and Architecture.
2. The proposed project will be developed in conformance with 802.1D, 802.1Q, 802.1f.

3. Managed objects will be defined consistent with existing policies and practices for 802.1 standards.
Consideration will be made to ensure that compatibility is maintained with 802 security mechanisms and that existing security is not compromised.

Distinct Identity

Each IEEE 802 standard shall have a distinct identity. To achieve this, each authorized

project shall be:

a) Substantially different from other IEEE 802 standards.

b) One unique solution per problem (not two solutions to a problem).

c) Easy for the document reader to select the relevant specification.
1. There are no 802 standards to support security in handover between heterogeneous network types.

2. The need for optimizing security signaling.

3. The need for protecting services specified in 802.21.

Technical Feasibility

For a project to be authorized, it shall be able to show its technical feasibility. At a minimum, the proposed project shall show:

a) Demonstrated system feasibility.
b) Proven technology, reasonable testing.
c) Confidence in reliability
Security mechanisms have been applied to different media types including mutual authentication, key establishment, protocol level protection, and lower layer data protection.

Some authentication protocols have been commonly adopted by different media, e.g. EAP.  Media independent key hierarchy and optimized authentication mechanisms are developed in other standards, e.g. IETF. When enabling handover between different media types, it can use them to optimize authentication signaling and also establish keys for the new links. 

Once link layer keys are established, it shall use the algorithms defined for the media type to provide confidentiality and integrity. 

Economic Feasibility

For a project to be authorized, it shall be able to show economic feasibility (so far as can reasonably be estimated), for its intended applications. At a minimum, the proposed project shall show:

a) Known cost factors, reliable data.

b) Reasonable cost for performance.

c) Consideration of installation costs.
Handover procedures with security have been implemented within cellular networks, mobile IP networks and in media access dependent ways in 802 networks. 

Cellular systems and 802.11 systems provide real world examples of secured handover mechanisms within homogeneous networks at layers 1 and 2 (PHY and MAC), whereas mobile IP provides an example of a successful implementation of a layer 3 handover mechanism across heterogeneous networks. These have been proven to be cost effective solutions. 
The functionality that would be described in the specification represents a marginal increment to the feature set and cost of networking devices and does not represent an originating cost. 
Optimized security signaling for handover is to limit the costs on network load and on the power consumption. Security for the information and other services will protect the estate of service providers and increase the quality of services.
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