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IEEE P802.21
Media Independent Handover Services

Tentative Minutes of the Security Study Group

Hilton Waikoloa Village, Big Island, Hawaii, USA
Secretary: Xiaoyu Liu

First Day Meetings: Kohala III; Monday, September 17th, 2007
1. Meeting Called to Order by Vivek Gupta, Chair of IEEE 802.21WG, at 4:00PM
2. Study Group Chair Election
2.1. SG Chair Election

2.1.1. Three Candidates for the Chair of Security Study Group: Clint Chaplin, Yoshihiro Ohba, and Srinivas Sreemanthula.
2.1.2. The candidates addressed the group.

2.1.3. Discussions on election procedures
2.1.3.1. Clint: For the election in SG, any participant can vote. 

2.1.3.2. David suggested the way to conduct the vote: everybody present says his name and affiliation and votes. 

2.1.3.3. Subir Das requested Roll Call vote. 
2.1.4. Roll Call Vote was conducted. Michael Williams, Vice Chair of IEEE 802.21 WG, recorded the votes online.
2.2. Roll Call Vote Records

	CC: Clint Chaplin;   SS: Srinivas Sreemanthula;   YO: Yoshihiro Ohba

	FIRST NAME
	LAST NAME
	AFFILIATION
	CC
	SS
	YO

	Xiaoyu
	Liu
	Samsung
	1
	
	

	David
	Hunter
	Panasonic
	1
	
	

	Stephen
	MCCANN
	Nokia Siemens
	
	1
	

	Lester
	Eastwood
	Motorola
	
	
	1

	Qiaobing
	Xie
	Motorola
	
	
	1

	Kazuhiro
	Murakami
	Kyocera
	
	
	1

	Joe
	Kwak
	Interdigital
	
	
	1

	Andrew 
	Myles
	Cisco
	
	1
	

	Naveen
	Kahkani
	Nokia
	
	1
	

	Nejati
	Canpolat
	Intel
	
	1
	

	Matthew
	Gast
	Trapeze
	
	1
	

	Emily
	Qi
	Intel
	
	
	1

	Kapil
	Sood
	Intel
	
	
	1

	Junghoon
	Jee
	ETRI
	
	
	1

	Jari 
	Jokela
	Nokia
	
	1
	

	Jesse
	Walker
	Intel
	
	
	1

	John 
	Shepherd
	Ericsson
	
	
	1

	David
	Stevenson
	Cisco
	
	1
	

	Tomoko
	Adachi
	Toshiba
	
	
	1

	Eero
	Nikula
	Nokia
	
	1
	

	Daniel
	Park
	Samsung
	1
	
	

	Honcak
	Jeon
	ETRI
	
	
	1

	Padam
	Kafle
	Nokia
	
	1
	

	Shubhranshu
	Singh
	Samsung
	1
	
	

	Prabodh
	Varshney
	Nokia
	
	1
	

	Mahalingam
	Mahli
	Avaya
	
	
	1

	Minho
	Lee
	Samsung
	1
	
	

	Steve 
	Emeott
	Motorola
	
	
	1

	Marc
	Meylemans
	Intel
	
	
	1

	Reinhard
	Gloger
	Nokia Siemens
	
	1
	

	Fernando
	Jover
	BT
	
	1
	

	Changmin
	Park
	ETRI
	
	
	1

	Malik
	Audeh
	Tropos
	
	
	1

	Myron
	Hattig
	Intel
	
	
	1

	Scott
	Henderson
	RIM
	
	1
	

	Dave 
	Famolari
	Telcordia
	
	
	1

	Juan Carlos
	Zuniga
	Interdigital
	
	
	1

	Maryna
	Komarova
	ENST
	
	
	1

	James
	Han
	Motorola
	
	
	1

	Behcet
	Sarikaya
	Huawei
	
	
	1

	HongYon
	Lach
	Motorola
	
	
	1

	Jin
	Lee
	LG
	
	
	1

	Manoj
	Desheande
	Qualcomm
	
	
	1

	Tomoya
	Yamaura
	Sony
	
	
	1

	Peter
	Loc
	Marvell
	
	
	1

	Chanwah
	NG
	Panasonic
	
	
	1

	Farrokh
	Khatibi
	Qualcomm
	
	
	1

	Gabor
	Bajko
	Nokia
	
	1
	

	Kenichi
	Taniuchi
	Toshiba
	
	
	1

	Alice
	Cheng
	Telcordia
	
	
	1

	Subir
	Das
	Telcordia
	
	
	1

	Ajay
	Rajkumar
	Alcatel-Lucent
	
	
	1

	Huanbang
	Li
	NICT
	
	
	1

	Kamya
	Yazandoost
	NICT
	
	
	1

	Yuichi
	Morioka
	Sony
	
	
	1

	Michael
	Williams
	Nokia
	
	1
	

	Total
	5
	15
	36


2.2.1. Yoshihiro Ohba was elected as the chair of IEEE 802.21 Security SG. 
2.2.1.1. Candidate



Number of Votes

2.2.1.2. Clint 



5
2.2.1.3. Srinivas Sreemanthula: 

15
2.2.1.4. Yoshihiro Ohba: 


36
2.3. Break from 4:50PM to 5:00PM

3. Study Group Presentations

3.1. SG Presentation: Possible MIH security approaches and issues (21-07-0297-02-0000-MIH security approaches.ppt, by Lily Chen, NIST)

3.1.1. The discussions in 802.21 were summarized.

3.1.2. Possible issues and problems were discussed.
3.1.3. Comment: Any system has a key hierarchy. They are different systems. It is impossible to glue them.
3.1.4. Q: How do the proposed scenarios and problems impact on the MIH services, e.g., IS specifically? A: We need further study.
3.1.5. Comment: Problem 1 is highly related to handover. Regarding problem 2, there are many ways to secure the data delivery. We may not need to design a particular solution for problem 2. MIH services are not delivered continuously. Response: You still need to protect the services. Even there are some solutions to secure the service, please give an example.

3.1.6. Comment: Regarding problem 1, we already have EAP. Response: EAP is not for handover; EAP is transport dependent. 

3.1.7. Comment: Problem 2 is still in the scope of this SG.

3.1.8. Q: Why do you need to bother roaming agreement? If there is no roaming agreement, is it possible for a pre-authentication. A: By a roaming agreement, either use common or different EAP server. 
3.1.9. Comment: Problem 3 is sub-problem of problem 1.
3.1.10. Further discussion would be carried offline. 
3.2. SG Presentation: EAP Pre-authentication Problem Statement in IETF HOKEY WG (21-07-0291-00-0000-hokey-preauth-ps.ppt, by Yoshihiro Ohba, Toshiba)

3.2.1. Q: Slide 13, L2-aware pre-authentication, why should .21 define it?  802.21 is not equipped with L2 specific changes. A: L2 parameters, for example, peer authenticator address may be encapsulated into MIH primitives.
3.2.2. Comment: Slide 11, link-layer specific context, IETF uses MAC address just as address, not as identifier. We should not overload the address and identifier either.
3.2.3. Q: We need binding, but do you think we should include context binding into the SG scope? A: Yes. 
3.2.4. Comment: Using the address as the channel to bind different entities is not a good idea.

4. Recess at 6:15PM
4.1. Next study group meetings on Wednesday, 1:30PM
Second Day Meetings: Kohala III; Wednesday, Sept 19th, 2007
5. Meeting called to order at 1:30PM by Yoshihiro Ohba, Chair of Security SG
5.1. Meeting Agenda

5.1.1. Yoshi: Any objection to proposed agenda? Floor: none

5.1.1.1. The agenda was approved with unanimous consent.

6. Study Group Presentations 

6.1. An Architecture for Security Optimization During Handovers (21-07-0301-01-0000-Security_Architecture.ppt, by Subir Das, Telcordia)

6.1.1. Comment: The last slide, there is an unstated assumption that whatever this SG comes up with is closely related to IETF L3 protocol or the current .21 architecture. That’s not necessarily true. There is no limitation for this group to do so. 
6.1.2. Comment: Usage scenario 1 and 2, what is the notion of the domain here? How do these scenairos fit the 3GPP/WLAN interworking architecture? It is worth investigating further.
6.1.3. Comment: Without roaming agreement, the authenticators may not talk to each other. We need to investigate the use cases of roaming agreement.
6.1.4. Comment: This slide is too specific. We need to look into more general cases. We shall not limit the scope to EAP-only. Yoshi: We need contributions regarding non-EAP authentications.
6.1.5. Comment: Suggestion that either the authenticators should be EAP-based, otherwise, we step into other SDOs’ venue. For example, if the serving POA is 3GPP and candidate POA is 3GPP2, what is our business there? 
6.1.6. Comment: You mentioned HOKEY, but what is the relationship between this SG and HOKEY? HOKEY can work well independently without considering the .21 work here even if we claim we can help HOKEY somehow.

6.1.7. Comment: The figures on slide 8 assume that the target link technologies should support pre-authentication. That’s not necessarily true.  .11 supports pre-authentication, but .16 and 3GPP do not.

6.1.8. Q: Two questions: 1. do we support EAP-only or cover non-EAP?  2. do we need to confirm whether the target link technologies support pre-authentication?
6.1.9. Comment: There are lots of authentication protocols. Why should we limit to EAP or non-EAP or whatever. It seems to be a particular presentation here.

6.2. Fast re-Authentication Protocol for Inter-Domain Authentication (21-07-0299-00-0000-Fast_re-Authentication_Protocol.ppt, by Maryna Komarova, ENST)
6.2.1. Q: You get the ticket from the home or target network? A: both.
6.2.2. General discussion followed.
6.3. Break from 3:00PM to 3:30PM
6.4. Security SG Scenarios (21-07-0299-00-0000-Security-SG-Scenarios.ppt, by Chan-Wah NG, Panasonic) 
6.5. MIH Security Options (21-07-0310-00-0000-MIH-Security-Options.ppt, by Srinivas Sreemanthula, Nokia)
6.5.1. Q: Do you think the scope is for IS only? A: No. We need to protect all the services. 

6.5.2. Comment: If we put the proposed authentication, do we introduce additional handover latency? Response: Do not know. It happens after the handover. 
6.5.3. Q: Is there any relationship between the MIH registration and the authentication? A: It depends on how the authentication works.
6.6. Technical Requirements on MIH Security (21-07-0302-01-0000-MIH_Security_Technical_Requirements_Skeleton.doc, by Marc Meylemans, Intel)
6.6.1. Comment: In other standard bodies, they go to use cases first, then develop the requirements. Appropriate requirements are usually generated after the scenarios are devleoped. 
6.6.2. Comment: Each use case has different requirements. 
6.6.3. Comment: For each bullet, we need to develop use case, assumption and requirements.
6.6.4. Comment: 802.21 is beyond IEEE. We should not exclude other technologies. Response: This is an example and what we have for now.
6.6.5. Comment: Regarding handover from IEEE to 3GPP and that from 3GPP to IEEE, the use cases may be different. 
6.6.6. Call for inputs to the document and use cases. 
6.6.7. Yoshi: Does the group agree with the structure of the technical report? Farrokh: We may need some minor changes. 
6.6.8. Hong-Yon: Before we go and ask for contributions, we should decide the scope of the group, what belongs to .21 and what does not.  
6.7. Security SG Milestones
6.7.1. Nov/07: all contributions intended to be included in the TR need to be submitted before the meeting.
6.7.2. Jan/07: All major studies are expected to be done.
6.7.3. Clint: Suggestion having a PAR and 5C strawman proposal in Nov/07. Jan/08 is too late to start this work. 
6.7.4. Vivek: PAR and 5C have to be submitted 30 days before the plenary meeting. We have to complete the PAR/5C in Feb and submit it. 
6.7.5. Vivek: We need to satisfy the concerns of 802.1 to go through the process.

7. Adjourn at 5:30PM 

7.1. Next meeting on November Atlanta, USA
8. Attendees

Name



Affiliation

Primary WG

09/17

09/19
Qiaobing Xie


Motorola

802.21

1

2
Xiaoyu Liu


Samsung

802.21

1

2
David Hunter


Panasonic

802.11

1

2
Lester Eastwood

Motorola

802.21

1

2
Ajay Rajkumar

Alcatel-Lucent
802.21

1

2
Hitoya Tachikawa

Kyocera

802.21

1

2
Kazuhiro Murakami

Kyocera

802.21

1

2
Changmin Park

ETRI


802.21

1

2
JoonYoung Choi

Samsung

802.21

1

2
Minho Lee


Samsung

802.21

1

2
Lily Chen


NIST


802.21

0

2
Gabor Bajko


Nokia


802.21

1

2
Srinivas Sreemanthula
Nokia


802.21

1

2
Fernando Jover

BT


802.21

0

2
Victor
Kueh


BT


802.11

0

2
Prabodh Varshney

Nokia


802.11

0

2
Jari Jokeza


Nokia


802.11

0

2
Padam Kafle


Nokia


802.11

0

2
Marc Meylemans

Intel


802.21

1

2
Soohong Park

Samsung

802.21

1

2
Kapil Sood


Intel


802.11

0

2
Junghoon Jee

ETRI


802.21

1

2
Hongseok Jeon

ETRI


802.11

0

2
Myron Haffy


Intel


802.11

0

2
Emily Qi


Intel


802.21&802.11
1

2
Jesse Walker

Intel


802.11

0

2
Hong-Yon Lach

Motorola

802.21

1

2
James Han


Motorola

802.21

1

2
Matthew Gast

Trapeze Networks
802.11

0

2
Dave Stephenson

Cisco


802.11

0

2
Tomoko Adachi

Toshiba

802.11

0

2
Chan-Wah Ng

Panasonic

802.21

1

2
David Famolari

Telcordia

802.21

1

2
Clint Chaplin


Samsung

802.21

1

2
Scott Henderson

RIM


802.21

1

2
Subir Das


Telcordia

802.21

1

2
Juan Carlos Zuniga

InterDigital

802.21

0

2
Farrokh Khatibi 

Qualcomm

802.21

1

2
Manoj Deshpande

Qualcomm

802.11

1

2
David Cypher

NIST


802.21

1

2
Maryna Komarova

ENST


802.21

1

2
Jin Lee


LGE


802.21

0

2
Genebeck Hahn

LGE


802.21

0

2
Yoshihiro Ohba

Toshiba

802.21

1

2
Yuuheng Cheng

Telcordia

802.21

1

2
Kenichi Taniuchi

Toshiba

802.21

1

2
Steve Erneott 

Motorola

802.11

0

2
Moo Ryong Jeong

DoCoMo

802.21

1

2

Johnny Shepherd

Ericsson

802.21

1

1

Shubhranshu
 Singh

Samsung

802.21

1

2

Vivek Gupta


Intel


802.21

1

2
Michael Williams

Nokia


802.21

1

2
Stephen McCann

Siemens

802.11

1

0
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