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Date: October 11th, 2007 9PM-10:30PM EST
Discussion Topic: Instructions on TR contributions
Attendees: Ron Pon, Kapil Sood, Clint Chaplin, Subir Das, Yoshihiro Ohba, Ajay Rajkumar, Junghoon Jee, Shubhranshu Singh, Lily Chen, Gene Beck Hahn, Alice Cheng
1. Discussion on TR Contribution Submission Instructions
Contribution 21-07-0357-01-0000-MIH_Security_SG_TR_Contribution_Instructions.doc was discussed. Yoshi reiterate through section 2 and 3 of the contribution. The deadline is set for agenda scheduling and to have time for harmonizing the contributions. Nov 6 conference call will focus on the harmonization between the contributions. The contributions will be harmonized into a technical report document.

Clint: What is the purpose of the TR (Technical Report) document?

Yoshi: To augment the PAR and Five Criteria and be the base for the task group if it is formed.

Clint: TR doc seems to be biased to data transport security

Yoshi: Use cases include security signaling during handover and MIH transport security. Other contributions are also welcome. The contribution should justify the problem needs to be solved in the task group.

Clint: Are use cases only handover use cases?
Yoshi: It's not necessary for handover. For example MIH level security.

Clint: In such cases, the call flow is hard to be provided.

Yoshi: Even there are no handover signaling, call flow will still be needed.

Clint: Some security problem may not have call flow.

Yoshi: The purpose of the call flow is to help technical discussion, facilitate harmonization.

Clint: Requirements for call flow seems to be biased on one of the security problem. There are different services; therefore the security between the boxes should also be defined.

Kapil: There's no way to secure everything in the draft. We should at least have the security of the mobile node and network communication.

Clint: From Figure 3 of 802.21 draft specification D07-01, there are all these different interfaces defined in MIH. The security should be described. However, the contribution call flows should not be mandatory. There are some use cases that doesn't require call flows.

Alice: The call flows are defining what the interactions between the two components, maybe it is not named as call flow, but the interaction should be described in the contribution.

Junghoon: Call flow is not specific to message interaction.
Yoshi: We'll make the call flow optional.

Kapel: It should not be optional; there should be a message flow that needs to be protected. The messages defined in 802.21 have different requirement and criteria that needs to be protected.

Ajay: Communication between the elements in the network is not there.

Clint: Based on Figure 2 of D07-01, there are communication within the network R4 and R5, those links needs to be protected.

Ajay: Those links are MIHF to MIHF.

Clint: All these are MIHFs, then if you use one mechanism for securing one link, then you can secure the others too.

Kapil: Not necessary, since for low power device we may want to use a lightweight security mechanism instead of one such as IPsec that is mainly used for core network elements.
Ajay: All the handheld devices all have the ability to support IPsec.

Clint: Not just requiring use of IPsec can work. Other characteristics need to be specified to be secure.

Ajay: Can we just consider layer 2 security?

Clint: We can create just the requirements to all the links and don't care what the protocol.

Yoshi: I’m convinced with Clint’s argument against mandating call flows. Is there any objection to make call flows optional? 

(no objection)

Yoshi: We will make the example call flow optional.

Ajay: Can someone describe use case number 1 from the technical requirement skeleton. #302-02?
Yoshi: The content is only illustrative only.

Ajay: Use case 1 is not a valid case, but the rest are.

Yoshi: In 802.11, different ESSess may be used with the same administrative domain. Is it possible?

Clint: Yes that is possible.

Yoshi: For 802.16, does Wimax support inter-ASN secure handover optimization like key-hiearchy based handover or pre-authentication based handover?
Ajay: If it's inter-domain, it will be between the core networks instead of from the ASN.

Yoshi: 802.11 inter-ESS and 802.16 inter-ASN handovers are very similar, so use case 1 can be valid.

Ajay: I will think about it more.
Yoshi: 2nd agenda was authentication-based handover. Since presenter is not online now, we will discuss this next time. 
2. Next teleconference schedule

Next teleconference will be held on Nov 6, 9PM – 11PM EST
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