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Media Independent Handover Services

Teleconference Meeting Minutes of the IEEE P802.21 Working Group
Discussion on two contributions
Minutes taken by Yoshihiro Ohba
Date: Tuesday, April 10th, 2007, 9:00AM-11:00AM EST
1. Discussion on MIH security by Srini (21-05-0085-01-mih-security.ppt)
Ajay: If we start adding security at every layer, I understand scenarios mih entities may be deployed by a 3rd party.  It is a question of which type of service providers would be deploying

MIH services. We identified three types of service providers.  Access service provider, core service provider, 3rd service provider.  Those could be independent entities.  We do need to ensure the trust　relationship among them.  But if the service is provide by the same　provider only, then adding security at every layer can be overhead.　MIH access control should be separated from link-layer access control.

Subir: We are in the position that MIH access control is independent　of network access control.  

Ajay: Let us discuss network access control.  In majority of the　scenarios, network access control would be sufficient.

Subir: Let's not mix the two different levels of access control together.

Ohba: I can show an example on how those two are different. Protecting State 1 query is possible without network access control if there is MIH level security mechanism.

Alice: The examples are the case in which transport is not secured, right?  Transport is secured between peer to peer?

Srini: Even if transport is secured, authencity of MIH level is not always ensured by transport layer security.

Ajay: We are making problem much bigger than it may be.  If it is talking about unauthenticated state, I would agree.  But in authenticated state, how can the example attacks happen?

Ohba: There seems to be an assumption that transport layer security is not tightly coupled with MIH.  On the other hand, transport layer security is tightly coupled with MIH, I think Ajay is right.

Alice: I agree that if security association identities at different levels are different, there is an issue.  When we say multi-hop, I don't know how one transport is secured and other part is not secured.

Srini: For state 1 query, the first hop may not be secured while the second hop is secured.

Alice: MIH ID encryption is very important.  Non encrypted MIHF ID may replay, man-in-the-middle, etc attacks. The transport integrity and encryption can be protected by the MIH transport, however, the MIHF ID can be forged by an authorized MIH node. That's probably more　appropriate.

Subir: What Alice is saying that secure the MIH-ID.  

Srini: What is secure the MIH-ID?  It's not just securing the ID.

Subir: Not every packet is carrying MIH-ID.  

Ajay: Needs more discussion on exact scenarios.

Ajay: Going back to the discussion on three types of providers.  In　most general case, access service provider, core service provider, 3rd　service provider.

Srini: Let's assume MIH-ID is the same as the ID used for network　access authentication.  An user may access different types of networks　with the same NAI.

Ajay: I don't believe that.  

Srini: Then how can you authenticate the user?

Ajay: Home network provider is authenticating the user.  It is not　specific to access technologies.  Once I get an access then 　why additional authentication is needed for MIH?

Subir: There is no need for coupling the network access security and MIH security.  We are not saying that we cannot combine the two.

Ajay: Once authenticated for network access, there is no need for additional authentication for certain services.

Subir: How we derive application level security seems to be a solution space.

Srini: If MIH does not have its own security, there is a serious step back.

Alice: I agree that there is a security issue if there is no MIH level security.

Ajay: Peer-to-peer security needs to be separately configured before the service

Ohba: Do you think it should be solved in the current spec or after creating a security study group?  I think solving the problem in the current spec would be difficult at this stage.

Subir: Having a security at application level is a good think whether it is 
solved within 802.21 WG or somewhere else.

Vivek: There is a clear interest on this problem.  We can continue discussion in 
next couple of teleconf and meetings. 
2. Discussion on Net_HO_Commit by Juan (21-07-0133-00-0000-MN_HO_Commmit.doc)

Ajay: If we start adding security at every layer, I understand scenarios mih entities may be deployed by a 3rd party.  It is a question of which type of service providers would be deploying

MIH services. We identified three types of service providers.  Access service provider, core service provider, 3rd service provider.  Those could be independent entities.  We do need to ensure the trust　relationship among them.  But if the service is provide by the same　provider only, then adding security at every layer can be overhead.　MIH access control should be separated from link-layer access control.

Subir: We are in the position that MIH access control is independent　of network access control.  

Ajay: Let us discuss network access control.  In majority of the　scenarios, network access control would be sufficient.

Subir: Let's not mix the two different levels of access control together.

Ohba: I can show an example on how those two are different. Protecting State 1 query is possible without network access control if there is MIH level security mechanism.

Alice: The examples are the case in which transport is not secured, right?  Transport is secured between peer to peer?

Srini: Even if transport is secured, authencity of MIH level is not always ensured by transport layer security.

Ajay: We are making problem much bigger than it may be.  If it is talking about unauthenticated state, I would agree.  But in authenticated state, how can the example attacks happen?

Ohba: There seems to be an assumption that transport layer security is not tightly coupled with MIH.  On the other hand, transport layer security is tightly coupled with MIH, I think Ajay is right.

Alice: I agree that if security association identities at different levels are different, there is an issue.  When we say multi-hop, I don't know how one transport is secured and other part is not secured.

Srini: For state 1 query, the first hop may not be secured while the second hop is secured.

Alice: MIH ID encryption is very important.  Non encrypted MIHF ID may replay, man-in-the-middle, etc attacks. The transport integrity and encryption can be protected by the MIH transport, however, the MIHF ID can be forged by an authorized MIH node. That's probably more　appropriate.

Subir: What Alice is saying that secure the MIH-ID.  

Srini: What is secure the MIH-ID?  It's not just securing the ID.

Subir: Not every packet is carrying MIH-ID.  

Ajay: Needs more discussion on exact scenarios.

Ajay: Going back to the discussion on three types of providers.  In　most general case, access service provider, core service provider, 3rd　service provider.

Srini: Let's assume MIH-ID is the same as the ID used for network　access authentication.  An user may access different types of networks　with the same NAI.

Ajay: I don't believe that.  

Srini: Then how can you authenticate the user?

Ajay: Home network provider is authenticating the user.  It is not　specific to access technologies.  Once I get an access then 　why additional authentication is needed for MIH?

Subir: There is no need for coupling the network access security and MIH security.  We are not saying that we cannot combine the two.

Ajay: Once authenticated for network access, there is no need for additional authentication for certain services.

Subir: How we derive application level security seems to be a solution space.

Srini: If MIH does not have its own security, there is a serious step back.

Alice: I agree that there is a security issue if there is no MIH level security.

Ajay: Peer-to-peer security needs to be separately configured before the service

Ohba: Do you think it should be solved in the current spec or after creating a security study group?  I think solving the problem in the current spec would be difficult at this stage.

Subir: Having a security at application level is a good think whether it is 
solved within 802.21 WG or somewhere else.

Vivek: There is a clear interest on this problem.  We can continue discussion in 
For consistency, the resolution that was applied to MN_HO_Commit should also be applied to

MN_HO_Commit.  Remove "Candidate" from the primitive names.  Major changes are to add SourceIdentifier, CurrentLinkAction and TargetLinkAction and removing TargetPoA, OldLinkActions.

Srini: Section 7.6.23.1.1, Why do you remove "The MN may, instead, continue the handover procedure utilizing IP mobility protocols after activating target L2 links natively."

Juan: Because the first sentence alreayd says this feature is optional.  The second sentence is redundant.  

Alice: Can optional thing be described in call flow?

Ohba: Just a clarification.  All text in the main section is normative unless it is explicitly stated as informative.

Juan: Mentioning IP mobility protocols should not be normative.

Alice: There will be a new section specifically address this.

Subir: Vivek, a normative section on handover sequence will create challenges as to which part is mandatory or optional.
Vivek: We are not mandating anything.  We just describe examples.  

Juan will revise the contribution based on the feedback.
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