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1. Introduction

There are link-layer technologies that provide a mechanism to allow MNs to make IS queries through a PoA before they are authorized for attachment to the PoA. However, the query response size for such an unauthorized MN needs to be limited for several reasons, e.g., for link-layer MTU or for mitigation of deniable service attacks. This contribution describes methods to address issues relating to query response size limitation.
2. Methods relating to Response Size Limitation
This document describes three different methods each address a different problem. The three methods are independent and may be used at the same time.

2.1. Method 1: Specifying Response MTU in Request (already adopted in 802-21-D04)
In this method, the IS (Information Service) client is allowed to specify in a request message the maximum size of a response message.  The IS server returns a response only if the response size is within the maximum size.  The actual maximum size forced by server may be smaller than that specified by the IS client. This method is described in [1] and is already included in 802-21-D04. Therefore, this method is not discussed in the rest of this document.
2.2. Method 2: Limiting the number of entries
This method specifically addresses the case in which a large number of entries (containers or IEs) are retrieved from the IS server responding to a specific query. It is assumed that the IS server responds to the same query within time proximity with the same list of entries, in the same order. This method is intended to be used to respond to the IS client with a specific sub-set of the entry list, and the IS client might use this method to repeatedly request different subsets of the entry list corresponding to the query. 
This method is based on two parameters {max, offset} where max indicates the maximum number of entries in a response and offset indicates the starting entry number from which a chunk of entries are included in a response. These parameters are carried in a Report Limitation TLV which is a newly defined TLV. A Report Limitation TLV is optionally carried in MIIS_TLV_QUERY TLV.
Report Limitation TLV is used only for TLV queries (i.e., Info Query Type = TLV). For RDF queries (i.e., Info Query Type = RDF_DATA), Report Limitation TLV is not needed because SPARQL query language has a built-in mechanism that is corresponding to this method.
It is assumed that queries from the same IS client with the same MIIS_TLV_QUERY TLV content (except for Report Limitation TLV) generate the same list of entries on the IS server.
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Figure 1: Limiting the Number of Containers
2.3. Method 3: Prioritization among queries
This method specifically addresses the case in which (i) some IEs are more important than others and (ii) the generated response size exceeds the maximum response size  forced by the IS server with or without use of Method 1, only more important IEs with higher priority are included in a single response message instead of aborting the query transaction.

The method is based on partitioning a single query into multiple sub-queries and encoding the queries in a prioritized manner following their order of importance. It is expected that the IS Client forms appropriate sub-queries such that sub-queries for more important IEs are given the right priority and are encoded before sub-queries for less important IEs.
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Figure 2: Prioritized Queries

3. Proposal for 802-21-D04-00
3.1. Changes relating to Method 2
[1] Change MIIS_TLV_QUERY TLV structure in page 67 as follows:
	Type=MIIS_TLV_QUERY
	Length= Variable

	Querier Location TLV [variable] (optional)

	Network Type Inclusion TLV [8 octets] (optional)

	Network Inclusion TLV [8 octets] (optional)

	Reporting Template TLV [variable] (optional)

	Report Limitation TLV [8 octets] (optional)


Also add the following text at the end of Section 6.4.6.1:

“
Report Limitation TLV is defines as follows.

	Type=MIIS_TLV_REPORT_LIMITATION
	Length= 4

	max  [2 octets]
	offset [2 octets, a non-zero value]


Report Limitation TLV, if provided in the query, is used for limiting the number of entries (i.e., containers and IEs) in the corresponding MIIS_TLV_RESPONSE TLV. The Report Limitation TLV contains two parameters {max, offset} where max indicates the maximum number of entries in the MIIS_TLV_RESPONSE TLV and offset indicates the starting entry number (offset = 1 points to the first entry) from which a chunk of entries are to be included in the MIIS_TLV_RESPONSE TLV. It is assumed that the IS server generates the same ordered list of entries for queries from the same IS client with the same MIIS_TLV_QUERY TLV content (except for Report Limitation TLV) before the limitation on the Report Limitation TLV is applied.
“
 [2] Add the following TLV in Table 46 in Section 8.4.1:
	Type
	Parameter Name

	xx
	Report Limitation


3.2. Changes relating to Method 3
 [1] Change Section 6.4.6.1 as follows:
“
6.4.6.1 Information request

Information Request (from client to information server) shall carry an one or more MIIS_TLV_QUERY TLVs which contains:

1) an optional Querier Location TLV parameter indicating the location of the querier, and 2) an

optional Reporting Template TLV:
 “
[2] Change Section 6.4.6.2 as follows:
“
6.4.6.2 Information response

Information Response (from information server to client) shall carry a one or more MIIS_TLV_RESPONSE TLVs, which

contains a list of returned IEs/Containers:
 “
 [3] Change the entire Section 8.4.1.38 as follows:

“
8.4.1.38 MIIS query parameters

This specifies the parameters to be specified for MIIS query.
	Type
	Length
	Value

	38
	Variable
	A list of responses TLVs depending on the value of the MIIS Query

Type List, which accompanies in the same message.:

1: TLV specific parameters One or more MIIS_TLV_QUERY  TLVs (Section 6.4.6.1) encoded in the order derived from the priority level given by the IS client.
2: One optional MIIS MIME Type TLV (Section 8.4.1.38.1) followed by one or more MIIS SPARQL Query Value TLVs (Section 8.4.1.38.2) encoded in the order derived from their priority level given by the IS client.
3: Nothing is carried

4: zero or one MIIS Extended Schema URL parameter TLVs (Section 8.4.1.38.3)


Table 47—SPARQL query parameter format
	Type
	Length
	Value

	MIIS_MIME_TPYE

	Variable
	An octet string for a MIME type to specify a format

of SPARQL Query. When this TLV is not contained,

MIME type “application/sparql-query” is used.

	MIIS_SPARQL_QUERY_VALUE
	Variable
	An octet string of the content of the SPARQL Query


Table 48— Extended schema URL parameter format
	Type
	Length
	Value

	MIIS_EXTENDED_SCHEMA_URL
	Variable
	URL of an extended schema encoded in octet string


8.4.1.38.1 MIIS MIME type TLV

This specifies the MIME type of query.

	Type
	Length
	Value

	XX
	Variable
	An octet string for a MIME type to specify a format of the value field of MIIS SPARQL Query or Result TLVs. When this TLV is not contained, MIME type “application/sparql-query” is used.


8.4.1.38.2 MIIS SPARQL Query Value TLV

This specifies the value of SPARQL query

	Type
	Length
	Value

	XX
	Variable
	An octet string value that is formatted with the MIME type specified in the MIIS MIME_Type_TLV. When the MIME type is “application/ sparql-results+xml” this field contains XML text.


8.4.1.38.3 MIIS Extended schema URL TLV

This specifies the URL of the extended schema to be specific to RDF Schema URL query (InfoQueryType = 3).
	Type
	Length
	Value

	XX
	Variable
	URL of an extended schema encoded in octet string.


“
[4] Change the entire Section 8.4.1.39 as follows:

“
8.4.1.39 MIIS Query response
This specifies the parameters to be specified for MIIS query response.
	Type
	Length
	Value

	39
	Variable
	List of response TLVs depending on value of MIIS Query Type List, which accompanies in the same message:.
1: TLV specific response parameters One or more MIIS_TLV_RESPONSE TLVs (Section 6.4.6.2) encoded in the same order as the corresponding MIIS_TLV_QUERY  TLVs carried in the MIIS query parameters TLV being responded. When the resulting MIH_Get_Information response message size is going to exceed its maximum size, MIIS_TLV_RESPONSE TLVs for MIIS_TLV_QUERY  TLVs with lower priorities may not be included.
2: One optional MIIS MIME Type TLV followed by one or more MIIS SPARQL Query Result TLVs (Section 8.4.1.39.1) encoded in the same order as the corresponding MIIS SPARQL Query Value TLVs (Section 8.4.1.38.1) carried in the MIIS query parameters TLV being responded. When the resulting MIH_Get_Information response message size is going to exceed its maximum size, MIIS SPARQL Query Result TLVs for MIIS SPARQL Query Value TLVs with lower priorities may not be included.
3: One MIIS Extended Schema URL parameter TLV (Section 8.4.1.38.3).
4: One optional MIIS MIME Type TLV followed by one MIIS Extended Schema Content TLV (Section 8.4.1.39.2).


Table 49— SPARQL query response parameter format
	Type
	Length
	Value

	MIIS_MIME_TPYE

	Variable
	An octet string for a MIME type to specify a format of

SPARQL Query Result. When this TLV is not contained,

MIME type “application/sparql-results+xml” is used.

	SPARQL_QUERY_RESULTS_TLV
	Variable
	A value that is formatted with the MIME type specified in

the MIME_Type_TLV. When the MIME type is “application/

sparql-results+xml” this field contains XML text for

SPARQL Query Results


Table 50— Extended schema content TLV format
	Type
	Length
	Value

	MIIS_MIME_TPYE

	Variable
	A MIME Type TLV to specify a format of the Schema_Data. When

this TLV is not contained, MIME type “application/rdf+xml” is

used.

	TYPE_EXTENDED_SCHEMA
	Variable
	This field contains Extended Schema stored in the requested URL.


8.4.1.39.1 MIIS SPARQL Query Result TLV

This specifies the value of SPARQL query.
	Type
	Length
	Value

	XX
	Variable
	A value that is formatted with the MIME type specified in

the MIIS MIME_Type_TLV. When the MIME type is “application/

sparql-results+xml” this field contains XML text.


8.4.1.39.2 MIIS Extended Schema Content TLV

This specifies the content of the extended schema to be specific to Extended Schema query (InfoQueryType = 4)
	Type
	Length
	Value

	XX
	Variable
	This field contains Extended Schema stored in the requested URL.


 “
[5] Add the following TLV in Table 46 in Section 8.4.1:

	Type
	Parameter Name

	XX
	MIIS SPARQL Query Result TLV

	XX
	MIIS Extended Schema Content TLV
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