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Proposal Scope

» Coversthree important functions
« MIH function
. Information Service
- Event Triggers

» Describes specific handover scenarios and call flow
- Intra-technol ogy
- Inter-technology
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=t Proposal Outline

e MIH function
. MIH functions and its model
. Secure handover

e Information Service

- Discovery, detection and selection
- Information that the device needs for handover optimization

. Information service modd

o Event Triggers
. Loca triggers/functions
- remote triggers/functions

 Handover Scenarios and Call Flow
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***A ssumptions and Scenarios

e Assumptions
- Multiple radio interfaces for heterogeneous networks
. Single or multi(11a/b/g) interface for homogeneous
networks

e Scenarios addressed
. 802.11 to/from cellular
. 802.11 to/from 802.11
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Sl ngle Radio Interface Scenario

* A mobile node with asingle |EEE 802.xx interface may
roam among multiple subnets and multiple administrative
domains

- MIH based on information obtained viaL2 only has
limitations
- MIH might need information from higher layers

- Efficient inter-subnet and inter-domain handoff possible
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Single Radio Interface Roaming Scenario
Provider A
Subnet Al(or ESSA1) Subnet A2(or ESSA2) Subnet B1 (or ESS B1) Provider B
|IEEE 802.11 LAN |IEEE 802.11LAN |IEEE 802.11LAN
|
j N R | | . J
e — | — —
2
=
o Intra-domain P Inter-domain
I nter-subnet MI1H Inter-subnet MIH
I
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Multiple Radio Interface Scenario

* While keeping multiple interfaces always-on is an option, a mobile node
may want to deactivate unused interfaces

Power saving is a necessary condition for small handheld devices

e Multiple networks may not have coverage alwaysin all areas
In some cases one network may only be available athough both
Interfaces are always-on

» Asthe mobile node moves, a deactivated interface may need to be
activated depending on the radio conditions
Deactivated interfaces themselves cannot discover their access
points/base stations

Information service that depends only on deactivated interface has
some limitations

 MIH may further consider deactivated interfaces as candidates to switch
from the currently activated interface
Fast interface activation may become a requirement for MIH
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"Multiple Radio Interface Roaming Scenario

3GPP Cdlular Network

((((C%

|[EEE 802.11 LAN

|EEE 802.11LAN

WLAN: deactivated The mobile The mobile quickly activates

Cellular: activated finds WLAN AP | | the WLAN I/F and switch to it.
through The mobile may deactivate the
information cellular I/F

discovery over
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MIH function
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MIH Functional Components

- Network Discovery
Security
Mobility/Handover

Quality of Service

Power M anagement
e Other
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Network Discovery,
and Selection

Security

Mobility/Handover

Quality of Service

Inference Policy
Engine Repository

Power management
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MIH Functional Model (Information Service, Mobility and

Higher Layer

AIS Client/Server

1

MPA Client/Server

IS Function

Higher-layer IS Interface

Security Function

Higher-layer Security Interface

Mobility Functio

Lower-layer IS interface

Higher-layer Mobility Interface

Lower-layer Security Interface

Lower-layer Mobility Interface

Layer 2
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Secure and Seamless Handover Solution

« The solution is based upon the concept of Pre-

Authentication (PA) and is defined as

Mobile-assisted higher-layer authentication, authorization and
handover scheme that is performed a-priori to establishing L2

connectivity to a network where mobile may move in near future.

e MIH function performs this process on behalf of mobile
users
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"MIH Pre-Authentication (MPA)

e MIH Pre-Authentication

Provides a secure and seamless mobility optimization that works
for

« Inter-subnet handoff

« Inter-domain handoff

- Inter-technology handoff

— Use of multiple interfaces

- Defines a new mechanism at higher layer (e.g. Network
or higher layer)

« Supports |P address change (unlike L2 pre-authentication where
MAC address does not change).
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Functional Components of MPA

1) Pre-authentication

Used for establisning a security association (SA) between the
mobile and a network to which the mobile may move

L2 pre-authentication can also be enabled based on the
established SA

2) Pre-authorization
Used for establishing contexts specific to the network to which
the mobile may move
The SA created in (1) are used to secure the authorization
procedure

3) Proactive Handoff (PH)
. Used for sending/receiving I P packets based on the pre-
authorized contexts by using the contexts of the current network
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"Ex
pected Result
Detect L3
in different subnet L2 handoff  ¢torts starts
. starts
Conventional | | -
ime
Method f
L2 auth/authz,
starts
L2 handoff L3 auth/authz
completes  completes
Pre-auth/
Detect Pre-authz L 3 handoff L2 handoff
new AP starts starts starts
poposer 7 | e
M ethod | | |
Pre-auth/ L3 handoff L2 handoff
Pre-authz completes completes
Completes
(L2 SAscanbe,

completed here.)
@ Ciritical period (communication interruption can occur)
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“Bre-authentication

DATA[CN<->A(X)]
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MIPisjust an example mobility
protocol. MPA works for any
mobility management protocol

-~

Subnet X

*

\d
*

\d
’0
4
4

*
*

»

\

Vo

IP address: A(X)

Current subnet: X

Status: Found subnet Y
Action: pre-authentication

authentication
procedure
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Subnet Y

,~”Secure L3 pre-

CN: Correspondent Node
MN: Mobile Node

AA: Authentication Agent
CA: Configuration Agent
AR: Access Router

HA: Home Agent
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“Bre-authori zation

DATA[CN<->A(X)]
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MR

K MN-CA key
Subnet X R

¢"
.

.»*" Secure L3 pre-
\ " authorization
“
‘0

procedure
W o

IP address: A(X)
Current subnet: X
Status: Pre-authentication done

-

Subnet Y

CN: Correspondent Node
MN: Mobile Node

AA: Authentication Agent
CA: Configuration Agent
AR: Access Router

Action: pre-authorization
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DATA[CN<->A(X)] -
MN-AR ke
Subnet X Y Subnet Y
”»"“Secure PH tunnel
it establishment
" procedure
[MN]

CN: Correspondent Node

A= MN: Mobile Node
IP address: A(X), A(Y) AA: Authentication Agent

CA: Configuration Agent

Current subnet: X
AR: Access Router

Status: Pre-authorization done
Action: PH Initiation
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PH: Tunneling Phase

DATA[CN<->A(X)] 4
MN-AR ke

Subnet X Subnet Y

MIP Binding Update [A(X)<->A(Y)]
over PH tunnel [AR<->A(X)]

~ on:
: Correspondent Node
g MN: Mobile Node
IP address: A(X), A(Y) AA: Authentication Agent
Current subnet: X CA: Configuration Agent

Status: PH tunnel established AR: Access Router

Action: MIP Binding Update
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PH: Completion Phase

DATA [CN<->A(Y)]

over PH tunnel [AR<->A(X)]

Subnet X

1
2

IP address: A(X), A(Y
Current subnet: X
Status: MIP BU done
Action: PH Completion
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s PHstop
s procedure

4
»
»
&
U4

\.'\LZ handoff

»
= |MN
c.;

procedure

CN: Correspondent Node
MN: Mobile Node

AA: Authentication Agent
CA: Configuration Agent
AR: Access Router
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| nfor mation Service
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What i1s | nformation Service?

 |Information service has the following functions

- Network Discovery
Process by which device collects the information about the network(s)

. Network Detection

Process by which device attaches (passive/active) the network and
collect the information

. Network Selection

- Process by which device selects appropriate network (from the
information collected by discovery and detection)
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| nformation Service Solution

o Application-layer mechanismsfor Information
Service (AlS)

- Network discovery isfacilitated using XML-based
technologies

- Flexible way of retrieving L2 and L3 topological
Information
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Service (AlS)

An application-layer protocol that helps provide
Information about the networking e ements of the
neighboring networks

The information can consist of parameters about networking

elements of various layers, e.q.,
. access point’s MAC address, access router’ s | P address, security
model, QoS

The information can be queried using location information as a
look-up key
- Location information can be access point identifier, geographical
address, civic address, etc.

The information will augment MIH Pre-Authentication (MPA)
Provides alink-layer agnostic solution
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* Providesthe ability to move between the administrative
domains

e Provides aframework that uses the existing standards for
access point and routers without making any changes

* Provides a modular and flexible database using XML,

RDF SOAP
RDF database can be constructed in a distributed fashion to scale
to large number of networks
RDF can handle arbitrary interconnected data structure while
L DAP handles tree-based data structure only
RDF provides querying schema as well as datathemselves
- Network information can frequently change its data structure
as networking technologies evolve

e Two basic approaches for construction of information

service database:

Network-ass sted database construction model
M obile-assisted database construction model
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“AIS Comparison with L2 Information Service

e Information service at L2 is needed for initial network attachment where
no I P connectivity is available at the beginning

e |nformation service a L2 has some limitations
. If Information is broadcast in beacons, it consumes alot
of bandwidth

- For example, with a Beacon interval of 100ms, and 10 APsin the vicinity,
approximately 32 % of an 802.11b AP's capacity is used for

- The mobile needsto bein radio coverage of APsthat

provide information service
- A mobile moving at a high velocity may need the information before

entering the radio coverage of the network
- A multi-interface mobile may want to discover APsfor a deactivated
interface through the active interface

- Difficult to handle large-sized data due to lack of
fragmentation in some link-2 protocols (e.g., 802.3)
e AlS can overcome such limitations
21-04-165-03-0000 _Telcordia-Toshiba 29



*=E AlS-aided Secured Seamless Handoff

 Secured seamless handoff with MPA is based on the
Information retrieved from the neighboring networking

elements such as
. routers, SIP servers, PANA authentication agents, etc.

T

Secured seamless
Handoff
(MPA)

Discovery for
Neighboring Networks

(AIS)
\/

Discovery for
Initial Attachment
(L2-based 1S)
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S1, S2, S3: Serverssuch as
PANA authentication agentsand
SIP servers
D1, D2, D3: Neighboring networksdomains
AP: Access Point

AP1 R: Router
» ) SIP: SIP Server
SIP1 ADD))
S1
ndition=within 1 mile,
D1
RIS AlS
2 Server

Response (R1,R2,R3,S1, S2,S3, AP1LAP2,AP3)
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**RDF Schema for AIS (partial view)

<rdf:RDF xml:lang="en"
xmins:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-ns#"
xmins:rdfs="http://www.w3.0rg/2000/01/rdf-schema#"
xmins:nd="http://www.networkdiscovery.org/2004/10/rdf-schema/">
<rdfs:Class rdf:about="http://www.networkdiscovery.org/2004/10/rdf-schema/Location">
<rdfs:subClassOf rdf:resource="http://www.w3.0rg/2000/01/rdf-schema#Resource"/>
</rdfs:Class>
<rdf:Property rdf:about="http://www.networkdiscovery.org/2004/10/rdf-schema/geo-location">
<rdfs:domain rdf.:resource="http://www.networkdiscovery.org/2004/10/rdf-schema/Location"/>
<rdfs:range rdf:resource="http://www.w3.0rg/2000/01/rdf-schema#Literal"/>
</rdf:Property>
<rdf:Property rdf:about="http://www.networkdiscovery.org/2004/10/rdf-schema/civic-addr'>
<rdfs:domain rdf.:resource="http://www.networkdiscovery.org/2004/10/rdf-schema/Location"/>
<rdfs:range rdf:resource="http://www.w3.0rg/2000/01/rdf-schema#Literal"/>
</rdf:Property>
<rdfs:Class rdf:about="http://www.networkdiscovery.org/2004/10/rdf-schema/L2info">
<rdfs:subClassOf rdf:resource="http://www.networkdiscovery.org/2004/10/rdf-schema/Location"/>
</rdfs:Class>
<rdf:Property rdf:about="http://www.networkdiscovery.org/2004/10/rdf-schema/apid">
<rdfs:domain rdf.:resource="http://www.networkdiscovery.org/2004/10/rdf-schema/L2info"/>
<rdfs:domain rdf.:resource="http://www.networkdiscovery.org/2004/10/rdf-schema/Location"/> . .
<rdfs:range rdf:resource="http://www.w3.0rg/2000/01/rdf-schema#Literal"/> Gl’aphICal V|eW Of the SChema
</rdf:Property>
<rdf:Property rdf:about="http://www.networkdiscovery.org/2004/10/rdf-schema/ssid">
<rdfs:domain rdf.:resource="http://www.networkdiscovery.org/2004/10/rdf-schema/L2info"/>
<rdfs:range rdf:resource="http://www.w3.0rg/2000/01/rdf-schema#Literal"/>
</rdf:Property>
<rdf:Property rdf:about="http://www.networkdiscovery.org/2004/10/rdf-schema/phymac-type">
<rdfs:domain rdf.:resource="http://www.networkdiscovery.org/2004/10/rdf-schema/L2info"/>
<rdfs:range rdf:resource="http://www.networkdiscovery.org/2004/10/rdf-schema/PHYMACCIlass"/>
</rdf:Property>
... (SNIPPED...)
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Event Triggers
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MIH Functional Modda with SAPs

Higher Layer

IS Client/Server Security Client/Server

Mobility Client/Server

Information Service (IS) Security Service Mobility Service

Layer 2
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(> . EEE
v:L_ocal Triggers from lower layer (lower 802

SAP)

 Link_going_down indication (time, link_id)

 Link_going_down response (time, link_id)

e Link_down indication (link_id)

e Link_down response (link_id)

e Link_up _indication(link_id)

o Link up response(link _1d)

« Additional _link_available indication (link_id)
« Additional__link available response (link_id)
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(Lower SAP)
* Register event_request(event_type, parameters)
* Register _event_confirm (event_type, parameters)

o Link characterstics request (delay, throughput, pkt_err, ...)

e Link characteristics confirm (delay, throughput,pkt_err, ...)
 Information_request (location type, location value, condition, ...)
e Information_confirm(.....)

e Set parameters request (...)

e Set_parameters confirm(...)

e Link change request (link_id)

e Link_change confirm(link_id)
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2 Functional Primitives to/from higher layer %%

(Higher SAP)

* Register_event_request(event_type, parameters)

* Register event_confirm (event_type, parameters)
* Pre auth reguest(Authentication agent address)
o Pre auth _confirm (result, AP _id_list, AAA_key)
* Pre_config_request (configuration _agent)

* Pre _config_confirm (config_parameters)
 Handover start_request (link _id, AR)

e Handover_start_confirm (link_id, AR)

» Handover_success indication (link-id)

» Handover_success response (link-id)
 Handover faliure indication (link-id)

» Handover faliure response (link-id)
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Network)

o Event reguest (event_type, parameters)

« Event_confirm(event_type, parameters)

e Event_indication (event_type, parameters)
* Event response (event_type, parameters)

 Information request (location type, location value,
condition)

 Information_confirm(...)

» Information indication (location type, location_value,
condition)

* Information response(...)
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Handover Scenarios and Call Flow
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.E Handover from Cdlular to 802.11 Networks

3G Cdllular Network : WLAN Network (A)
RNC SGSN :

: AP
AUC/HLR: | j .
W @ B G @
I\/Iblsaithentlcated/auth Fized :
\Jiﬂ 3G ngtwork using (EAR-SI MV
) @S is connectdd to 3G net@>
MIH function

receivesthe

LGl @S Started ndtwork DISC[@

MIH function

selects network M'S performed |1H pre-authehticationiwith
A WLAN networ{ using the sam¢ EAP-SEM

=

MIH function \

r:nitiat% Stransfersthe Yession to the WL AN interface
andover d connectsto nefwork A E
I /

21-04-165-03-0000_Telcordia-Toshiba " AA—_AuthAgent 4

VS




(<) EEE

" Handover between 802.11 Networks (Intra or Inter 802
Domain)
MS (Single mode) WLAN Network A AAA WLAN Network B

=~ — AR =t =
W W i
D K P =

MSisau;menticated/ \
authorized in network A /

e

M Sisconnectied to naww/

MS started ngtwor k Disc[@

M S performed MIH preqauthenticaton W@th WLAN N
network B using EAP : N—/

AN

\

MIH function
receivesthe
trigger

\

/

MIH function
selects networ k
A

A/

MIH function
Initiates -
handover M S connects Nefwork B ahd transferp the!;&sion>
| s L
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802.X to 802.X (Singlel/F)
Handover Call Flow

I‘

Trigger AlS to obtain neighbor graph (the
trigger may be generated as a result of
Additional_Link_Available() trigger from

the lower-layer)

Information_request)

Information_ confirm()

AlSHrotocol Excharlge [throuth the old PoA]

Trigger pre-authentication if the
new PoA is in a different subnet

Pre_auth_request))

Pre_auth_confirm()

Trigger pre-authorization to the
network of the new PoA

Pre_config_request()

3-0000 Telcorgia-Toshipa

Pre-Authentication Pfotocol Exchange (througp the old PoA)
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New Point of Attachment ‘

(802.X)

LL

MIH
Function

Old Point of Attachment
‘ 802X STA ‘ ‘ g ‘
1 1
MIH MIH
HL Function L L Function HL
Additional_link_
I@vaiIable_ind/resp(L[option]




802.X to 802.X (Singlel/F)
Handover Call Flow (Cont’d)
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New Point of Attachment ‘

(802.X)

Pre_config_confirm()

Link_going_gown_

_ind/resp()

L 4

Trigger proactive handover to
the network of the new PoA

Handover_start_request()

Handover_start_confirm()

Set_parametert
request/confim()

ILink_change_

Proac

Request/confirm()
Handover_success_ §
ind/resp()
| |
Additional post-handover
processing may be performed
21-04-16 at the higher-layer hi

ive Handover Procedure

Jthrough the old PoA]

LL

MIH
Function

Old Point of Attachment
‘ 802.X STA ‘ ‘ 802)
I
MIH MIH
HL Function LL LL Function HL
Pre-Corffiguration ProtocofExchignge fthrough the old Po/-I]

S

=

For 802.11i thiswill be generated
after successful 4-way handshake

DA




Cdllular/802.Y to/from 802.X

Handover Call Flow

Old Point of Attachment
(Cellular/802.Y)

‘ Multimode STA
|
MIH
HL Function LL

Additional_link_
Iavailable_ind/resp()

[option]

Trigger AIS to obtain neighbor graph (the
trigger may be generated as a result of
Additional_link_available trigger from the
additional interface

Information_request)

Information_confirm ()

AlISPiotocol Exchang

Link_going_down_

Ind/resp()

Trigger pre-authentication

Pre_auth_request))

Pre_auth_confirm()

21-04-165

Set_parameter_
Ind/resp()

Pre-Authentig

Fun

MIH

EEE
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New Point of Attachment
(802.X)

LL

MIH

ction

e [throuth the old PoA]

htion Protocol Exchange

through the old PoA)

| —

D3-0000 Telcorglia-T

802.X/Y security for the new PoA
may be bootstrapped from the SA
established in the pre-authentication
procedure(not applicable for
cellular interface)

Function




Cdlular/802.Y to/from 802.X
Handover Call Flow (cont’d)

Multimode STA

Old Point of Attachment
(Cellular/802.Y)

MIH
Function

LL LL

EEE
802

New Point of Attachment
(802.X)

MIH
Function

Handover_success_

Ind/resp()

Link_change_
request/confirm()

-

Additional post-handover
processing may be performed

at the higher-layer
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LL

MIH

HL
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apping Between MIH Function and 3GPP |

==Primitives (An Example)
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MIH Primitives

3GPP Primitives

Link_going_down _indicatiorn/response

(CMAC_ Measurement REQ,
CMAC_ Measurement_ CNF)

Link_down_indication/response

(CMAC Measurement_REQ,
CMAC_ Measurement_ CNF) or
(CMAC_CONFIG_REQ,
CMAC_CONFIG_CNF)

Link_up_indication/response

PHY _Access CNF and/or
(CMAC_CONFIG_REQ,
CMAC_CONFIG_CNF)

Link_characteristics request/confirm

CMAC_Measurement REQ,
CMAC Measurement. CNF
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apping Between MIH Function and 802.11J5E8
==Primitives (An Example)

MIH Primitives 802.11 Primitives

Additional_link_available indication/r | (MLME_SCAN.request,
esponse MLME_SCAN.confirm)

Link_going_down_indication/response | (PLME_CHARACTERISTICS.request,
PLME_CHARACTERISTICS.confirm)

Link _down_indication/response (MLME_DISASSOCIATE.request,
MLME_DISASSOCIATE.confirm) or

MLME_ DISASSOCIATE.indication

Link up_indication/response (MLME_ASSOCIATE.request,
MLME_ASSOCIATE.confirm) or

MLME_ASSOCIATE.indication **

Link characteristics request/confirm | PLME_CHARACTERISTICS.request,
PLME _CHARACTERISTICS.confirm

** For 802.11i, 4-way handshake messages are required
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