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IEEE P802
Wired and Wireless LANs Handoff

Tentative Minutes of the IEEE P802.21 Working Group

March 17, 2004

Hilton, Lake Buena Vista, Florida

Chair: D.J. Johnston

Vice Chair: Ajay Rajkumar

Secretary: Michael Glenn Williams

Second Day Meeting: Wednesday, March 17, 2004 

1. Meeting opening

1.1. Call to order, 

1.1.1. Meeting called to order by DJ Johnston 9:00. 

1.1.2. .

1.2. Technical Presentation: Proposal of Supporting Network Detection (doc  Proposal_from_CRL-Mitsubishi_Network_Dection.pdf)(Mitsubishi)

1.2.1. C: This fits with the study group’s previous thinking, talking about signaling

1.2.2. Q: Common signaling across 802 technologies, are we talking about IP level or in the MAC layer where we can’t do things in common? R: We could do it in L2, compare to 802.1 protocols like 802.1X with it’s own ethertype which will traverse bridged networks.

1.2.3. Q: What about the IP on one side talking to MAC or PHY on the other side, there must be an API here, probably at the MAC.  A: Primitives of the MAC SAP is the API. MAC service is different from having a new ethertype.

1.2.4. Q: Are you proposing a GSM RR above the LLC? A: Radio Access Systems below are radio specific, Common Radio Signaling would go above that and cross using IP.

1.2.5. C: Unless there is a bridge with both radio technologies, you have to go up to IP to send between them. 

1.2.6. Several IETF things request that IP be up before, but how can we transmit signals where IP isn’t up? R: Using the same model as 802.11AP with the IP on the 802.3 side up all the time, forwarding IP encapsulated signaling from the wireless side across the network to the other “AP” on the other technology.

1.3. Technical Presentation: L2 triggers handoff control (doc Proposal-from-CRL-Mitsubishi-march-2.pdf ) (Mitsubishi)

1.3.1. Q: Please explain the switching involved in this picture? A: It’s all L2. It uses L2 routing. We use convergence interface to join cellular and WLAN radios.

1.3.2. Q: How is the location and registration maintained? A: After 802.1X, the location info is transferred along with keys to the nearest switch, all via L2.

1.3.3. Q: Where does the convergence happen? A: In the 3G RRM box it goes from 3G to 802.3. In the WLAN RRM it goes to 802.3. But it remains L2 on the converged side. 

1.3.4. Q: How is the paging done in the 802.11? A: We tried to adapt the switching. We might 

1.3.5. Q: Why use 802.3 for convergence? A: In the core network it’s closer to the current core model of wireless providers.

1.3.6. Q: Are you using triggers like what we are defining, including

1.3.7. C: Let’s encourage the concept of paging over 802.11. See WNG tomorrow for something about that.

1.4. Technical Presentation: xxx (doc 802.21 L2.5 Model)(DJ Johnston Intel)

1.4.1. Not on server yet

1.4.2. Presented the 802 MAC 2.5 layer concept

1.4.3. Q: How does cellular fit in? A: Well it’s pretty 802 centric now.

1.4.4. C: The IETF has tried this before, perhaps in 96 with MANET. Beaconing at lower layers, how to discover neighbors?  MIP, SEAMOBY, etc all asking for triggers/APIs, TRIGTRAN etc all finding it out of scope. It is still too nebulous, but compare to ARP that might be L 2.5. 

1.4.5. Q: This is sort of moving IP down to 2.5? A: It’s a kind of convergence service that translates the lower layer stuff up in a more standard way. 

1.4.6. C: This is the same as GSM RR. We should do this in this group.

1.4.7. a

1.5. Technical Presentation: Discussion Points on trigger security (doc Discussion points for 802.21 trigger security d1.ppt) (Michael Williams, Nokia)

Notes courtesy of DJ Johnston

802.1ae/af has invited comment and feedback.

We have notion of transmitted trigger rather than a local trigger.

Difference between wired and wireless when defining triggers.

802.1af has concept ‘Port in the making’. 802.11 has ‘tentative association’.

802.1af has the notion that they want to gate link_up with security.

Noticed that some link events can be asymmetric. In wired, link up and down are sensed at both ends, not transmitted. Administrative up and down can be equivalent and lead to link_up and link_down.

Q: What is AF doing.

A: Don’t really want to misrepresent it here. 


We talked about Polling for trigger type information vs unsolicited delivery. We might want to register interest in events from devices on the other end of the link.

So If there is a need for the registration service to register service locally – would there be a use in having the registration service acting remotely

A: yes.

Threat Analysis

Dos attacks. Include protocol attacks


In the wireless world. A PHY based DoS 

Response: Yes but not for attacks equivalent to noise attacks.

Association

Integrity

Privacy

We’re not introducing security protocols. So we try to use exiting link based mechanisms to protect them so we shouldn’t be introducing new vulnerabilities.

Some triggers are vulnerable. E.G. Link going down. Can check the authentication of the source of the trigger. However some triggers will be pre-associative and so comes ahead of securing the trigger transport.

There is a performance/power related needs to send unprotected triggers. This may be a thorny issues. We may make denial of service attacks easier.

There is an option to do lightweight auth, but it might not buy you very more.

Q: Linking between an existing event and L2 triggers can allow the existing event to be manipulated to corrupt the trigger.

A: Yes. E.G. 802.11e events.

Should I take this to 802.1?

Chair: Any objections?

None.

Q: How does link_going_down work in wired system?

A: Management decision may generate them E.G. for load Balancing

A: Docking lever eject systems may provide small pre-warning.

1.6. Procedural Presentation: Liaisons (doc Liaisons and coordination for 802.21 d1.ppt)(Michael Williams, Nokia)

1.6.1. Suggestions for liaisons

1.6.2. Take volunteers who can commit to being proactive 

1.6.3. Don’t accept if doing a monitoring role, only for active 

Additional notes courtesy of DJ Johnston

802.1AE/AF

802.11r – has pre-associative state

802.11 Mesh study group may have ESS Roaming..
WIEN – Scope not yet defined, but supports .11 to cellular. Is a study group right now.

3GPP – They view WLAN as a cloud. They aren’t concerned with handover speed.

Ajay: I spoke with them. They are interested in setting up a liaison with 802.21 to explore what is being done.

Comment: ITU-T is also looking at mobility.

Microsoft WPS? Seem to have this concept and a need for it. Don’t know if there is a way to deal with that.

IETF, 802.15 and 802.20 should be added.

Comment, 802.20 are defining their AC requirements right now.

Liaison is hard work, requires proactive approach, attendance in both groups, report writing etc.

Chair: People who think they have the skills and see value in being a liaison should make themselves knows.

.

1.7. Adjourn

1.7.1. C: Motion to adjourn unanimously agreed.

1.8. Attendees (0,1 or 2 credits towards voting rights today)

Asher Altman 2

Keith Amann 0

Takashi Aramaki 2

Sanjeev Athalye 2

Harry Bims 2

Alistair Buttar 2

Alan Carlton  2

Yong Chang 2

Aik Chindapol 1

Steven Crowley 2

Stefano Faccin 1

Lars Falk 1

Peretz Feder 2

Ruben Formoso 2

Yuri Goldstein 2

Qiang Guo 1

Vivek Gupta 2

James Han 2

Younhee Han 2

Takanari Hayama 2

Eleanor Hepworth 1

Michael HogHooghi 2

Cheng Hong 2

David Hunter 1

David Huo 2

Shinkichi Ikeda 2

Prakash Iyer 1

Yeong Min Jang 0

Ho-in Jeon 1

David Johnston 2

Tyan-Shu Jou 1

Naveen Kakani 0

Allen Kasey 2

Toyoyuki Kato 2

Farrokh Khatibi 2

Byoung-Jo Kim 1

Ted Kuo 1

Masahiro Kuroda 2

Ming Lai 0

Jie Lang 0

B.J. Lee 2

Insun Lee 1

Wei Lih Lim 1

Xiaoyu Liu 2

Rahul Malik 2

Taisuke Matsumoto 1

Stephen McCann 1

David McGinniss 2

Max Miyazono 2

Patrick Mourot 1

Mullaguru Naidu 2

Chiu Ngo 2

Fran O’Brien 2

Akira Okubo 2

Soohong Park 2

Vincent D. Park 2

Jani Preetida 0

Ajay Rajkumar 2

Maximilliam Riegel 1

Stefan Rommer 1

Takashi Sakakura 2

Maria Sanchez 2

Mike Sanderson 2

Emek Sadot 1

Chris Seagren 2

Ian Sherlock 1

Dong-Jye Shyy 2

Floyd Simpson 2

Tricci So 1

SK Sung 0

Pek Yew Tang 2

Lai-Ling (Anna) Tee 2

Sandy Turner 2

Stephen Wang 0

Jim Wendt 1

Michael Williams 2

Lily Yang 1
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