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Original: English
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TD
Source: Rapporteurs Q8/5
Title: 3rd revision of draft Recommendation K.mhn
Foreword

This document presents 3™ revision of draft Recommendation K.mhn. Annex A gives revised
version based on latest version of draft K.mhn-(TD.1134rev1 (Geneva, 11-19, April, 2012).

Major modifications are as follows:
1) Title is modified to clarify its scope by request from SG9. New title is as follows

“Techniques to mitigate interference between radio devices and cable or equipment connected to
wired broadband networks and ‘cable’ television networks”

2) Section 7.1.3.1 is revised, in order to clearly explain how to evaluate it

3) In section 7.1.5, mitigation techniques, that do not related to electromagnetic phenomena, such as
software setting, error correction, etc, are added.

4) In section 7.2.1, mitigation measures are divided into two part related to cable types, i.e. balanced
or unbalanced one.

5) As a result of comment from SG9, Fig.3/K.mhn is revised. radio device checking is moved
before installation check and added combined check after finishing these separated checks.

Remaining issues to be pointed out in previous meeting are as follows.
a) Definition of “television network” or “cable television network”

Definition does not find out in ITU terminology Database. Definition of “cable television” is in
ITU-T Rec. J142

“Communications systems distributes broadcast and non-broadcast signals, as well as a
multiplicity of satellite signals originating programming and other signals by means of coaxial
cable and/or optical fibre.”

b) Definition of “radio device”

Definition does not find out in ITU terminology Database. In previous meeting, delegate pointed
out that term “radio device” is not clear.

Contact: Ryuichi Kobayashi Tel:+81-46-240-2714
NTT Fax:+81-46-270-2703
Japan Email:kobayashi.ryuichi<AT>lab.ntt.co.jp

Attention: This is not a publication made available to the public, but an internal ITU-T Document intended only for use by the
Member States of ITU, by ITU-T Sector Members and Associates, and their respective staff and collaborators in their ITU related
work. It shall not be made available to, and used by, any other persons or entities without the prior written consent of ITU-T.
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Annex A

3" Draft Recommendation K.mhn — “Techniques to mitigate interference
between radio devices and cable or equipment connected to wired broadband
networks and cable televisionFV networks”

Summary

This Recommendation describes techniques to mitigate_interference between radio devices used in
home and cable or equipment connected to wired broadband networks and cable televisionF
networks. With the progress of the household appliances, many devices connected to home
networks are widely used in home. This Recommendation aims to introduce the relevant EMC
requirement to wired home network devices and feasible solutions to resolve the EMC problems
caused by proximity use of the radio devices and other wired network equipment.

Keywords
Home network, Cables, ; Interference, Wireless

Introduction

Along with the advances in radio communication technologies, possible interference between
home-use radio devices and cable or equipment connected to wired broadband networks and
cable television networks are new phenomena of interference between radio devices and
telecommunication devices. Interference to cabling or devices falls under the responsibility to ITU-
T whereas the interference between radio devices is under the responsibility of ITU-R. Such
problems may occur in the field, especially in a home environment. This Recommendation gives
guidance on how to solve these kinds of phenomena by taking measures to reduce the interference
and to ensure normal operating condition of wired telecommunication equipment. Measures against
radio devices are not treated in this Recommendation.

1 Scope

This recommendation gives guidance to identify interference problems in home networking,
produced by radio devices and cable or equipment connected to wired broadband networks and F\
cable television networks. It also presents appropriate measures to be applied to the equipment
connected to wired broadband networks and TV networks for preventing the interference and
procedure to address these troubles in the field. Moreover, necessary requirements for cable or
equipment connected to wired broadband networks and TV networks related to emission and
immunity are given by international standards, such as ITU-T Recommendations K.74, K.93, K.37,
K.43, K.48, and IEC/CISPR 22.

This Recommendation presents procedures to identify the cause of interference, and mitigation
measures to prevent a-interference.

Interference reIated to PLC is outS|de the scope of this Recommendation, because this-may-be
A esthat phenomenon is already
covered wrth Recommendation K 60 Moreover, mrtrgatlon techniques for the radio devices and
interference between the radio devices are also outside the scope of this Recommendation.
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2 References

The following ITU-T Recommendations and other references contain provisions, which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the
currently valid ITU-T Recommendations is regularly published.

The reference to a document within this Recommendation does not give it, as a stand-alone
document, the status of a Recommendation.

[ITU-T K.37] ITU-T Recommendation K.37 (99/02), Low and high frequency EMC mitigation
techniques for telecommunication installations and systems — Basic EMC Recommendation

[ITU-T K.43] ITU-T Recommendation K.43 (09/07), Immunity requirements for
telecommunication network equipment

[ITU-T K.48] ITU-T Recommendation K.48 (09/06), EMC requirements for telecommunication
equipment — Product family Recommendation

[ITU-T K.74] ITU-T Recommendation K.74 (09/08), EMC, resistibility and safety requirements
for home network devices

[ITU-T K.93] ITU-T Recommendation K.93 (05/2012), Immunity of home network devices to
electromagnetic disturbances
[Mitigation Handbook] Mitigation measures for telecommunication installation (2008)

IEC CISPR publication 22(2008), Information technology equipment — Radio disturbance
characteristics — Limits and methods of measurement.

IEC CISPR publication 24(20112), Information technology equipment — Immunity characteristics —
Limits and methods of measurement.

3 Definitions

3.1 Terms defined elsewhere:

This Recommendation uses the following terms defined elsewhere:

3.1.1 home network device[K.74]: A home network device is an electronic/electric equipment
whose primary function is the distribution of data within the home, between the network
termination point and one or more terminal devices.

3.1.2 Shielding effectiveness [K.43]: For a given external source, the ratio of electric or magnetic
field strength at a point before and after the placement of the shield in question.

3.2 Terms defined in this Recommendation

This Recommendation defines the following terms:

3.2.1 Radio device: A device that uses radio signal to communicate with another device in home
networks and does not require any physical wire for distributing and receiving data to another
device.

3.2.2 P/Cable television networks: A cable television network is the network for distribution of
television program, whereby a central operation provides programming to many television stations
or pay TV providers by using coaxial cable or optical fibre

# check definition in other international standards (e.g. ITU-R stds)
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4 Abbreviations and acronyms

This Recommendation uses the following abbreviations and acronyms:

Broadband cable: the cable connected to the wireline broadband telecommunication networks, such
as: PSTN 2-line cables, LAN cables and so on.

AC Alternating Current

ADSL Asymmetric Digital Subscriber Line
CMC Common-Mode Choke coil

DC Direct Current

DSL Digital Subscriber Line

DVB Digital Video Broadcasting

EM ElectroMagnetic

EMC ElectroMagnetic Compatibility

EMI ElectroMagnetic Interference

HD High Definition

NGN Next Generation Network

PC Personal Computer

PE Protective Earth

PLC Power Line Cable

PSTN Public Switched Telephone Network
RF Radio Frequency

RFI Radio Frequency Interface

STB Set Top Box

VolP Voice over Internet Protocol

-To be added more terms that are used in this Recommendation

5 Issues to be considered in this Recommendation

5.1 Background

‘With widespread use of a home network, many new or conventional radio devices could be used in
the home and there is a possibility for new EMC problems in the fields. One concern for ITU-T is
possible interference between radio/wireless devices such as IMT user equipment and cable or
equipment connected to wired broadband networks and cable televisionF networks. This may
occur due to lack of proper installation, such as faulty connections, cabling, close proximity use of
the devices, and so on. Therefore, part of this issue falls under EMC problems and requires
necessary mitigation techniques. Key issues are to give methodologies for preventing possible
interference between them and for providing appropriate measures to be applied to device
connected to wired broadband networks and cable F\/television networks.

_For example, if the connection between a coaxial cable and its connecter does not have sufficient
contact, electrically, then it may cause interference to wired broadcasting systems, or radio devices,



http://dict.youdao.com/w/stb/

http://dict.youdao.com/w/set/

http://dict.youdao.com/w/top/

http://dict.youdao.com/w/box/
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vice-versa. Therefore, urgent issue is to take into consideration problems caused by wired
broadband networks and cable F\television network installation.

5.2 EMC problems

Problems to be treated in this Recommendation are considered from an EMC viewpoint.
Interference into radio devices falls under the responsibility in ITU-R. Possible cause of
interference is installation failure, if devices and cables comply with relevant standards. The area
covered with this Recommendation is given in Fig.1/K.mhn.

---...
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-_4"' | TEL | \‘ |

Emission from cable
and Induction to cable
Immunity level 4 ‘
of devise / =
Emission from device '. '-

Broadband NW

Insufficient

installation [y,
Q..

& Emission from cable
~ and Induction to cable
4

Failure of
connection

Fig.1/K.mhn Area covered with this Recommendation

6 Relevant EMC Requirements

Devices considered in this Recommendation should comply with relevant international standards,
such as K.74, CISPR 22, CISPR 24 and so on. If the devices do not comply with those standards,
these shall be tested and checked.

7. Guidance to identify and address interference-between-radic-devices-and-cableor

7.1 Procedure to identify interference sources
7.1.1 Flow chart

_The procedure to reduce interference is shown in Fig.2/K.mhn. An interference case is dependent
on the surrounding conditions, i.e. how many devices in the surrounding, and how is an
electromagnetic environment, how far from the antenna of radio devices and so on. Therefore, users
of this Recommendation should take into account these points.
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Recognizing trouble
under interference

A 4

Obtaining all
information about
the Interference

Phenomenon,
Timing and period of
occurrence, etc

Checking other
possibilities
-Hardware failure
-Software failure

Checking installation
-Earthing and bonding
-Cabling

Good
No

Checking EMC
standard complied
with

A
Measuring the EM environment
-Who performs it

- Measurement quantity

- Measurement method
-Measurement procedure

Evaluating results and finding
the cause of trouble

- Period of occurrence

- Specifications of suspected
equipment (clock, etc)

- synchronization between
trouble and disturbance

- other information, e.g.
installation of new equipment.

Yes

Solve the problem

A

End

Fix the installation

Problem solved?

Fig.1/K.mhn Flow chart how to trouble shoots and reduce the interference case
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7.1.2 Measurement methods

_Fundamental measurement methods for measuring interference cases are given in the Mitigation
Handbook. In case of interference between radio devices and a device and equipment connected to
wired broadband telecommunication networks and TV networks, measurement equipment, such as
vector spectrum analyser, digital demodulation receiver, communication analyzer, and so on, are
help to understand -phenomena, correctly.

Electromagnetic environment should be measured by following three steps.

1) Before measuring the electromagnetic environment, all devices that may-intentionally radiate
electromagnetic waves should be turned off due to reducing intentional electromagnetic radiation. -
Then, electromagnetic environment is measured by appropriate measurement instruments.

2) After step 1 is carried out, all devices that are turned off in step 1shoud be turned on. Then all
devices that are connected to wired broadband networks should be turned off, in order to reduce
unintentional emission from a devices.

3) After stepl and 2 are carried out, all devices that may be related to interference should be turned
on, and electromagnetic environment should be measured. After the measurement, the results
obtained by above three steps shall be compared to find out the difference among them.

7.1.3 Evaluation of measured data

Several quantities obtained by the measurements, such as frequency, signal levels, demodulation
data (eye —pattern, constellation diagram), and so on, shall be evaluated.

7.1.3.1 Frequency and levels

At first, intentional radio signals in measured frequency band should be checked using standards
and/or information of frequency allocation By comparing measured results with between-the
frequencies according to the radio frequency allocation table -or reference publications-and
measured-one, intentional radio signals can be identified and checked their levels to fulfill
requirements. According to the results from above step 1, radiation signal from radio devices could
be disappeared. However, if a signal exists at the same frequency that is used by the radio devices in
spectrum, then that signal may consider as an unintentional emission from a cable or devices
connected to the wired broadband networks, or an intentional radiation from the surrounding.
Demodulation data of that signal could give useful information.

More measurement could be performed to get more detailed information from interference source.

7.1.3.2 Demodulation data

Current radio devices are mainly using digital modulation techniques. Evaluate the demodulated
data could get more information about the interference source. For example, if the signal comes
from the radio device, transmission property of the device can be obtained. On the other hand, if the
signal unintentionally emitted from the cable or device, then demodulation property ean-retcannot
be obtained, if modulation is different between radio device and wired networks. Therefore, it is
important to check a modulation method that is used in radio device.
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7.1.4 Finding out interference sources and part of emission or entry

Evaluating to the information obtained from measurement data and interference phenomena, an
interference sources, an area and/or a location could be found out. After the source can find out,
then a mechanism of the interference should be analyzed.

If the source of interference or entry point does not obtain from the information, then additional
measurement should be carried out to identify them.

The following measures are helpful to distinguish the cause of trouble and find out the interference
or disturbance source in the field:

1) Using directional antenna,

2) turning on and off the devices one by one,

3) moving a cable or device connected to wired broadband network
4) taking off/on a radio devices

Finding out and determining the source of interference is the most important issue to solve or
reduce the interference problem.

If the interference source is found out, the interference phenomenon should be repeated to confirm

the results and determine the coupling path of emission

7.1.5 Checking installation

After obtaining information on the electromagnetic environment in the surroundings, installation
shall be checked. Points need to be checked are as follows.

1) Do devices or cables comply with relevant international or national standards?standards?

2) Is installation of cable/or and device that are connected to broadband networks appropriate? i.e.
check the user manual of device specification of cable, or connector, etc

3) The connection point should be checked, e.g. does unstable or faulty connection occur at this
point?4t-sheuld-be-che i te.g- , i his-poi

4) Does the cable or the shell of device have damage?

5) Is Gabling-cabling/cable distribution suitable for using in home?are-checked-in-home

6) Does the radio device are working in normal operating condition?Nermal-eperation-condition-of
lio devi

7) Checking settings of software, protocol, error correction, such as FEC, place diversity

techniques, and so on

7.2 Mitigation techniques to be applied to equipment connected to wired broadband networks
and P/cable television networks

7.2.1 Measures to be applied to cables connected to wired broadband networks
Mitigation techniques for thebalanced cables are as follows

1) A shielded cable is used and connected to the earth both end or one side, if necessary;
2) A magnetic ring is attached on the cables or CMC is inserted into them;
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3) A differential-mode filter is inserted into the cable1?.

Note 1: Relationship between a frequency-band of transmission signal and of interference cause should be taking into consideration when
differential-mode filter is selected, in order to reduce influence of the transmission signal in the cable.

4) Distribution of the cable is changed or a length of the cable is changed.

For unbalanced cables, such as coaxial type, following techniques can be considered as mitigation
measures.

5) Cables replace to double/triple shielded type;

6) A magnetic ring is attached on the cable;

7) Isolation transformer is inserted.

7.2.2 Measures to the devices connected to wired broadband networks

Mitigation measures for the device are as follows.
1) The devices are replaced from original to the other place;

2) An electromagnetic shield is given to the devices. Using a metal plate, a conductive paint, or a
sheet included electromagnetic materials (e.g. carbon powder, ferrite powder, and so on) is the
effective and easy method to increase shielding effect.

+2:38 Procedure for selecting appropriate mitigation techniques

Mitigation measures to solve interference case are given in the Mitigation Handbook. Procedure to
mitigate the interference is shown in Fig. 3/K.mhn.

#2:3-18.1 Checking information obtained from the measurement or interference phenomena.

All information obtained from measurement and phenomena should be checked. Considerable
information are as follows:

- timing of interference and malfunction status of interfered devices;

- working mode of interfered device and other electric devices;

- position of devices, layout of cables, distance among cables;

- frequency and level of measurement results;

- analysis and evaluation of measurement results.

8.2 Checking radio devices in normal operation, and installation

Before taking mitigation measures, normal operation of the radio devices should be checked. If
radio device does not work normally, then users of the device will ask it to manufacturer. If it works
as intended, then all installation, including cable, cabling, devices, connection between cable and
cable, or cable and devices, should be checked. If any faults, or mistaken are founded out, then
service personnel or users would try to fix them.

After the checks and fixes, interference phenomena should be confirmed, again.
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+2:3:28.-3 Adding appropriate mitigation measures

Mitigation measures are given in Mitigation Handbook. For the cable connected to broadband
networks, Common-Mode Choke coil (CMC) and filters for differential-mode should be selected to
reduce a effects of the interference. For the devices, shielding materials, such as metal plate,
conductive paint, or sheet made of ferrite or conductive materials.

After mitigation has done, electromagnetic environment should be measured again, in order to
check an effectiveness of the mitigation measures.

If the mitigation measure can not give a sufficient result, then additional measures should be taken.
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Fig.3/K.mhn Procedure to mitigate interference problem
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Appendix |

Following section are given examples of the interference between radio devices and wired
broadband services/TV services.

1.1 Example 1: Interference between mobile phone and STB

Recoagnizing trouble under interference and Obtaining information about the interference

Interfered device Digital Video Broadcasting (DVB) Set Top Box (STB) device

Phenomena and When the mobile phone made a phone call, the decoding of HDTV
timing program may become not stable (blue screen for several seconds). When

the phone call is end, the HDTV program is recovered automatically. The
reason that it happened is close proximity use of mobile phone to STB.

Checking other There is no hardware or software failure
possibilities

Checking installation

Earthing and OK
bonding
Cabling OK, and the cabling connected and around STB devices are checked and

unified into parallel layout.

Checking EMC standard complied with

Both mobile phone and STB device are marked with certifications which are showing to fulfill
the national and international EMC standards and radio standard.

Measuring the EM environment:

When the mobile phone is made a phone call, there is transmission signal measured on 900MHz
band or 1800MHz band, which is determined by the base station.

Evaluating results and finding the cause of trouble:

The DVB STB was malfunction when the transmission signal was on 900MHz band.

Mitigation measures:

Change the position of DVVB STB device to the other corner of desk, put the mobile phone
away from the DVB STB (at least 0.5 meters), and use the mobile phone away from the DVB
STB, the distance is at least 0.5 to 1 meter and as far as possible.
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