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Before the

Comments Of IEEE 802

1. IEEE 802
 respectfully submits its Comments in the above-captioned Proceeding. 
2. IEEE 802, as a leading consensus-based industry standards body, produces standards for wireless networking devices, including wireless local area networks “WLANs”), wireless personal area networks (“WPANs”), and wireless metropolitan area networks (“Wireless MANs”). We appreciate the opportunity to provide these comments to Industry Canada.
introduction

3.  First and foremost, we would like to commend Industry Canada for considering the license-exempt usage of Television White Spaces (TVWS).
4. yada
5. yada
6. IEEE 802 is currently developing a number of standards that intend to provide opportunistic wireless communications services in the TV bands (WSD operation). 

7. IEEE P802.11af is developing an amendment to the 802.11 standard, commonly known as Wi-Fi, that enables wireless LAN operation in the TV White Spaces.  

8. The IEEE 802.22 project (www.ieee802.org/22) on cognitive radio based Wireless Regional Area Networks (WRANs) seeks to bring wireless broadband access primarily to rural and remote areas using TVWS. The IEEE Standard 802.22-2011 (TM) was published in July 2011, is the First IEEE Standard to be completed for operation in the TVWS, it is the First IEEE Standard that is optimized to provide broadband access to rural, remote and hard to reach areas, thus helping in bridging the digital divide that exists today, and it is also the First IEEE Standard that has all the cognitive radio capabilities that will help to protect incumbent users from interference.  The IEEE 802.22 Working Group is the recipient of the 2011 IEEE Standards Association Emerging Technology of the Year Award. 

9. The WRANs for which this standard is being developed are expected to provide broadband access to data networks using vacant channels in the VHF and UHF bands allocated to the Television Broadcasting Service in the frequency range between 54 MHz and 862 MHz while avoiding interference to the broadcast incumbents in these bands.  The IEEE 802.22-2011 Standard specifies operation in 3 typical TV channel bandwidths: 6, 7, and 8 MHz, fixed and portable operation, thus making the standard suitable for all the countries in the world.

10. A typical WRAN application is a point-to-multipoint broadband access system covering an area within a radius of 10 km to 30 km from the Base Station (BS) depending on its EIRP and antenna height with the PHY implemented in this standard.  With the MAC implemented in this standard, WRAN systems can cover up to a radius of 100 km under favorable propagation conditions with proper scheduling of the traffic in the frame. A BS complying with this standard is able to provide high-speed Internet service for up to 512 fixed or portable WSDs or groups of devices per TV channel within its coverage, while meeting the regulatory requirements for protection of the incumbents. The standard includes cognitive radio techniques to mitigate interference to incumbents, including geolocation capability, provision to access a database of incumbent services, and spectrum-sensing technology to detect the presence of incumbent services, other WRAN systems and IEEE 802.22.1 wireless beacons. Special consideration was given to security for data transmission as well as cognitive functions in the standard. 

11. The other IEEE 802.22 Standards include

12. The IEEE 802.22.1-2010 standard: Which is a standard for enhanced protection of low power licensed devices referred to as Low Power Apparatus (LPA) in the Canadian consultation. It was completed and published in Nov. 2010 and specifies a beaconing protocol to be transmitted in a bandwidth of 77 kHz to indicate the presence of wireless microphones to help protect their service. 

13. IEEE P802.22.2 project is developing a recommended practice for the installation and deployment of wireless regional area networks in the TV bands.

14. IEEE P802.22a Project is developing enhanced Management Information Base and Management Plane Procedures that will help in controlling and managing the 802.22 TV Band devices as well as access to a database service that is being proposed in many administrations.

15. First and foremost, we would like to commend Industry Canada for considering the license-exempt usage of Television Whitespaces (TVWS). License-exempt usage is the key driver that enables state-of the art services to be delivered to the masses, it results in innovation and economies of scale as a consequence, helps to keep the costs in check.
16. IEEE 802 is currently developing a number of standards that intend to provide opportunistic wireless communications services in the TV bands (WSD operation) and also a standard to enable coexistence between heterogeneous and independently operated white space devices. Making the current spectrum license-exempt will greatly help the deployment of these standards based technologies. 
17. The IEEE 802.19.1 standard project on Coexistence in the TV white space was initiated in January 2010. Because TV white space devices are licensed-exempt there is a possibility that incompatible TV white space networks could cause interference to one another. The IEEE initiated the 802.19.1 standard project to develop a standard to improve coexistence between various TV white space networks. The project has developed a preliminary draft of the standard and is in the process of refining the draft as part of the standards development process. The preliminary draft utilizes the unique characteristics of TV white space networks which include at least one node in the network that has geo-location capability and Internet access. The preliminary draft leverages the geo-location capability of some of the TV white space devices to identify neighbouring TV white space networks, through the IEEE 802.19.1 coexistence discovery and information server. The 802.19.1 preliminary draft includes specifications for the coexistence manager that provides recommendations, to the various TV white space networks, on how to reconfigure the networks to improve coexistence between the neighbouring TV white space networks.
Responses to questions

Question 6-1: Comments are sought on the benefits that could be expected from making white space available in Canada. See Page 8, Paragraph 1.

18. We believe the following benefits would result from making white space available in Canada:

· Helps to satisfy the growing demand for broadband services.

· Provides additional spectrum for other services, for instance Smart Grid applications.

· Making the current spectrum license-exempt or lightly licensed permits flexible spectrum sharing as applications evolve in the market place.

· Superior propagation characteristics and better building penetration are available at these frequencies.

Question 6-2: Comments are sought on the benefits of the above-mentioned innovation to manage interference. 
19. We fully support the use of databases to protect the interests of licensed services, in particular database designs including timely, flexible reactive capabilities.
Question 6-3: Comments are sought on the above proposed approach of setting technical standards now with respect to database dependent systems, and developing standards with respect to spectrum sensing devices when that technology has matured.
20. Spectrum sensing could be useful to protect licensed services in cases where a licensed service requires spectrum on short notice (e. g., news crews on remote assignments using licensed wireless microphones). Sensing, or use of beaconing, could be a reliable way for spectrum sharing while ensuring that the incumbent services are protected, however significant technical challenges remain. 

21. In some regulatory domains (e. g. CEPT, European Union), consideration is being given to increasing the sensing threshold in the case of collaboration between WSDs, based on their geographic placement.

22. For the above reasons, IEEE 802 supports the suggested approach of utilizing databases now and conducting further research on sensing techniques. 
Question 6-4: Comments are sought on these proposed provisions related to database performance and operation. Would these provisions provide sufficient capability to respond to interference cases or other problems that might occur once the white space devices are in use? Are there any additional provisions that Industry Canada should adopt?
23. We believe that the proposed provisions have correctly specified how this can be done today with proper protection of incumbents in the band, with only a few exceptions.  We present these exceptions as follows.

24. The certainty of location accuracy (e. g., 95% as suggested by OfCom) should be verified by an official organization during device testing and certification of a WSD. The location certainty should not be a variable dependent on individual WSD performance, nor determined autonomously by the WSD or WSD network. 

25. The ‘TV bands database system’ plan and operation should be augmented to allow online, near real time operation.  We believe that database push functionality, as well as pull functionality, should be a requirement.  Many Internet transaction systems operate continuously, with redundant elements and very high reliability. We believe that the 24 hour grace period as specified in the US Second MO&O for continued operation can lead to an extended duration of uncontrollable interference. 
26. The WSD should be required to supply a certification of identity in order to be granted operational access by the database.  Reciprocally the database should be required to supply a certification of identity in order for the WSD to ascertain that the WSD is being controlled by an officially approved database. This will ensure mutual authentication to avoid spoofing or Denial of Service (DoS) attacks. 

27. Further conditions pertaining to location verification, possibly by technological capabilities or by legal certification of responsibility, should be specified so that a WSD can determine if it has moved a significant distance.

28. We suggest that security related issues should be adequately considered in database implementation. The security aspects include ensuring database availability, authorization to access, authentication, encryption, data integrity, non-repudiation, confidentiality and privacy. 
29. With respect to security, integrity, authentication, and related issues mentioned above, IEEE 802 has concerns with the statements that the database could reside in “Canada or elsewhere” and “Industry Canada would not regulate the development, management or internal operation of such databases or the exchange of data between different database administrators, and would not establish requirements for open access, security or reliability.” We believe that these kinds of issues should remain within the regulatory domain of the Canadian government.
Question 6-5: Comments are sought on the above categories.

30. Types of  WSD
31. The term mobility may imply high speed mobile operation which is an important value addition but may not allow robust protection of the incumbents. Hence the term ‘nomadic’ may be desirable.
Question 6-6: Comments are sought on these proposals.
32. We have no comments at this time.

Question 6-7: Comments are sought on the above proposal to broadly harmonize technical rules with those in the United States. Considering the potential benefits of such harmonization, are there areas where Canada should consider variations from the U.S. technical rules?
33. Although having harmonized technical rules may be desired, there are certain aspects that can be included which will enable wider and safer deployments of WSDs. These are specified below:

34. Spectrum Mask Considerations: A spectrum mask as proposed by Industry Canada for Remote Rural Broadband Service (RRBS) for lightly licensed operation is more practical to meet than the one that has been proposed in the United States regulations. However, the fact that Canada does not allow operation on co-channel and first and second adjacent channels is likely to result in inefficient spectrum use. We support the concept of a more intelligent database service that considers the device capabilities (e. g., spectrum mask, geolocation capability, and variable transmit power) to calculate appropriate separation distance.
35. Spectrum sensing: In United States, spectrum sensing is no longer a requirement. The current US rules specify a class of low power sensing only devices where the transmit power has been restricted to 50 mW. However, as specified earlier, sensing does have its benefits if the thresholds and requirements are appropriately defined.

36. HAAT: The HAAT of 76 m as proposed in the FCC rules will preclude TVWS operation in many parts of the US. We recommend making HAAT an input parameter to the database. 
37. Variable Transmit Power: We support the concept of database control of maximum allowed transmit power based on device characteristics. 
Question 6-8: Comments are sought on the interference protection criteria for TV broadcasting operations. Are the provisions in Table 6.2 adequate to ensure the protection of over-the-air TV broadcasting services? Should provision be made for white space devices using power control to have additional flexibility in selecting frequencies, as has been proposed in the United Kingdom?
38. See response to Question 6-7 with respect to power control.

Question 6-9: Comments are sought on the potential for improvements to the policy and technical framework for RRBS, including the possibility of moving to a licence-exempt regime, leveraging white space technology.

39. We support the idea of providing grandfather protection to the deployed RRBS systems in Canada, and maintaining their licensed status with their operation registered in the database service to assure protection from interference from license-exempt devices. This will ensure that the RRBS can continue to provide their services in rural areas without any disruptions. We believe that the current RRBS program should not be phased out.
Question 6-10: Should Industry Canada identify specific spectrum for use by LPA? If so, how much should be identified and should the operation of licence-exempt LPA be restricted to this spectrum?

40. The IEEE 802 believes that identifying a dedicated spectrum for wireless microphone operation is a good idea. 

Question 6-11: Comments are sought on the options for the authorization of LPA in Canada. Provide justification for this choice of option.

41. We believe that Option 1 is synonymous with granting amnesty to unauthorized microphone users. Option 2 has been recommended in the United States rules but there are issues with database registration where the 24 hours grace period is too long. We do not support Option 3 since that will result in license-exempt microphones operating on all possible channels with the possibility that WSDs and microphones will suffer from mutual interference. Option 4 is a new concept where LPAs will become new WSDs may be considered in the future. 
42. Hence, out of all the options, we support the idea of Option 5 as the safest option.
Question 6-12: If option 1, 2 or 5 is chosen, comments are sought on the proposal to collect “time and location of use” data based on voluntary registration and the proposal that  eligibility to register for such protection be open to all users of LPA. Comments are also sought on the appropriate protection criteria to protect LPA from interference from white space devices.

We believe that all LPAs should operate on a licensed basis. Protection of LPAs should be provided by the database implementation.
Question 6-13: Comments are sought on the above proposals. Should provisions for flexible out-of-band masks, similar to the U.K. rules, also be included? Is there a need for additional measures on adjacent channels to protect systems operating at the edge of the TV bands?

43. We support the idea of including flexible out-of-band masks to protect systems operating on adjacent channels.
Question 6-14: On balance, do the potential benefits of permitting licence-exempt white space devices to operate in Canada outweigh their potential risks to other services?

44. Yes.
Question 7-1: Comments are sought on these proposed modifications to the Canadian Table of Frequency Allocations.
45. We have no comments at this time.

Question 8-1: Comments are sought on whether the measures of the FCC to protect Canadian licensees are adequate and whether Industry Canada’s proposed measures are adequate to protect U.S. licensees, including TV broadcasters. Provide supporting arguments for your response.
46. We have no comments at this time.

CONCLUSION

47. 5.
IEEE 802 encourages 
Respectfully submitted,
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