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Q1: What are your views on the likely use and take-up of WSDs? Do you intend to participate in this area, for example by hosting a pilot or developing equipment? [paragraphs 2.15 to 2.49]
IEEE 802 is currently developing a number of standards that intend to provide opportunistic wireless communications services in the TV bands (WSD operation).
The IEEE 802.11 project (http://www.ieee802.org/11) continues to expand a wireless local area network (WLAN) standard that has been an extremely successful application of unlicensed wireless networking. Today, the cellular industry has recognized the importance of this technology as a way to offload data traffic that threatens to congest their networks, and nearly universally adopted the 802.11 standard, often popularly referred to as “Wi-Fi™”.  IEEE 802.11 technology owes its huge success, to where the term has become synonymous with wireless internet access, to regulatory understanding of its place in the overall wireless broadband picture.  Unlicensed spectrum is the key driver of which supports 802.11 system deployment, and the TV White Spaces are today’s opportunity to expand its use, including additional opportunities to offload internet traffic to ameliorate impending congestion issues.  The extended range possible in the TV bands, even at reduced transmit power, and ability to penetrate interior walls and other obstacles makes this specific spectrum the ideal space for the home and office environments. 

The IEEE 802.22 project (www.ieee802.org/22) on cognitive radio based Wireless Regional Area Networks (WRANs) has three projects under its umbrella. The IEEE 802.22.1-2010 standard on enhanced protection of low power licensed devices was completed and published in Nov. 2010 and specifies a beaconing protocol to be transmitted in a bandwidth of 77 kHz to indicate the presence of wireless microphones.  

The IEEE 802.22 project has a current Working Group approval ratio of 100% and is on-track to be completed in the 2011 time-frame (IEEE Sponsor Ballot process is expected to begin in Dec. 2010).  The wireless regional area networks (WRANs) for which this standard is being developed are expected to provide broadband access to data networks using vacant channels in the VHF and UHF bands allocated to the Television Broadcasting Service in the frequency range between 54 MHz and 862 MHz while avoiding interference to the broadcast incumbents in these bands.  The IEEE P802.22 project was originally established to address the opportunity of using spectrum available in TV white space in one country but the mandate of the project was quickly expanded to pursue worldwide applicability by including the 3 typical TV channel bandwidths: 6, 7, and 8 MHz, fixed and portable operation, thus making the standard potentially suitable for all the countries in the world.

A typical WRAN application is a point-to-multipoint broadband access system covering an area within a radius of 10 km to 30 km from the base station depending on its EIRP and antenna height with the PHY implemented in this standard.  With the MAC implemented in this standard, WRAN systems can cover up to a radius of 100 km with proper scheduling of the traffic in the frame. A Base Station (BS) complying with this standard is able to provide high-speed Internet service for up to 512 fixed or portable WSDs or groups of devices per TV channel within its coverage, while meeting the regulatory requirements for protection of the incumbents. The standard includes cognitive radio techniques to mitigate interference to incumbents, including geolocation capability, provision to access a database of incumbent services, and spectrum-sensing technology to detect the presence of incumbent services, other WRAN systems and IEEE 802.22.1 wireless beacons. Special consideration was given to security for data transmission as well as cognitive functions in the standard. 
Finally, the IEEE 802.22.2 project is developing a recommended practice for the installation and deployment of wireless regional area networks in the TV bands.

Q2: Are these appropriate conditions for licence exempting the WSDs? [paragraphs 4.2 to 4.4]
We appreciate the considerable and carefully considered efforts of Ofcom to evaluate the need for additional licence-exempt spectrum, and to properly assess the opportunities for sharing the under-utilised RF spectrum. We believe that the provisions of Section 4 have correctly specified how this can be done today with proper protection of the licenced operators in the band, with only a few exceptions.  We present these exceptions in the following paragraphs.
The determination of the 95% certainty of location accuracy should be verified by an official organization during device testing and certification of a WSD.  The 95% certainty should not be a variable dependent on individual WSD and determined autonomously by the WSD or WSD network. 
The ‘TV bands database system’ plan and operation should be augmented to allow online, near real time operation.  We believe that the database push functionality, as well as pull functionality, should be a requirement.  Many Internet transaction systems operate continuously, with redundant elements and very high reliability.  Our recommendation is to have each master mode device provide an Internet contact address, and the TV bands database push changes in channel availability to affected master devices. We believe that the 24 hour grace period for continued operation can lead to an extended duration of uncontrollable interference. In our recommendation, the requirement for daily contact with the TV bands database should be replaced by the requirement for master mode devices to verify their Internet connectivity hourly or cease operation. There are a broad range of standards-based paging and messaging technologies available that the TV bands database could use to push messages that reflect changes in channel availability to master mode devices for near real time updates.  

The WSD should be required to supply a certification of identity in order to be granted operational access by the database.  Reciprocally the database should be required to supply a certification of identity in order for the WSD to ascertain that the WSD is being controlled by an officially approved database. This will ensure mutual authentication to avoid spoofing or Denial of Service (DoS) attacks. 
Further conditions pertaining to location verification, possibly by technological capabilities or by legal certification of responsibility, should be specified so that a WSD can determine if it has moved.

IEEE 802 believes that a minimum occupied bandwidth should be specified.  IEEE 802 believes that a 2.5 MHz minimum bandwidth requirement would ensure that WSDs provide broadband.

Q3: Is the lack of European harmonised standards problematic for development of WSDs?
IEEE 802 recognizes that the lack of spectrum harmonization is a serious issue for mass market manufacturers, presenting production, distribution and stocking complexities.  However, this has been the case in the bands where many of the networks utilizing IEEE 802 standards call home.  In the 2.4 GHz band, available channel lists and transmit power limitations vary, literally all over the map. The 5 GHz bands are even worse, with different countries adopting all, some or none of the four main bands, with or without DFS requirements and varied transmit characteristics.  
A WSD procured in one European country or regulatory domain may easily be brought to another country or domain for operation.  In order to avoid interference to other services in the band in various regulatory domains and to ensure interoperability between WSDs designed for different standards, the standards would need to be harmonized and have similar interference safeguards in place.
Although IEEE 802 would prefer a globally harmonized standard for the TVWS we understand the difficulties; the legacy TV broadcasters and device manufacturers had to deal with this from the start.

Due to the importance of this additional license-exempt spectrum, the IEEE 802 will make every effort to drive towards harmonization, to generate standards that will manage the differences.

 
Q4: Do you have any comments on these [database] requirements? Are there any other requirements that should be placed on the database? [paragraphs 5.4 to 5.9]


We suggest that security related issues should be adequately considered in database implementation. The security aspects include ensuring database availability, authorization to access, authentication, encryption, data integrity, non-repudiation, confidentiality and privacy. As an example, the 802.22 Working Group is considering the use of Extensible Authentication Protocol Transport Layer Security (EAP-TLS), for communication between the 802.22 device and the database.

Q5: Do you have any comments on these [database] responsibilities? [paragraphs 5.10 and 5.11]
As this question refers to requirements placed on database operators, IEEE 802 will not comment.


Q6: Might you be interested in becoming a database provider? If so, can you provide more details on the extent and timing of likely provision? [paragraphs 5.10 and 5.11]

IEEE 802 is not interested in becoming a database provider.
Q7. Is our approach of working with Europe where possible but moving ahead alone if no European approach appears forthcoming appropriate or should we await European harmonisation regardless of how long this might take? [paragraphs 6.1 to 6.5]
As stated in our answer to Question 3, due to the importance of this additional license-exempt spectrum, IEEE 802 will make every effort to drive towards harmonization, but at the same time will work with IEEE 802.11and IEEE 802.22 to generate standards that will manage the differences. We believe that regulators that move ahead now will most likely provide the direction for future efforts in the TVWS.  
We appreciate the initiative taken by UK OfCom to utilize the TV bands for wireless communications services. This is likely to spur innovation, result in new use cases and hopefully harmonization of technology on a worldwide basis.
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