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Before the

FEDERAL COMMUNICATIONS COMMISSION

Washington, D.C. 20554
	In the Matter of

TV BAND DEVICE DATABASE MANAGERS PUBLIC NOTICE DA 09-2479

	
	04-186


Via the ECFS

Comments Of IEEE 802.18

IEEE 802.18, the Radio Regulatory Technical Advisory Group (“the RR-TAG”) within IEEE 802
 hereby submits its Comments in the above-captioned Proceeding.  This document was prepared and approved by the RR-TAG, and also was reviewed by the IEEE 802 Executive Committee.

The members of the RR-TAG that participate in the IEEE 802 standards process are interested parties in this proceeding.  We appreciate the opportunity to provide these comments to the Commission.

introduction

1. On November 25, 2009, the Commission released a public notice in DA 09-2479 inviting proposals from those seeking to be TV band database managers addressing how the proposer would implement and operate a suitable database.
2. To date, multiple proposals have been received by the FCC.
3. IEEE 802.18 is taking this opportunity, working with subject matter experts within the IEEE 802, to comment on this proceeding. Specifically, we are proposing that the FCC require database managers to implement certain key elements in their database and service implementations.

Recommendations of IEEE 802.18
4. IEEE 802.18 recommends that the Commission authorize multiple database providers, rather than just one provider, to create competition among the database managers on pricing, encourage innovation, and create an environment where service reliability becomes an important factor in the service offering.
5. We further recommend that the Commission authorize architectures with a view to avoiding or eliminating possible choke points in the operation of the database, for example, sole providers, or other single transaction entities that may, for whatever reason, become bottlenecks when being accessed by multiple clients. 
6. We recommend that the Commission take action to encourage multiple architectural approaches to encourage innovation and prevent one party from dominating the market.
7. With respect to security implementations, we believe the commission should require security means that meet Internet security norms, including certificates for authentication, and some kind of shared secrets protocol for devices.
8. [In particular, we believe there is a need to require that the TVWS device be pre-installed with an X.509 certificate (support for RSA and ECC).  This certificate can be used to assure that the device is authorized to access the database.  The pre-installed certificate must be paired to the device’s own FCC ID.  The certificate can also help automatic “keep alive” functionality which we continue to support at the device.]
9. [We also request that the white space database administrator also be required to provide a certificate to allow the device to make the determination that it is communicating with an FCC approved white space database service.]
10. With respect to the operation of multiple databases, we recommend that the Commission require all database vendors to fully implement inter-database synchronization. In addition, synchronization implementations should operate using open, published Application Programming Interfaces (“APIs”) to accomplish any synchronization tasks (e.g., for sharing any registration data) before being allowed to go operational. We believe this is a necessary step to assure that a single database implementation cannot create a service failure event.
11. We believe that while the database administrator should not be in the business of “enforcement,” the administrator’s service solution should implement reasonable verification methods to determine, for example, that the querying device has a legitimate FCC ID, and is providing its correct geolocation data.

CONCLUSION

12. We applaud the Commission’s efforts to create an environment where geolocation database managers have an economic incentive to provide operational support for TV white space devices. In making these recommendations, we hope provide information which will refine the implementation of these databases and improve their operation.
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