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1. Introduction

SE24 has studied the issue of compatibility between RLANs on board aircraft and weather radars and concluded that there are major issues that can only be addressed by prohibiting the use of the 5600-5650MHz range by RLANs on board airplanes. The draft report [1] extends the analysis to military radars and concludes there are major concerns with compatibility as well.
The methodology applied in the draft report assumes that the CAC is the main mechanism by which RLANS protect fixed (weather) radars [4]. Noting that the recent work by ETSI BRAN made significant changes to the CAC requirements, the report concludes that since the CAC does not work well in case of RLANs on board airplanes; (weather) radars are at risk from severe interference from such RLANs. 

As shown below, the methodology and assumptions are flawed and the conclusions of the draft report unwarranted.
Note:  Some confusion apparently exists over the potential applications for airborne RLANs, and the aviation community’s interest in using this band.  An early application was expected to be In-Flight Entertainment (IFE), which has high bandwidth requirements, and a low tolerance for network interruptions.  Over the past several years, wireless IFE has faded from immediate importance, mostly due to the slow pace of technological and standards development and the current poor performance seen in high-speed 802.11n equipment.  This is not to say that IFE is no longer a consideration for the 5GHz band – wireless IFE remains a highly desired technological advancement, due to the advantages it offers to the airline carriers.  Current projections, however, do not foresee wireless IFE deployments in transport aircraft for several years.  The regulatory environment, however, should not unnecessarily inhibit such a deployment when the technology does become service-ready. 

Aviation’s continuing interest in the use of all license-exempt spectrum is due to numerous other new and projected applications which would efficiently utilize the bandwidth and available spectrum approved at WRC03 in the 5GHz band.  Wireless systems offer aviation significant potential to reduce costs, reduce fuel burn, improve reliability, and streamline the passenger experience.  Interest in using wireless in airborne applications is significant, and unlikely to abate.
2. DFS modes of operation

The DFS regulations address two modes of detection: the Channel Availability Check (CAC) and In-Service Monitoring (ISM). The former is intended to assure minimal levels of interference into radar systems by avoiding the use of channels in which radars are found to operate. In the case of weather radars with their complex and extended scan cycles, a 10 minute CAC period was defined as adequate. In combination with a high detection probability (due to high pulse rates and/or slow rotation speeds) this 10 minutes CAC assures that there will be no appreciable interference caused, even in the case of millions of RLANs being deployed in an urban environment.

Since jet aircraft move over as much a 160 km during the 10 minute CAC, it is clear that in the case of airplane based RLANs, the CAC does not provide much protection. Therefore, the protection of surface radars has to be based on the ISM mode of detection. The following shows that this mode is adequate for the purpose. This conclusion is consistent with the regulatory framework developed at WRC03 in cooperation between all interested parties, including NTIA experts. In this process, extensive simulations were performed that included land mobile radars as well as airborne radars. Protection of this type of radar relies only on the ISM mode of DFS and this was shown to be effective at the detection threshold and detection probabilities given in ITU-R Recommendation M.1652. It should be kept in mind that an airborne radar sees a very large numbers of RLANs on the ground. The same is not true for a ground-based radar looking at aircraft.
.

3. RLAN applications on board airplanes 
RLAN technology on board aircraft may be used for a variety of intra-airplane communications purposes, including systems such as smoke detectors, emergency lighting, audio/video security and monitoring systems, in flight entertainment (IFE), intra-crew communications, intra-airplane systems communications including sensors and structural health monitors, or internet access services for passengers. In all cases, the RLAN is part of the airplane’s infrastructure, so an aviation authority-approved process is required to control the equipment configuration.  The equipment must always ensure that local and international regulatory requirements are met, and that the available spectrum is used efficiently. The onboard RLAN application requirements can be fairly stringent, both in terms of network latency and network throughput.  For example, interruption of audio/video or sensor/actuator  monitoring services to users is generally not acceptable. 

4. Implementation considerations
In general, RLANs on board airplanes are to be considered as Airplane Systems rather than simple, off-the-shelf consumer gear.

Given the requirement to apply DFS in many areas of the world and to avoid unstable operation in case of unexpected significant radar presence, on-board RLAN systems are likely to be controlled by a single management entity. The channel choices of this management entity will be conservative and typically they would gravitate away from intensively radar-populated channels – like those occupied by weather radars – where such is applicable, e.g. in the EU and in Canada.

The central management entity would also probably use a dedicated radar detector (i.e.;  an RLAN radio that serves no traffic) with the sole purpose of detecting radars rather than leave DFS functions to each individual RLAN device. This would not only improve system stability but also improve radar detection.  In other words, an airborne implementation might well consist of both ISM and CAC detection modes, simultaneously.
Civilian and many government operated radars are in known locations and therefore detection would be a matter of validating the presence or absence of an expected radar signal at a given location and frequency. Such predictive channel allocation plays a major role in stable system operation and therefore it is to the advantage of the RLAN operator to apply such methods of channel allocation. Given that in-flight navigation systems know the exact location of the plane, inferring the likelihood of interference into known weather radars is both possible and efficient.  Clearly, predictive channel allocation does not work for mobile military radars. Here, centralised detection will be beneficial in assuring early detection of active military radars.
Additionally, each RLAN access point will continue to do its own “in-service” DFS detection to assure radar protection.  This has two advantages: a) in case of failure of the central RLAN controller, radar detection will continue without interruption; and b) DFS in-service radar detection adds another layer of detection capability, ensuring rapid and accurate identification of radars. 

Finally, none of these implementation considerations need to be codified in an ETSI harmonised standard or other regulatory document. The fundamental DFS requirement is to avoid interfering with radars.  The onus of meeting the DFS requirements is on each implementation and systems designers will find different ways of meeting these requirements. In the case of RLANs on board aircraft, the burden associated with meeting aviation configuration management requirements ensure a solid, robust, repeatable, and reliable equipment installation and operation, leading to far higher levels of confidence that the on-board RLAN equipment will function as required than might be possible for individually owned-and-operated RLANs in the home environment.
5. Airborne RLANs and Interference into civilian radars 
The following addresses the case of the weather radars first and then applies similar reasoning to assessing the potential interference into other radars.

The preceding section shows that RLANs on airplanes will avoid using the 5600-5650MHz range so as to be able to maintain uninterrupted service. Therefore, airplanes flying over Europe, Canada, and other areas and countries known to deploy C-band weather radar will tend to avoid use of the weather radar band. 
The following addresses the residual case that an airplane that enters the coverage space of a radar with at least one RLANs AP operating on a channel that overlaps a frequency in use by a weather radar.

The severity of interference into radar systems caused by an on-board RLAN is determined by a number of factors:

a) the probability of mutual exposure

b) the duration of the exposure

c) given a) and b), the impact on processing of the wanted radar signal

5.1 Probability of Mutual Exposure
The title “Mutual Exposure” suggests a symmetrical relationship between the detectors and detected, but this is not quite true: if an RLAN detects a radar, it only may be close enough to interfere with that radar. Vice versa things are more predictable: if the RLAN is close enough to cause interference, the radar signal is guaranteed to be above the detection threshold. Pulse patterns and scan strategies have an effect too, which will be dealt with below.

The Mutual Exposure probability  (PME) is the result of a number of largely independent factors:

1) The flight path relative to the position of the radar: a straight path that passes the radar site at some distance will have a lower probability of mutual exposure than a path that circles the radar. The path that crosses directly over the radar’s location has the lowest probability of mutual exposure due to the significantly higher “on axis” RF attenuation of the airplane’s fuselage. 
2) The altitude and distance of the plane: a higher elevation as seen from the radar, means a shorter time window in which radar and plane could be exposed to each other. However, a longer distance means a much reduced level of interference that may be easier to deal with because the effect will typically be limited to main beam exposure rather than to side-lobe exposure.
3) The scan pattern of the radar (elevation and rotation rate): slower rotations reduce the probability of mutual exposure by increasing the time between such events and so reduce their impact.
Analysis has shown that a flight path directly over the radar typically leads to an average of 10 exposures in 50 minutes or once every 5 minutes [2,5].  Flight paths farther away from the radar have fewer exposures, depending upon the distance from the radar.
5.2 Duration of Mutual Exposure

The typical duration of a mutual exposure depends heavily upon the radar’s rotational speed, the distance between the radar and the airplane, the half-power beam width (HPBW) of the radar beam, and the size of the airplane.  To gauge the potential range of exposure values, we can use the data provided by Environment Canada on their radars and scan strategies [2,5], as well as airplane dimensions found on manufacturer’s websites.  
· Radar rotational speeds vary between 5(/sec and 36(/sec

· Radar HPBWs vary between 1.2( and 0.65(
· A Boeing 747-400 is 70.6m in length, Airbus A380 is 73m in length, the largest commercially available jetliners today
Using these values, one can calculate the minimum and maximum dwell times that the aircraft will remain within the beam of the radar at various distances.  The worst cast (longest dwell); the slowest rotational speed and largest radar HPBW, results in approximately 250ms of exposure.  For the best case (shortest dwell); highest rotational speed and smallest HPBW, the dwell is in the 10’s of milliseconds.  Given that the absolute worst case situation was postulated above; largest airplanes in the world, slowest rotational speed, etc.; nominal values of 20 to 200 ms exposure will be used for subsequent analysis. It should be noted that, contrary to ground based RLANs deployed in hundreds of thousands in the  coverage area of a weather radar, the planes in range of a weather radar are few in number and the chance that they operate an RLAN on a weather radar channel is very low (see section 4 above). Therefore, in the unlikely event that any interference occurs, it is short and infrequent: a few tens of milliseconds every few minutes.
5.3 Probability of Interference

Assuming the exposure window is between 20 and 200msec, the on-board RLANs will see about  6 to 240 radar pulses depending on the pulse rate of the radar. The DFS requirements define the ISM detection probability as 60% for a 10 pulse burst at 50% channel load. Since the detection probability increases exponentially with the pulse count, the actual detection probability will far exceed this minimum and approach unity for high pulse counts.
Per the current DFS rules, once the radar has been detected, the RLAN will not return to that channel without doing a CAC.

The joint test report [2,5] demonstrated that at distances in excess of 60 miles, no interference caused by RLAN signals was noticeable in the radar products of the Canadian weather radars. A possible explanation for this result is that the total RF leakage or RF radiation pattern of an airplane with on board RLANS tends to be very spiky. While the average path loss of the fuselage has been shown to be approximately 17dB, interference will be strongest if a spike and the radar’s main beam are aligned but it will be weak if they are not.  Thus the interference noise power is low enough to not be noticeable (- even when all filters are disabled as was the case in the Canadian flight tests), or be dealt with by normal signal processing software (e.g. a clutter suppression function).
Another factor in the PME is the number of planes that are within a range which interference is noticeable. At the observed range of [60 miles] the number of planes in view of a given radar is small. The highest density of planes occurs near airports. Taking into account the busy periods of the day near an airport, the number of planes in view is about 120 for weather radars near airports (assuming 4 runways, 1 plane per minute/runway, 30 minutes flight time while in range). Further away from airports this density drops rapidly because the distances between airports far exceed the 30 minute flight time that takes a plane out of the coverage of a weather radar. Assuming average flight time to be 120 minutes, the density of planes will drop by a factor 16 = (120/30)^2 for a radar that rotates at 36degr/sec.  Allowing for local variations, the typical number of planes in view of a weather radar would be less than 15.
Assuming a worst case number of 15 planes in range of a radar at some point in time and given the “dwell time” of each plane is in the range of 50 minutes, the rate at which a new plane enters the radar’s area is less than one plane per minute. 

The above indicates that the number of planes near an airport determines the worst case scenario: 4 planes enter the radar’s space every minute. The interference potential of onboard RLANs is determined by this number and by the typical DFS detection rate. As shown above, the DFS detection efficiency during mutual exposure is high. If we assume 90% detection probability on the first mutual exposure, the probability of interference from planes entering the radar’s space is 40% (4 * 10% per plane); after two events it is 4% and after 3 events it is down to .4%. 
The rate of recurrence of mutual exposure is surprisingly low: given the typical scan pattern of a weather radar - in which the pencil beam scans a large volume of space over the course of a few minutes - the overlap of the beam and the plane lasts for 23 msec (scan rate = 36degree/sec and beamwidth = .8 degrees) and the interval between overlaps is measured in minutes. Therefore, the chance that a weather radar will be subject to interference from an airborne RLAN at any point in time is less than 1%. For a fast rotating radar (36degr/sec), this value is 23msec/10seconds = 0.23%. For a radar rotating at 12 degr/sec the value is 0.076%

In other words, even for the fast rotation radar, if signal processing eliminates 1 in 230 returns, the interference effect is nullified – this represents a negligible signal loss: 10log(230/229) = 0.01892 dB.
If the RLAN does not detect the radar during a mutual exposure event, the interference will last no longer than the above 23 msec.  However, once detection has occurred, it will not occur again while the plane is in the coverage area of the radar. 
5.4 Impact of RLAN interference

The above analysis shows that interference into weather radars has the potential effect of some very low signal loss. Assessing the impact of that loss falls outside the expertise of the Wi-Fi Alliance and an assessment is left to the experts of the weather radar community. 
5.5 RLAN interference into other civilian radars

Other government radars may be similar to weather radars in some ways but there are important differences. The differences lie mostly in possibly higher pulse rates, the use of “fan beams” in surveillance mode which tend to be wider than the very narrow pencil beams created by the weather radars.

The use of fan beams reduces the interval between overlap of beam and plane from a few minutes 10 of seconds but the exposure time is increased a bit due to the slightly wider beam. This, together with a higher pulse rate, will increase the detection rate significantly – due to the exponential nature of the detection performance. Therefore, airborne RLANs should affect other civilian radars no more than weather radars.

6. Airborne RLANs and Interference into government radars

Government radars – notably those used for battlefield and seaborne operation, have properties that are in many ways similar to weather radars although there are important differences. The similarities include the use of pencil beams and rapid scanning, the differences include frequency agility, in addition to the factors mentioned above in Section 5.5 “RLAN Interference into other civilian radars”.
Therefore, disregarding the effect of frequency hopping, airborne RLANs should affect government radars less than civilian (weather) radars.
The effect of frequency hopping does not change this picture: as shown by the FCC DFS requirements [3] as well as by live tests, RLANs can effectively detect frequency hopping radars on any RLAN channel used by such a radar. The effect is that the RLAN system will rapidly vacate the channels used by such a radar; this may include the whole 5GHz frequency band. This effect has been recognized early on and, given that frequency hopping radars are not deployed ubiquitously, it has been considered an acceptable price to pay for access to the 5GHz band.
7. Conclusion
The preceding sections address the probability as well as the severity of RF interference in to surface radar systems from RLANs on board airplanes. 
Given the requirement not to interfere with weather radars, RLANs on board aircraft will avoid using the weather radar frequencies. Even if this is not the case, DFS ISM mode has been shown to function well in airborne applications, and the potential for interference is short lived and infrequent.

These results confirm the observations reported in [2,5]: RLANs on-board airplanes, when equipped with DFS conforming to the regulatory requirements, do not cause interference into surface based radars – whether these are civilian (weather) radars or military radars.
This conclusion is consistent with the regulatory framework developed at WRC03 in cooperation between all interested parties and documented in ITU-R Recommendation M.1652.
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