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Introduction

This contribution proposes modifications to address a missing parameter in Multicast Security Update during location update or network reentry for HO. MC_Nonce is needed in order to derive subsequent keys including MTEK. It should be present in the AAI-RNG-RSP message.
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Proposed text changes for the IEEE P802.16.1a/D1
Note:

The text in BLACK color: the existing text in the 802.16n Amendment Draft Standard
The text in YELLOW-HIGHLIGHTED RED color: the removal of existing 802.16.1a Amendment Draft Standard Text
The text in YELLOW-HIGHLIGHTED BLUE color: the new text added to the 802.16.1a Amendment Draft Standard Text
[-----------------------------------------------Start of Text Proposal---------------------------------------------------]

{Remedy 1: Change Table 28 in section 6.2.3.2 as indicated: }
Table 28 —AAI-RNG-RSP message field description
	Field
	Size (bits)
	Value/Description
	Condition

	…
	…
	…
	…

	If (Location Update

Response ==

0x0) {
	
	
	

	…
	…
	…
	…

	Multicast Group ID
	12
	Multicast Group ID to update METKMTEK or MC_Nonce
	Shall be present if needed to update MTEK or MC_Nonce in HR-network

	FID
	4
	FID to update MTEK
	Shall be present if needed to update MTEK or MC_Nonce in HR-network

	MC_Nonce
	128
	The key used to derive the MCMAC-MTEK Prekey
	Shall be present if needed to update MTEK or MC_Nonce in HR-network

	COUNTER_MTEK
	16
	COUNTER_MTEK used for deriving current MTEK
	Shall be present if needed to update MTEK or MC_Nonce in HR-network

	MEKS
	2
	Encryption key sequence number for current MTEK
	Shall be present if needed to update MTEK or MC_Nonce in HR-network

	}//end of If (Location

Update

Response == 0x0 )
	
	
	

	…
	…
	…
	…

	If (it is under network

reentry for

HO){
	
	
	

	…
	…
	…
	…

	New Multicast

Group ID
	12
	
	

	New FID
	4
	
	

	}
	
	
	

	Multicast Group ID
	12
	Multicast Group ID to update METKMTEK or MC_Nonce
	Shall be present if needed to update MTEK or MC_Nonce in HR-network

	FID
	4
	FID to update MTEK
	Shall be present if needed to update MTEK or MC_Nonce in HR-network

	MC_Nonce
	128
	The key used to derive the MCMAC-MTEK Prekey
	Shall be present if needed to update MTEK or MC_Nonce in HR-network

	COUNTER_MTEK
	16
	COUNTER_MTEK used for deriving current MTEK
	Shall be present if needed to update MTEK or MC_Nonce in HR-network

	MEKS
	2
	Encryption key sequence number for current MTEK
	Shall be present if needed to update MTEK or MC_Nonce in HR-network

	}//end of If (it is under

network

reentry for HO)
	
	
	

	…
	…
	…
	…


 [-----------------------------------------------End of Text Proposal---------------------------------------------------]
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