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1. Introduction

The IEEE 802.16n System Requirements Document (SRD) specifies shall provide the security architecture that provides a group of HR-MSs with authentication, authorization, encryption and integrity protection. The HR-Network shall provide multicast key management for the group of HR-MSs and the master key shared within the group should be distributed securely.
To ensure that an attacker is not able to masquerade as a multicast member or eavesdrop in the multicast communications, multicast key management (MKM) protocols have to be designed for the 802.16n networks. Although a Multicast and Broadcast Rekeying Algorithm (MBRA) is already supported in IEEE 802.16-2009, however, it is based on PKMv2 and the rekeying is performed through multicast without any ARQ support. The current IEEE 802.16n AWD supports a key hierarchy for security in multicast but does not describe how the root key is shared between stations of the multicast group.
In this contribution, we propose a procedure for an HR-MS to initiate a request to the HR-BS and obtain the Multicast Authentication key securely.
2. Proposed Text for the 802.16.1a Amendment Working Document (AWD)
Note:

The text in BLACK color: the existing text in the 802.16.1a Amendment Draft Standard
The text in RED color: the removal of existing 802.16.1a Amendment Draft Standard Text
The text in BLUE color: the new text added to the 802.16.1a Amendment Draft Standard Text
[-------------------------------------------------Begin of Text Proposal----------------------------------------------------]

[Change Table 26 as indicated:]

Table 26—MAC Control messages (continued)
	No.
	Functional areas
	Message Names
	Message Description
	Security
	Connection

	23
	Security
	AAI-PKM-REQ
	Privacy Key Management

Request


	Before AK is derived at network entry:

NULL after AK is derived at network

entry and EAP-transfer message is

enclosed: encryption/ICV after AK is

derived at network entry and the other message is enclosed: CMAC
	Unicast

	24
	Security
	AAI-PKM-RSP
	Privacy Key Management

Response


	Before AK is derived at network entry:

NULL at network entry and EAP-transfer message is enclosed: encryption/ICV after AK is derived after AK is derived at network entry and the other message is enclosed: CMAC
	Unicast or Multi-cast


 [Replace Table 71 by following:]
Table 71 – PKMv3 message types

	Code
	Message Type
	MAC control message name

	1
	PKMv3 Reauth-Request
	AAI-PKM-REQ

	2
	PKMv3 EAP-Transfer
	AAI-PKM-REQ/AAI-PKM-RSP

	3
	PKMv3 Key_Agreement-MSG#1
	AAI-PKM-RSP

	4
	PKMv3 Key_Agreement-MSG#2
	AAI-PKM-REQ

	5
	PKMv3 Key_Agreement-MSG#3
	AAI-PKM-RSP

	6
	PKMv3 TEK-Request
	AAI-PKM-REQ

	7
	PKMv3 TEK-Reply
	AAI-PKM-RSP

	8
	PKMv3 TEK-Invalid
	AAI-PKM-REQ/AAI-PKM-RSP

	9
	Peer_KeyAgreement_MSG#1
	AAI-PKM-RSP

	10
	Peer_KeyAgreement_MSG#2
	AAI-PKM-REQ

	11
	Peer_KeyAgreement_MSG#3
	AAI-PKM-RSP

	12
	PKMv3 MulticastKey-Request
	AAI-PKM-REQ

	13
	PKMv3 MulticastKey-Reply
	AAI-PKM-RSP

	914—16
	Reserved
	—


[Add the following text into Section 6.2.3.43 as indicated:]
Table 726 – AAI-PKM-REQ message description field

	Field
	Size (bits)
	Value/Description
	Condition

	PKM v3 message type code
	4
	- PKMv3 Reauth-Request; PKM v3

message code = 1

- PKMv3 EAP-Transfer; PKM v3

message code = 2

-PKMv3 Key_Agreement-MSG#2;

PKM v3 message code = 4

- PKMv3 TEK-Request; PKM v3

message code = 6

- PKMv3 TEK-Invalid; PKM v3 message

code =8

- PKMv3 MulticastKey-Request; PKM v3 message code = 12
149–16: Reserved
	

	PKM identifier
	8
	A value used to match an ABS

response to the AMS requests or an

AMS response to the ABS requests
	

	CMAC indicator
	1
	Indicates whether this message is protected by CMAC tuple

0: Not protected

1: Protected
	Shall always be present

	…
	…
	…
	…

	If (PKM v3 message code == 12) {
	
	
	

	MulticastGrpID
	16
	The identifier of the multicast group 12bits of MSB is MGID and 4bit LSB is FID of the multicast group
	

	}
	
	
	


Table 727 – AAI-PKM-RSP message description field

	Field
	Size (bits)
	Value/Description
	Condition

	PKM v3 message type code
	4
	- PKMv3 EAP-Transfer; PKM v3 message code =2

- PKMv3 Key_Agreement-MSG#1; PKM v3 message code =3

- PKMv3 Key_Agreement-MSG#3; PKM v3 message code =5

- PKMv3 TEK-Reply; PKM v3 message code =7

- PKMv3 TEK-Invalid; PKM v3 message code =8

- PKMv3 MulticastKey-Reply; PKM v3 message code = 13
149–16: Reserved
	

	PKM identifier
	8
	A value used to match an ABS

response to the AMS requests or an

AMS response to the ABS requests
	

	CMAC indicator
	1
	Indicates whether this message is protected by CMAC tuple

0: Not protected

1: Protected
	Shall always be present

	…
	…
	…
	…

	If (PKM v3 message code == 13) {
	
	
	

	MulticastGrpID
	16
	The identifier of the multicast group 12bits of MSB is MGID and 4bit LSB is FID of the multicast group
	

	MC_Nonce
	128
	The number used to derive the MCMAC-MTEK Preky
	

	COUNTER_MTEK
	16
	The current COUNTER_MTEK in use
	

	MEKS
	2
	Multicast Encryption Key Sequence
	

	}
	
	
	


6.2.3.43.x PKMv3 MulticastKey-Request message

The HR-MS transmits the PKMv3 MulticastKey-Request message to its serving HR-BS as a first step for an HR-MS initiated multicast key request.
The message shall include the multicast group ID and CMAC Digest attribute for verification, which is computed from CMAC_KEY _U.
Code: 12
The message attributes are shown in Table aaa.

Table aaa – PKMv3 MulticastKey-Request message attribute
	Attribute 
	Contents

	MulticastGrpID
	MGID and FID of the multicast group

	CMAC_digest
	Message digest calculated by HR-MS


6.2.3.43.x+1 PKMv3 MulticastKey-Reply message

The HR-BS transmits the PKMv3 MulticastKey-Reply message to derive the multicast keys of a multicast group. The message is either transmitted in response to a MulticastKey-Request message initiated by an HR-MS, or transmitted unsolicitedly.
The message shall include the multicast group ID, MC_Nonce, COUNTER_MTEK and MEKS for an HR-MS to derive the multicast keys.
If the message is unicast to a target HR-MS, it shall be encrypted with the current TEK for confidentiality, and contain the CMAC Digest attribute for verification, which is computed from CMAC_KEY _D.
Otherwise the message is multicast to all HR-MSs and it shall be encrypted with the current MTEK for confidentiality, and contain the MCMAC Digest attribute for MCMAC verification, which is computed from MCMAC_KEY.
Code: 13
The message attributes are shown in Table bbb.

Table bbb – PKMv3 MulticastKey-Response message attribute
	Attribute 
	Contents

	MulticastGrpID
	MGID and FID of the multicast group

	MC_Nonce
	The number used to derive the MCMAC-MTEK Preky

	COUNTER_MTEK
	The current COUNTER_MTEK in use

	MEKS
	Multicast Encryption Key Sequence

	(M)CMAC_digest
	Message digest calculated using CMAC or MCMAC key by HR-BS


[Change Section 6.12.10.2.3.2 as indicated:]
6.12.10.2.3.2 MTEK update

6.12.10.2.3.4 MTEK update

The MTEK update is triggered by MTEKDLE running out the relevant PN space. In particular, HR-BS derives new MTEK when the DL PN space of MTEKDLE is exhausted.
The HR-BS shall indicate the new MC_Nonce, MEKS, COUNTER_MTEK, and MTEK lifetime in the AAI-PKM-RSP message when the current MTEK lifetime expires. If the COUNTER_MTEK or MEKS are updated, the HR-MS updates its MTEK accordingly. Unless the COUNTER_MTEK and MEKS are updated, it means the HR-BS did not derive new MTEK yet and the HR-MS shall maintain the current MTEKs but reset the value of MTEK lifetime.
 [-------------------------------------------------End of Text Proposal----------------------------------------------------]
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