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Abnormal Power Down Indication Procedure Using Abnormal Power Down Header
Yi-Ting Lin, Tsung-Yu Tsai, Yi-Hsueh Tasi
Institute for Information Industry (III)
1. Introduction
In 6.3.35.1 of the current draft [1], there is a way for an M2M device in connected state to signal the abnormal power down indication to the BS when it does not have available bandwidth.

1. Perform 5 step BR procedure as defined in 6.3.6 to request bandwidth, and then sends RNG-REQ message containing the Ranging Purpose Indication with value bit 5 set to 1 to indicate the occurring of abnormal power down event. This procedure is depicted in the left of the figure below. 

In this contribution, we propose an efficient mechanism for abnormal power down indication as an alternative of the existing methods which uses 5 step BR procedure. In the proposed mechanism, the M2M device sends an Abnormal Power Down Signaling header in the third step instead of sending BR header. The indication procedure can be finished upon the BS receives the Abnormal Power Down Signaling header, thus the total number of step is reduced to three. Moreover, the Abnormal Power Down Signaling header contains 16-bit Confirmation Field. The Confirmation Field is derived from truncating CMAC value. The procedure is similar with the procedure of MAC PDU construction with CMAC protection. The Confirmation Field is used for avoiding a malicious user to send a fake M2M Abnormal Power Down header and impact the M2M service. The right of Fig. 1 illustrates the steps of the proposed mechanism.  
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Fig. 1 The Existing and Proposed Method
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2. Proposed text with change marks

Change 1: Modify Page 16, lines 44-54 as follows
6.3.35.1 Abnormal power down reporting in normal operation
If the M2M device is in Nnormal Ooperation with uplink bandwidth already allocated and available, then it may use the available bandwidth to send this RNG-REQ message containing the Ranging Purpose Indication with value bit 5 set to 1. an M2M Abnormal Power Down header (as defined in 6.3.2.1.2.2.3.1).
If the M2M device is in normal mode but does not have available UL bandwidth, then it may use the procedure defined in 6.3.6 to request bandwidth. Upon receiving bandwidth allocation it may send the RNG-REQ message containing the Ranging purpose Indication with bit 5 set to 1. the M2M Abnormal Power Down header.
Change 2: Add the following after line 66 on Page 4
6.3.2.1.2.2 MAC signaling header type II
Table 16.—Type field encodings for MAC signaling header type II

	Type field
	MAC header type (with HT/EC = 0b11)
	Reference

figure
	Reference

table

	0
	Feedback header, with another 4-bit type field; see Table 18 for

its type encodings.
	Figure 33,

Figure 34
	Table 17

	1
	Extended relay MAC Signaling Header Type II
	Figure 37
	Table 20




6.3.2.1.2.2.2 Extended MAC signaling header type II
Table 22.—Extended Type field encodings for extended M2M signaling header type II
	Extended Type field
	MAC header type
	Reference figure
	Reference table

	0
	RS BR header
	Figure 38
	Table 23

	1
	RS UL_DCH signaling header
	Figure 39
	Table 24

	2
	MR Acknowledgement header
	Figure 40
	Table 25

	3
	MR HARQ error report header
	Figure 41
	Table 26

	4
	MR Code-REP header
	Figure 42
	Table 27

	5
	ReservedM2M Abnormal Power Down header
	—Figure XX
	—Table YY

	6
	Tunnel BR header
	Figure 43
	Table 28

	7
	DL Flow Control Header
	Figure 44
	Table 29


6.3.2.1.2.2.2.x M2M Abnormal Power Down header
When an M2M device detects an abnormal power down event, it sends M2M abnormal power down signaling header indicating that an abnormal or involuntary power down has occurred. M2M abnormal power down signaling header is illustrated in Figure XX and described in Table YY.
The Confirmation Field is used for avoiding a malicious user to send a fake abnormal power down signaling header and impact the M2M service. The Confirmation Field is derived from truncating the CMAC value to 16-bit LSB as

Confirmation Field = Dot16KDF(CMAC_KEY_U, 3 bytes M2M Abnormal Power Down header, 16)

where 3 bytes M2M Abnormal Power Down is consisting of HT| EC| Type| Extended Type| CID| Emergency Type| Reserved bit.
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Figure XX M2M Abnormal Power Down header format

Table YY – Description of fields in M2M Abnormal Power Down header
	Name
	Length

(bit)
	Description

	CID
	16
	M2M device’s basic connection identifier.

	Emergency Type
	1
	0b0 : power outage

0b1 : Reserved

	Reserved
	1
	Set to 0.

	Confirmation Field
	16
	Confirmation Field is used for avoiding a malicious user to send a fake M2M Abnormal Power Down header.

If the header is not protected by CMAC, Confirmation Field shall be set to zero.

	HCS
	8
	Header Check Sequence (same usage as HCS entry in Table 5).
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