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Samsung Electronics
1. Introduction
The current multicast security text in draft [1] derives the MGTEK as follows:


MGTEK = Dot16KDF (MAK, MGSS | M2MGTEK_COUNT | MGID | “MGTEK”, 128)
Where:

· MAK is M2M service Authorization Key that is provided to all authorized M2M devices.

· MGSS is M2M service Group Security Seed that is common for a M2M device group.

· M2MGTEK_COUNT is the index of the currently used MGTEK.

· MGID is the identifier of the group, which the AMS and MAK and MGSS is associated with

The current draft also describes conditions & methods to update the MGID of M2M device group. Since the MGTEK is dependent on MGID, the M2M device should update the MGTEK based on the updated MGID.

2. Proposed Text Change
Adopt the following remedies in IEEE P802.16.1b/D2.
[Modify the text on page 39-40, starting line 35 as follows]
----------------------------------------------------- Start of Proposed Text -----------------------------------------------------
6.2.5.5.3.1 MGTEK Update

The MGTEK update is triggered whenever a new MAK is derived, or the 3 MSB of ROC concatenated with the frame number reaches 0x7FFFFFF or a member of the M2M device group has been unsubscribed.

When the 3 MSB of ROC concatenated with the frame number reaches 0x7FFFFFF, the M2MGTEK_COUNT is incremented by one, and a new MGTEK is derived.

When the MGTEK update is triggered due to an unsubscribing member, a new MGSS is provided to M2M devices in the M2M device group through AAI-PKM-RSP message. The M2MGTEK_COUNT is initialized. A new MGTEK is generated with the new MGSS and the M2MGTEK_COUNT.
When the MGID update is triggered and a new MGID is provided to M2M devices in the M2M device group (see section 6.2.1.3.1 for MGID update triggers and method to assign new MGID), the M2MGTEK_COUNT is initialized. A new MGTEK is generated with the new MGID and the M2MGTEK_COUNT.

The M2M device may request current M2MGTEK parameters by transmitting an AAI-PKM-REQ message to the ABS. Here, the M2M device shall include its MGID. After authenticating the AAI-PKM-REQ, the ABS shall respond with current MGSS and M2MGTEK_COUNT via the AAI-PKM-RSP message.
-------------------------------------------------End of Proposed Text -----------------------------------------------------
3. Reference

[1] IEEE P802.16.1b/D1 December 2011
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