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Samsung Electronics
1. Introduction
The current multicast security text in draft [1] derives the MGTEK as follows:


MGTEK = Dot16KDF (MAK, MGSS | M2MGTEK_COUNT | M2MCID | “MGTEK”, 128),
Where:

· MAK is M2M service Authorization Key that is provided to all authorized M2M devices.

· MGSS is M2M service Group Security Seed that is common for a M2M device group.

· M2MGTEK_COUNT is the index of the currently used MGTEK.

· M2MCID is the identifier of the group, which the AMS and MAK and MGSS is associated with

The current draft also describes conditions & methods to update the M2MCID of M2M device group. Since the MGTEK is dependent on M2MCID, the M2M device should update the MGTEK based on the updated M2MCID.

2. Proposed Text Change
Adopt the following remedies in IEEE P802.16p/D3.
[Modify the text on page 19-20 as follows]
----------------------------------------------------- Start of Proposed Text -----------------------------------------------------
7.2.2.2.14 M2M Group Traffic Encryption Key (M2MGTEK)

The M2MGTEK, which is shared among all M2M devices that belong to the multicast group, is used to encrypt data packets of the multicast service flow.

The M2MGTEK is generated based on the MAK, M2M service Group Security Seed (MGSS), M2MCID and the M2MGTEK_COUNT. The generation and transport of the MAK is outside the scope of the IEEE 802.16 standard. It is provided through means defined at higher layers.

The M2MGTEK is derived as the following:

M2MGTEK <= Dot16KDF(MAK, MGSS | M2MGTEK_COUNT | M2MCID | "M2MGTEK", 128)

—Here, the MAK is generated by network side, which is outside the scope of IEEE802.16 standard.

—Here, MGSS is a BS generated random seed value M2M service Group Security Seed that is common for a M2M device group.
—Here, the M2MGTEK_COUNT indicates the index of the currently used M2MGTEK, which the M2M devices should apply to derive the M2MGTEK. The update of the M2MGTEK depends on the M2MGTEK_COUNT.

—Here, M2MCID is the M2M device group ID.

The M2MGTEK is updated when the 3 MSB of ROC concatenated with the frame number reaches 0x7FFFFFF or an M2M device of the M2M device group cancels its subscription. 
In case the 3 MSB of ROC concatenated with the frame number reaches 0x7FFFFFF, the current M2MGTEK_COUNT is incre​mented by one by which the M2M devices perform local derivation to derive the new M2MGTEK.
If an M2M device cancels subscription from a group, the BS shall transmit a newly generated MGSS to each M2M device in the group via the unsolicited PKM-RSP message and initialize the M2MGTEK_COUNT. The MGSS value shall be encrypted within the PKM-RSP message. The BS shall exclude the unsubscribed M2M device from such security context update. For M2M devices in connected mode, the BS shall send the new security context via the unsolicited PKM-RSP message. For M2M devices in idle mode, the BS shall page the entire group (i.e., M2MCID) via the MOB_PAG-ADV message with 'Action Code' set to 0b10. For each M2M device that successfully performed network re-entry, the BS shall send an unsolicited PKM-RSP message including the new MGSS.
When the M2MCID update is triggered and a new M2MCID is provided to M2M devices in the M2M device group (see section 6.3.1 for M2MCID update triggers and method to assign new M2MCID), the M2MGTEK_COUNT is initialized. A new MGTEK is generated with the new M2MCID and the M2MGTEK_COUNT.

The M2M device may request current M2MGTEK parameters by transmitting a PKM-REQ message to the BS. Here, the M2M device shall include its M2MCID. After authenticating the M2M device, the BS shall respond with the current MGSS and the M2MGTEK_COUNT that are in use via the PKM-RSP message.
Every M2M device that receives a PKM-RSP message with the new MGSS for updating the M2MGTEK shall respond with a PKM-REQ message for successful update acknowledgement.
-------------------------------------------------End of Proposed Text -----------------------------------------------------
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