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IEEE 802.15.4y SECN Hanoi Interim Meeting

<Special thanks to Peter Yee for taking the minutes noted below>

Tuesday AM1:

Attendees: 
Don Sturek – Chair
See IMAT for full attendance


Don Sturek (Itron) called the meeting to order at 8:11 a.m. on Tuesday, September 17th.
 
The call for essential patents was made after the requisite slides were displayed.  No one present offered any indication of such patents.
 
The TG4y agenda is found in 15-19/0394r00; it was approved by unanimous consent.  The minutes (15-19/0356r00) of the Vienna meeting were approved by unanimous consent.  Both motions for approval were made by Kunal Shah (Itron) and seconded by Phil Beecher (Wi-SUN Alliance).
 
Sturek led a discussion of document 15-19/0081r05, which is to be interpreted in the context of IEEE 802.15.4.-REVd-003 (the maintenance draft).  This document is the draft output for the task group and lists the changes that need to be made against the maintenance draft in order to achieve the objectives of SECN (primarily support for algorithm agility).  For section 8 MAC services, Tero Kivinen (self) noted that he would add explanatory text to section 8.2.2 of the maintenance draft that would deal with error statuses.  Sturek will produce a version of the changes document that contains markup to make clear the exact changes that need to be processed.  Currently the changes are shown in context but not differentiated by any markup.  The ANA database revision number shown in the maintenance document is not correct, noted Kunal Shah; that will need to be corrected or more likely deleted.  Kivinen has new text for sections 9.2.7, 9.2.9, and 9.5 in 15-19/0325r01, which details how algorithms are enumerated and checked against the desired security level.  Sturek will incorporate Kivinen’s updates into his document.  The reference for AEAD algorithms should not point to the IANA’s TLS ciphersuite/algorithm registry, but rather to the IANA’s AEAD registry.  The AEAD registry defines MIC and nonce lengths.  The TEG will need to determine how to map these definitions to SECN’s needs.  Kivinen will create an IETF draft that adds new algorithm entries to the RFC 5116 IANA registry specifically for IEEE 802.15.4, since that standard has some unmet requirements on nonce length that are not currently covered in the registry.  Sturek will review the operations manual to verify next steps for the SECN draft. 
 
15-19/0081r05 will be sent out for a 15-day comment collection, once it has been revised based on the updates noted in the previous paragraph.  A Comment Resolution Group (CRG) will be constituted to develop responses to submitted comments.  In parallel, Sturek will request the appointment of a Technical Expert Group (TEG) by IEEE 802.15 chair Bob Heile.  This will allow the task group to continue making progress and work on comment resolution at the next face-to-face meeting in November.
 
The meeting was recessed at 10 a.m.



Thursday AM1:

Attendees: 
Don Sturek – Chair
See IMAT for full attendance

The meeting reconvened at 8:19 a.m. on Thursday, September 19th. 
 
Sturek displayed the draft closing report (15-19/0426r00).  The work plan prior to the upcoming Waikoloa meeting will include making 15-19/0081r05 available in the members area of the IEEE 802.15 website.  A request from the task group to the work group will be made during the closing plenary in Hanoi to move the draft to an initial working group ballot (expected to commence in October).  A Comment Resolution Group (CRG) will also be constituted to handle comments received on that and subsequent letter ballot.  Based on the IEEE 802.15 Operations Manual, a security expert group will also be constituted to handle registration of additional security algorithms with the IEEE 802 Assigned Numbers Authority (ANA).  Tero Kivinen will update the security section pictures in 15-15/0106r07 to cover the new security algorithms.  It should be noted that taking IEEE 802.15.4y to Sponsor Ballot is gated by progress on the IEEE 802.15.4md maintenance draft because IEEE 802.15.4y is built on top of the maintenance draft, so changes in that draft may affect IEEE 802.15.4y.  In Waikoloa, the task group will work on comment resolution and finalizing the ANA changes.
 
A task group motion to send to start a TG4y letter ballot was made by Kunal Shah.  Tero Kivinen seconded the motion.  The motion was passed by unanimous consent.  Sturek will make the corresponding working group motion during the closing plenary.  The task group motion to approve creation of the CRG was made by Tero Kivinen and seconded by Phil Beecher.  It too passed by unanimous consent.  CRG calls are planned for 3 p.m. PDT on Wednesdays, starting two weeks after the end of the Hanoi meeting.  The CRG is Don Sturek, Tero Kivinen, Peter Yee, and Ruben Salazar.  Sturek will request IEEE 802.15 voting rights for Peter Yee from Bob Heile.
 
The meeting was adjourned at 8:59 a.m.
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