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Abstract: This amendment fully defines how the addressing and route information (already defined in the standard) are to be used by the routing modes (also currently defined in the standard), including at least the following:

- E2E acknowledgement from mesh route in non-storing mode

- P2P routing using a combination of up/down routing in non-storing mode

- On-demand P2P routing for E2E acknowledgement in non-storing mode

- On-demand path storing when sending unicast in non-storing mode
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Introduction

The 802.15.10 recommended practice defines a protocol that routes packets in a dynamically changing IEEE 802.15.4 network with minimal impact from route management. The result is an extension of the area of coverage as the number of nodes increases.  This amendment fully defines how the addressing and route information (already defined in 802.15.10) are to be used by the routing modes (also currently defined in 802.15.10), including at least the following:

· E2E acknowledgement from mesh route in non-storing mode

· P2P routing using a combination of up/down routing in non-storing mode

· On-demand P2P routing for E2E acknowledgement in non-storing mode

· On-demand path storing when sending unicast in non-storing mode
Contents
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Amendment A
NOTE—The editing instructions contained in this <amendment/corrigendum> define how to merge the material contained therein into the existing base standard and its amendments to form the comprehensive standard.

The editing instructions are shown in bold italic. Four editing instructions are used: change, delete, insert, and replace. Change is used to make corrections in existing text or tables. The editing instruction specifies the location of the change and describes what is being changed by using strikethrough (to remove old material) and underscore (to add new material). Delete removes existing material. Insert adds new material without disturbing the existing material. Insertions may require renumbering. If so, renumbering instructions are given in the editing instruction. Replace is used to make changes in figures or equations by removing the existing figure or equation and replacing it with a new one. Editing instructions, change markings, and this NOTE will not be carried over into future editions because the changes will be incorporated into the base standard. 
1. Overview

1.1 Scope

1.2 Purpose

2. Normative references

The following referenced documents are indispensable for the application of this document (i.e., they must be understood and used, so each referenced document is cited in text and its relationship to this document is explained). For dated references, only the edition cited applies. For undated references, the latest edition of the referenced document (including any amendments or corrigenda) applies.

3. Definitions

For the purposes of this document, the following terms and definitions apply. The IEEE Standards Dictionary Online should be consulted for terms not defined in this clause. 

4. L2R functional description
4.1 Starting and joining an L2R mesh
4.1.1 Starting and stopping an L2R mesh
4.1.1.1 Procedure to start an L2R mesh
5. Change the third paragraph as indicated:
If On-demand P2P route discovery is TRUE, the P2P path list is initialized

6. as an empty table. The Route table is initialized as an empty table.
6.1 L2R mesh formation and route establishment
6.1.1 L2R mesh construction

Change the following entry in Table 5-1 as indicated:
	Name
	Type
	Valid range
	Description
	Retrieved from IE
	Condition to record

	P2P path list Route table
	List of P2P paths Reachable destination information
	List of the elements of a P2P path Route table entry as defined in Table 5-3
	List of P2P paths available through the current neighbor. Omitted if ondemand P2P route discovery or storing mode are disabled.
Information needed to route a frame to each reachable destination 
	P2P-RP IE, P2P-RQ IE, RA IE, SRA IE
	PJ


Change the following entry in Table 5-2 as indicated:
	Name
	Type
	Valid range
	Description

	List of reachable destinations
	List of address
	Short or extended address as specified by Mesh address mode in the MT in Table 5-1
	List of devices that are reachable through the neighbor by DS routing (Only used in storing mode)


Change the following entries in Table 5-3 as indicated:
Table 5-3—Elements of a P2P path Route table entry in storing mode
	Name
	Type
	Valid range
	Description

	Destination address
	Address
	Short or extended address as specified by Mesh address mode in the MT in Table 5-1
	Address of the P2P destination

	PSN
	Integer
	0x00-0xff
	Sequence number of the latest P2P-RQ IE or P2P-RP IE from the destination. It is used only for on-demand P2P.

	Next hop Route information
	Address or address list
	Short or extended address as specified by Mesh address mode in the MT in Table 5-1
	Address of the neighbor from which the P2P-RQ IE or P2P RP IE has been received to the destination or intermediate address list to the destination

	P2P PQM value
	Integer Depends on the metric ID
	0x00-0xff Depends on the metric ID, within the range 0x00-0xff
	PQM between the current device and the destination. It is used only for on-demand P2P.



	
	
	
	

	
	
	
	


Replace Figure 5-12 with the following figure: 
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Replace Figure 5-14 with the following figure:
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Replace Figure 5-15 with the following figure:
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Replace Figure 5-17 with the following figure:
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6.1.2 L2R route metrics
Change paragraph 4 as indicated: (line 8 on p.48)

If the content of the Link Quality Metric ID and the Mesh Root Address fields   match the corresponding parameters in the MT of an L2R mesh the device has joined, the content of the Value field is recorded as the announced link metric of the neighbor in the global NT.

6.1.2.1 Expected airtime metric
Replace the equation for ExpectedAirtime with the following equation:  (line 6 on p.51)
[image: image5.png]



   Change table 5-6 as indicated:
	BO
	Beacon order
	Beacon order of the PAN

	SO
	Superframe order
	Superframe order of the PAN

	SD
	Superframe Duration
	Duration of the active part of the Superframe

	BI
	Beacon Interval
	Duration of time between successive beacons


Change paragraph 2 as indicated: (line 7 on p.51)
BOSD and SOBI are variables described in Table 5-6. BOSD and SOBI are defined in IEEE Std 802.15.14 and are calculated from  BO and SO, which are found in the beacons transmitted in the PAN.  In case BO = 15, there is no beacon; set BI and SD = 1 in the above equation.
6.1.3 L2R routing capabilities
6.1.3.1 DS source route establishment
Change last paragraph in 5.2.4.2 as indicated (p.54):
When the mesh root receives the RA IE or the SRA IE, it delivers the path and the source address therein to the next higher layer with the L2LME-INTERMEDIATE-ADDR-LIST.indication primitive., and stores them as the pair of the address list and the destination address into the ‘Route Table’ in the MT (Table 5-1).

6.1.4 Multicast route establishment
Change the last sentence of 5.2.6 as indicated: (line 2 on p.57)

The intermediate devices B, C and G and the mesh root record the multicast address retrieved from the Multicast Subscription field of the RA IE into the list of reachable destinations multicast groups of the neighbor from which they received the RA IE.

6.1.5 P2P route establishment
6.1.5.1 Storing mode
Change the first paragraph of 5.2.7.1 as indicated:
When a device receives a P2P-RQ IE, if it has no existing path to the source of the P2P-RQ IE, it stores the information retrieved from the P2P-RQ IE into a new entry in the P2P path list Route Table in the MT. The address of the neighbor from which the P2P-RQ IE is received is recorded in the Next hop Route information of the P2P path Route Table. The device calculates or measures the LQM between itself and the neighbor from the previous hop and adds the result to the PQM value found in the IE. The device then stores the result into the PQM Value of the P2P path Route Table entry.

Change the 4th and 5th paragraph of 5.2.7.1 as indicated:
If the PSN in the latest P2P-RQ IE is equal to the recorded PSN, the device compares the PQM value of the two P2P-RQ IEs. If the PQM value of the latest P2P-RQ IE is the equal to or greater than that of the previous P2P-RQ IE, the latest P2P-RQ IE is discarded. Otherwise, the device replaces the value of Next hop Route information with the address of neighbor from which the latest P2P-RQ IE has been received, and replaces the PQM value with the PQM provided by the current neighbor. The IE is then discarded.
If the PSN of new P2P-RQ IE is newer than the recorded PSN, the device calculates the PQM between the device and the source of the P2P-RQ IE. All elements of the P2P path Route Table are updated with the information from the latest P2P-RQ IE and with the newly calculated PQM value.

Change the 8th to 11th paragraphs of 5.2.7.1 as indicated:
If the Request Intermediate Response field in the P2P-RQ IE is set to 1 and if an intermediate device has a path Route Table entry to the requested destination, it does not propagate the P2P-RQ IE but replies with a P2P-RP IE where the PSN and the PQM Value fields are set to the PSN and PQM value recorded for the path Route Table entry of interest in the P2P path list Route Table.

If the device is the desired destination, it replies with a P2P-RP IE. The TTL field of the P2P-RP IE is set to (l2rDefaultTTL - ttl), where ttl is the value of the TTL field in the received P2P-RQ IE. The PQM Value is set to 0. The PSN field is set to the device's current PSN. The P2P-RP IE is forwarded to the neighbor whose address is recorded in Next hop Route information in the current P2P path Route Table entry.

When a device receives a P2P-RP IE, it processes the information in the IE in the same way as it processes the information in a P2P-RQ IE as described above in 5.2.7.1. A P2P path Route Table entry is created or updated accordingly.

If the address of the device receiving the P2P-RP IE does not match the address found in the P2P SA field, the device forwards the P2P-RP IE through the Next hop Route information recorded for the corresponding P2P path Route Table entry with the Destination address matching the address in the P2P SA field.

Change the 13th paragraph of 5.2.7.1 as indicated:
The original source device may start routing data frames as soon as it receives a P2P-RP IE. When a device receives a new P2P-RP IE for the same destination, if the PQM value therein is lower than the PQM value provided by the current next hop, the P2P path Route Table is updated with the information of the new P2P-RP IE. Otherwise the P2P-RP IE is discarded.

6.1.5.2 Non-storing mode
Change the 2nd and 3rd paragraph of 5.2.7.2 (pg. 64) as indicated:
If the device is the desired destination, it delivers the path and the source address therein to the next higher layer with the L2RLME-INTERMEDIATE-ADDR-LIST.indication primitive. The device also creates a new entry in the P2P path list Route Table of the MT where the Destination address is set to the address retrieved from the P2P SA field of the P2P-RQ IE, the PSN is set to the value retrieved from the corresponding field in the IE, the PQM value is set to the sum of the value of the PQM field and the LQM on the latest hop. The Intermediate address list is set to the inverted list of addresses found in the Intermediate Address List field.  The device generates a P2P-RP IE and copies the Intermediate Address List field of the P2P-RQ IE into the corresponding field in the P2P-RP IE and sets the PSN to its own current PSN. The PQM Value is set to the value of the PQM recorded in the Route Table entry for the P2P path of interest. The P2P-RP IE is then carried forwarded to the source through the path indicated.

When the P2P-RP IE reaches the device with the address found in the P2P SA field, the device delivers the path and the source address therein to the next higher layer with the L2RLME-INTERMEDIATE-ADDRLIST.indication primitive. The device also creates a new entry in the P2P path list Route Table of the MT where the Destination address is set to the address retrieved from the P2P DA field of the P2P-RP IE, the PSN, the PQM value and the Intermediate Address List are set to the values retrieved from the corresponding fields in the IE.

6.2 L2R US route maintenance
6.2.1 L2R US route maintenance

Change the 6th paragraph of 5.3.1 as indicated: (p.65)

If a device misses does not receive consecutive l2rMaxMissedTcIe TC IEs, from a neighbor, the corresponding entry in the NT is erased. Route Table entries in the Mesh Table (MT) using that neighbor are also erased.
6.2.2 L2R DS route maintenance

Change the last paragraph of 5.3.2 as indicated: (p.66)

If the L2R mesh is in non-storing mode, route entries Route table entries (or list of reachable destinations in the NT) are not recorded by intermediate hops. The mesh root stores the entire path to the device identified by the SA found in the Intermediate Address List field in the Route Table. The route entries Route table entries are updated if needed when the mesh root receives a new L2R Routing IE, RA IE, SLR IE or SRA IE. The device may optionally delete a Route Table entry for the SA if no frame is received from the SA within a period of time determined by the implementer.
6.3 L2R routing capabilities
6.3.1.1 Source routing (p.67)
Insert the following two paragraphs at the top of the clause 5.4.1.1:
Source routing is used in DS routing and non on-demand P2P routing by the mesh root. It is also used by the source node in On-demand P2P routing; when non storing mode is used intermediate nodes are indicated.  


If the frame is an incoming frame from the PHY layer and if the frame passes the filtering at the MAC layer, the frame is delivered to the L2R sublayer. If the DA matches the device’s address, the frame is delivered to the next higher layer. If the DA does not match the device’s address, the frame is forwarded again.
Change the original 1st paragraph of 5.4.1.1 as indicated:
If the L2R mesh is in non-storing mode, devices other than mesh root only store information about their neighbors but do not otherwise store DS routing information received with RA or SRA IEs. The mesh root stores all information received from the TC IEs and the RA IEs or SRA IEs. If on-demand P2P routing is enabled in non-storing mode, only the end to end source and destination devices of a P2P path store routing information. In either case, source routing is used. The path to the destination received from the IntermediateAddrList parameter of L2R-DATA.request primitive or retrieved from the Route table entry is included in the Intermediate Addresses List of the L2R Routing IE or the SLR IE and data frames are routed on the path indicated. An L2R mesh working in non-storing mode is indicated by Storing Mode set to FALSE in the MT.

Replace Figure 5-23 with following figure (pg.67):
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6.3.1.2 Hop-by-hop routing
Change the 3rd paragraph of 5.4.1.2 as indicated:
If on-demand P2P routing is allowed in the L2R mesh, a source device may establish a route to the destination through the procedure described in 5.2.7. If the route is established, the next hop is selected according to the newly found path. If a path has already been established, i.e., there is a path to the desired destination information exists in the P2P path list Route Table, the transmitting device forwards the frame to the device with the address recorded in Next hop Route information in the corresponding P2P path Route Table entry. If there is no existing route recorded and no route is found within l2rP2pRouteDiscoveryTimeout, the frame is forwarded US until the first common ancestor between the source and the destination, and is then forwarded DS to the destination. This algorithm is illustrated in Figure 5-24.
6.4 L2R security aspects
6.4.1 Securing frames
Change the 2nd paragraph of 5.5.2 as indicated:

For a broadcast transmission, the L2R sublayer refers to l2rBCSecSecurityLevel, l2rBCSecKeyIdMode, l2rBCSecKeySource, and l2rBCSecKeyIndex found in Table 7-40.

7. L2R extensions to MAC frame formats
7.1 L2R Long nested IE (LLIE)
7.1.1 L2R Routing IE
7.1.1.1 Descriptor field
Change the last paragraph of 6.2.2.1 as indicated:
If P2P is set to 1, the current data frame is a P2P data frame and the forwarding device searches the P2P path list Route Table in the MT to find a next hop. Otherwise, the current data frame is sent US or DS and the forwarding device searches among its neighbors or their list of reachable destinations to find a next hop.

8. L2R services
8.1 L2R Long nested IE (LLIE)
8.1.1 L2R Routing IE
8.1.1.1 L2R-DATA.request
Change the following entry in Table 7-32 as indicated:
	Name
	Type
	Valid range
	Description

	IntermediateAddrList
	List of addresses
	List of short or extended addresses as specified by MeshAddrMode
	Addresses to be inserted in the IntermediateAddressList of the L2R Routing IE. When IntermediateAddrList is ‘NULL’, the ‘Address List’ in the Route Table in the MT is used, where the destination address matches to the one in this primitive. Omitted if source routing is not used.
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