March, 1994	      DOC: IEEE P802.11-94/xxx
November, 2017	 IEEE P802.15-17-0528-01-lpwa
IEEE P802.15
Wireless Personal Area Networks

	Project
	IEEE P802.15 Working Group for Wireless Personal Area Networks (WPANs)

	Title
	Draft IG LPWA Report

	Date Submitted
	[3 November, 2017]

	Source
	[Joerg Robert]
[FAU Erlangen-Nuernberg]
[Am Wolfsmantel 33, 91058 Erlangen, Germany]
	Voice:	[+49 9131 85 25 373 ]
Fax:	[   ]
E-mail:	[joerg.robert@fau.de ]

	Re:
	

	Abstract
	[This document presents the draft final report of the Interest Group Low Power Wide Area.]

	Purpose
	[Guidance for WG 802.15 to decide for further actions.]

	Notice
	This document has been prepared to assist the IEEE P802.15.  It is offered as a basis for discussion and is not binding on the contributing individual(s) or organization(s). The material in this document is subject to change in form and content after further study. The contributor(s) reserve(s) the right to add, amend or withdraw material contained herein.

	Release
	The contributor acknowledges and accepts that this contribution becomes the property of IEEE and may be made publicly available by P802.15.


[bookmark: _Toc474920463][bookmark: _Toc474935371][bookmark: _Toc493057643][bookmark: _Toc493057903][bookmark: _Toc497476908]
Draft “IG Low Power Wide Area” Final Report
[bookmark: _Toc474920464][bookmark: _Toc474935372][bookmark: _Toc493057644][bookmark: _Toc493057904][bookmark: _Toc497476909]Date: 2017-11-03


[bookmark: _Toc493057645][bookmark: _Toc493057905][bookmark: _Toc497476910]Abstract
LPWAN (Low Power Wide Area Networks) have gained increasing interest over the recent years. These networks allow the transmission of data over long distances with low transmit powers, making them appealing for a variety of different applications. Currently, a list of proprietary or quasi standards is already available. However, there is commercial interest in an open IEEE standard that offers LPWAN connectivity in addition to the benefits from the 
IEEE 802 ecosystem.
In order to evaluate the performance of existing IEEE 802 technologies for LPWAN applications the Interest Group Low Paper Wide Area (IG LPWA) has been established. The IG LPWA defined technical characteristics of LPWAN system and analyzed technical challenges. Furthermore, the group developed channel models and analyzed the frequency regulation in relation to LPWAN in different areas of the world. This information in addition to the analyses of potential technology options were then used to evaluate the suitability of existing IEEE standard for a list of defined use-cases.
The analyses indicate that existing IEEE standards are already able to fulfill most of the use-cases, and no performance gain by means of a new LPWAN standard can be expected. The only exceptions are use-cases with very low payload bit-rates operated in license exempt frequency band with high interference. Simulation results show that the performance for these use-cases can be improved by more than 20dB if Frequency Hopping Spread Spectrum (FHSS) modulation in addition to a powerful forward error correction are used. Furthermore, the integration of FHSS into IEEE 802.15.4 can be achieved with relatively low effort as all required components are already available in the existing IEEE 802.15.4 standard. For many applications the optimization for low bit-rate LPWAN applications may be possible with software updates, without any need for modifying existing silicon. The IG LPWA therefore recommends the creating of LPWAN Study Group to develop a PAR and CSD with highly limited scope to add FHSS functionality to IEEE 802.15.4.

At this point we also thank all IG LPWA contributors for the interesting discussions!
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1 Introduction
LPWAN (Low Power Wide Area Networks) have gained increasing interest over the recent years. These networks allow the transmission of data over long distances with low transmit powers, making them appealing for a variety of different applications. This resulted in a list of different proprietary or quasi standards that can be used in license exempt frequency bands, mainly in the range close to 900MHz. On the other hand, also the Mobile Network Operators (MNO) developed solutions to target LPWAN applications. The MNO can especially take benefit from their already existing networks, which enables the fast introduction of LPWAN services on a large scale.

However, the aforementioned solutions may not be able to cover all market demands. Potential issues are interoperability, system availability over decades, network coverage also in rural areas, and full control of the network and the data.
Interoperability: LPWAN operators and users are interested to use interoperable hardware solutions. The installation of multiple incompatible LPWAN systems to support different LPWAN applications is not desirable. Furthermore, the use of different parallel systems may lead to interference between these systems, potentially resulting in a significantly reduced system performance for all operated LPWAN systems.
System availability over decades: Many LPWAN use-cases, especially related to infrastructure, may be operated over decades. This naturally requires the availability of hardware for further extensions or replacement for reasonable cost over decades, which may not be guaranteed in case of proprietary systems. In addition, also mobile network operators may not guarantee the support of a specific LPWAN standard over decades. Hence, proprietary systems, or systems using mobile networks, may not be suitable for LPWAN applications with long lifetimes of multiple decades.
Network coverage: LPWAN systems may be operated in rural areas. Hence, LPWAN solutions based on mobile networks may not be available due to the missing network coverage.
Full control of the network and data: Some use-cases may require a high reliability that cannot be guaranteed by public networks, e.g. for industrial use-cases. Additionally, also laws may prohibit the use of public networks for certain applications. Furthermore, full control of the network may be import in many use-cases. The user may want to ensure that his data is not stored and analyzed by third parties, which cannot be guaranteed if a public network is used.

In summary, the aforementioned requirements can only be fulfilled if a user has to possibility to operate a private LPWAN network. This ensures full control and a long-lasting operation. However, this also requires long-time availability of the hardware, which cannot be achieved by proprietary systems. Therefore, the availability of an open standard is essential for the commercial success of LPWAN.

The scope of the Interest Group (IG) LPWA has therefore been the evaluation, whether existing IEEE standards are able to offer a suitable support of typical LPWAN use-cases. Furthermore, the IG LPWA analyzed potential technical improvements of existing IEEE standards to give recommendation to the WG 802.15 for further steps.
[bookmark: _Toc497476912]
2 Technical Characteristics of Low Power Wide Area Networks
State-of-the-art cellular communication systems are mainly optimized for high payload bitrates with few users. As a result, they are not able to efficiently cover many applications with low bit-rate requirements per device, but potentially thousands of devices in a given area. Examples for such applications are water/gas metering or environmental monitoring. These applications require low-cost devices, battery lifetimes of several years, and spectrally efficient protocols that are able to support thousands of devices. On the other hand, there are no strict requirements on parameters such as latency, and the number of messages per day is typically limited. Therefore, systems based on IEEE 802.15.4 with mesh-topology are mainly used for these applications. Potentially alternative solutions to cover these use-cases are Low Power Wide Area Networks (LPWAN). Currently, a list of proprietary systems is available on the market, and also 3GPP introduced LPWAN functionally called NB-IoT. LPWAN systems are mainly based on a star topology, i.e. all devices transmit their data to a single central node. Therefore, multi-hop transmission is no longer required and the complexity of the sensor nodes may be significantly reduced. In extreme cases, sensor nodes might not be even equipped with a receiver module. Due to the missing multi-hop, the distance between the transmitter and receiver increases significantly for comparable network sizes. Therefore, the base-stations are typically using highly exposed antennas.
[image: ]
Figure 1: General concept of LPWA networks consisting of base-station and node

Figure 1 shows a typical LPWAM configuration. Low-cost nodes with low transmit power (e.g. 10mW) transmit their data to a base-station over a distance of several km. The antennas of the base-station may be mounted on highly exposed sites for increased coverage. However, the still remaining high path loss caused by the large distances can only be compensated by very low payload bit-rates of typically few bits per second. However, LPWAN systems may support the simultaneous transmission of hundreds of sensor nodes. Therefore, the sum bit-rate of the cell may be very high, even if the bit-rate of an individual node is low. For further understanding, the next sections show the theoretical bounds and the resulting challenges of LPWAN networks.


[bookmark: _Toc497476913]Theoretical Bound on Maximum Payload Bit-Rate
In general, the successful transmission over an additive white Gaussian noise channel requires a certain  [1]. Here,  is the energy per useful bit in Joule, and  is the noise spectral density, mainly resulting from thermal noise. The theoretical work of Claude Shannon has shown that successful transmission is theoretically possible if . If it is less, a successful communication is impossible. Whereas the  is mainly given by the thermal noise, and thus cannot be modified, the  can be influenced by the user. It is given by , where  is the received signal power and  is the payload bit-rate. In many cases, the  cannot be increased significantly, as it depends on the distance and the propagation characteristics between transmitter and receiver. Additionally on the transmit power, which may be limited by frequency regulation. Hence, changing the rate  may be the only possibility to improve the . However, this also does not change the energy consumption per bit of the LPWAN sensor node. Therefore, the required energy per transmitted bit drained from a battery does not change. Hence, LPWAN are low power systems, but not necessarily low energy.
Using the above relations, the minimum required signal power can be expressed as a function of the payload bit-rate and vice versa [2]:

In case of terrestrial reception a noise temperature of  is typically assumed. This results in a noise spectral density of at least . A received signal power of   would then allow a maximum payload bit-rate of  [2]. Figure 2 shows the resulting payload bit-rate as function of the received signal power.
However, this is a theoretical figure only. First, the noise figure of the receiver has to be taken into account, which typically takes values from 3 to 6dB. Furthermore, the theoretical bound of  assumes a spectral efficiency approaching zero in addition to a perfect forward error correction. It has to be mentioned that spreading (e.g. based on DSSS) generally results in a very low spectral efficiency. However, as this can be expressed as a linear code, it does not improve the performance. To obtain this gain, codes with non-linear decoding would be required. An example would be a convolutional code with a very low code-rate approaching zero [1].
As a result, realistic systems are not able to obtain the theoretical figures, and a gap of 10 to 15dB compared to the theoretical figures may be realistic. Thus, the achievable payload bit-rate may be significantly lower than the theoretical values shown in Figure 2. However, this does only correspond to the payload bit-rate of a single sensor node. As many LPWAN systems allow for a parallel transmission of many sensor nodes (e.g. using frequency division multiple access with very narrow channels), the sum payload bit-rate at the base-station may be quite high.
[image: ]

[bookmark: _Ref492847400]Figure 2: Maximum theoretical payload bit-rate as function of the reception power in the AWGN channel
[bookmark: _Toc497476914]Technical Challenges of LPWAN
The ultra-low payload bit-rates that are required to obtain a long-distance transmission lead to a list of technical challenges that do not exist in many other data transmission systems that use higher payload bit-rates:
Frequency offset: State-of-the-art crystal oscillators have a frequency tolerances in the order of typically 20ppm, which results in frequency offsets of 18 kHz if a transmit frequency of 900 MHz is assumed. However, this frequency offset may be significantly higher than the signal bandwidth, which may be significantly less than 1 kHz for low bit-rates. Hence, the signal detection and the synchronization complexity may increase significantly.
Hidden node problem: One sensor-node is typically not able to detect the transmissions of other sensor nodes, as the nodes are normally not equipped with exposed antennas. Therefore, means as carrier sense multiple access do not work. The sensor-nodes will sense the channel as free, but the packets will collide at the exposed base-station antenna. Therefore, other means are required to avoid or resolve collision of the signals of multiple nodes.
Frequency regulation: The use of license-exempt frequency bands is commonly coupled to constraints on different parameters such as duty cycle, maximum transmit duration, or transmit power. This may lead to significant mismatches between the uplink and the downlink, where the downlink to the sensor-nodes is the problematic part [2]. Therefore, base-stations may receive the data of thousands of sensor-nodes simultaneously, but they are only able to send few downlink messages.
Interference: License-exempt frequency bands are also used by other systems that may interfere with the LPWAN system. Caused by the low bit-rates, transmissions may last over several seconds. This large spectral foot-print increases the probability that the communication is interfered by other systems.

[bookmark: _Toc497476915]3 Potential Use-Cases for Low Power Wide Area Networks
The low-power consumption and the long transmit range of LPWAN offer new applications that may not be covered by other existing standards with the same efficiency. The IG LPWA therefore discussed different potential use-cases for LPWAN coming from different domains [3]. Similar use cases have also been mentioned in e.g. [4, p. 15]. Generally, the number of potential use-cases is not limited to the listed use-cases. However, this list is a cross section of different domains that allows for a later analysis whether LPWAN system are efficiently able to cover specific domains.

[bookmark: _Toc497476916]Agriculture and Environmental
The domain agriculture and environmental is characterized by rural areas with a low population density. The aim is the collection of information from distributed sensors that may be spread over large areas. Typical antenna configurations for the base-station are outdoor roof-top antennas.
Cattle Monitoring: Localization and transmission of health information using LPWAN
Field Monitoring: Transmission of sensor data on soil parameters such as humidity, temperature, soil moisture, etc.
[bookmark: _Toc497476917]Consumer/Medical
The domain consumer/medical is characterized by used in urban areas with a potentially high population density. The base-stations are used in a similar way as WiFi access points. Depending on the application, the base-station antennas may be placed indoors or outdoors.
Assisted Living: Indoor localization using LPWAN, detection of collapse and monitoring of vital data
Pet Tracking: Tracking of pets (e.g. cats) within the local neighborhood, use of GPS for outdoor and LPWAN for indoor localization
[bookmark: _Toc497476918]Industrial
The domain industrial is characterized by multiple base-stations that are equipped inside buildings or that cover large industrial plants.
Asset Tracking: Location and anti-theft of assets using LPWAN
Industrial Plant Condition Monitoring: Monitoring of large industrial plants (e.g. oil refinery) using distributed sensor-nodes, use of licensed frequency bands
Industrial Production Monitoring: Monitoring of machine parameters (e.g. bearing temperature, oil levels, etc.) inside factory buildings

[bookmark: _Toc497476919]Infrastructure
This domain is characterized by LPWAN base-stations with highly exposed antennas mounted on high towers that should cover large areas. These networks can be operated in rural or urban environments.
Pipeline Monitoring: Monitoring of pipelines in rural areas over very long distances using licensed frequency bands
Smart Grid – Fault Monitoring: Detection and indication of faults in the medium voltage distribution network
Smart Grid – Load Control: Control of load distribution in the smart grid, use of licensed frequency bands
Automated Meter Reading: Automatic readout of gas and water meters, the periodical update of the public encryption key requires is achieved using broadcast transmission
Structural Health Monitoring: Monitoring of the structural health of bridges and other infrastructure using distributed autonomous sensor nodes
[bookmark: _Toc497476920]Logistics
This domain is characterized by systems that aim at the tracking and localization of assets. Multiple base-stations are required for localization and the systems have to operate on a world-wide basis. The LPWAN base-stations may be part of a public infrastructure.
Global Tracking: World-wide tracking of goods, e.g. containers
Fast Asset Tracking: Localization of equipment outside of buildings with high update frequency, e.g. tracking of carts on airports

[bookmark: _Toc497476921]Smart Building	
This domain covers applications that are used inside buildings. For this purpose, one or multiple LPWAN base-stations are located inside the buildings.
Access Control: Access control using keyless systems
Alarms and Security: Monitoring of doors, windows, etc.
Light Switch: Connectivity for battery-operated light-switches
Smoke Detectors: Real time alerts, status of battery, broadcasting of alarms to other smoke detectors
Water Pipe Leakage Monitoring: Monitoring of water pipe leaks inside buildings
[bookmark: _Toc497476922]Smart City
This domain covers applications related to the smart city. The LPWAN base-stations are typically mounted highly exposed to cover larger areas.
Public Lighting: Street lights can be monitored and switched on and off on demand
Smart Parking: Available parking space indication in real-time
Vending Machines – General: Monitoring of vending machines, e.g. monitoring of low stock or maintenance
Vending Machines – Privacy: Data verification, e.g. for cashless payment
Waste Management: Garbage bins fill level monitoring
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4 Frequency Regulation and Channel Models
For the evaluation process of different candidate technologies and existing IEEE standards it is essential to understand the achievable performance of these systems. In chapter 2 the theoretical bounds concerning the maximum payload bit-rate have already been discussed. This chapter adds additional aspects. First, this covers the frequency regulation that may vary significantly between different countries. Next, the channel models are defined that allow the prediction of the achievable transmit range in different scenarios. Finally, models for the interference and the channel use are presented.
[bookmark: _Toc497476924]4.1 Frequency Regulation
LPWAN systems may be either used in licensed or unlicensed frequency spectrum. Generally, licensed spectrum offers significant performance benefits, as it is typically under full control of the license owner. However, it is expected that most LPWAN systems will be operated in the license exempt frequency bands below 1 GHz. In order to guarantee a certain level of interoperability between users in these frequency bands, the responsible frequency regulation authorities have defined limitations to devices that are using these bands. These limitations refer to parameters such as the maximum transmit power, the used signal bandwidth or the duty cycle. The following sub-sections give a brief overview over the regulation in the United States, Europe, and Korea.
[bookmark: _Toc497476925]FCC (United States)
In the United States, the Federal Communications Commission (FCC) is the body responsible for implementing the frequency regulation rules. These rules are documented in Part 15 of Title 47 of the Code of Federal regulations [5]. Relevant for the license exempt sub-GHz bands 902 to 928 MHz are Part 15.247 (Frequency Hopping and Digitally Modulated Intentional Radiators) and Part 15.249 (General Non-Licensed Intentional Regulators).
Part 15.249 does not enforce any restrictions on devices operated in the 902 to 928 MHz band, e.g. on the bandwidth or the maximum transmit duration. However, Part 15.249 limits the maximum field strength to 50 mV/m in a distance of 3 m. This approximately results in an effective transmit power of -1 dBm [1], which may be too low for many applications.
In contrast, Part 15.247 allows for significantly higher transmit powers. However, it enforces additional rules that are mainly related to the mandatory use of frequency hopping.
Frequency Hopping: According to Part 15.247, systems with a 6 dB bandwidth of less than 500 kHz have to be treated as frequency hopping systems. These systems shall use at least 50 hopping channels, and the average time of occupancy per channel shall not be greater than 0.4 s within a 20 s period. If the 20 dB bandwidth of the hopping channels is 250 kHz or greater, the system shall use at least 25 hopping channels, and the average time of occupancy per channel shall not be greater than 0.4 s within a 10 s period.
Transmit Power: The electrical transmit power is limited to 1 W, and the ERP (Effective Radiated Power) is limited to 4 W. For frequency hopping systems with less than 50 channels these values have to be reduced to 0.25 W electrical power and 1 W ERP. Furthermore, non-frequency hopping signals shall not exceed a power spectral density of 8 dBm in any 3 kHz band.

[bookmark: _Toc497476926]ETSI (Europe)
The European norm ETSI EN 300 220-2 [6, p. 20] lists the EU wide harmonized national radio frequency bands from 25 MHz to 1,000 MHz. The norm refers to these devices as “Short Range Devices” (SRD). Available frequencies for SRD are close to 27 MHz, 40 MHz, 169 MHz, 433 MHz, and between 863 and 870 MHz. Furthermore, local authorizes may allow additional frequencies, which a not EU wide harmonized. The main restrictions are related to the transmit power, the duty cycle, and the signal bandwidth.
Transmit power: The transmit power is limited to 10 mW or 25 mW ERP (Effective Radiated Power) in most SRD bands. The term ERP indicates that these values already include the antenna gain, which means that the maximum electrical power may be significantly lower. Only few frequency bands allow for a higher transmit power of 500 mW ERP, i.e. 169.400-169.475 MHz, and 869.400-869.650 MHz.
Duty cycle: The ETSI norm limits the channel occupancy of devices in most frequency bands. The duty cycle, i.e. the ratio expressed as a percentage of the cumulative duration of transmission within an observation interval in a given operational frequency band [7, p. 28]. The observation interval is normally defined as 1 h and typical duty cycles are between 0.1% and 10%. Thus, the cumulative duration is typically limited between 3.6 s and 360 s per hour, which may lead to restrictions for some LPWAN applications, especially for the base-stations. Thus, the transmission of a single packet low bit-rate LPWAN packet may be longer than the allowed duty cycle. Furthermore, the use of techniques such as frequency hopping does not increase the allowed transmission time if the hopping takes place in the same operational band, which will be the case for most applications. Only few operational bands do not have any duty cycle limitation, but they have additional restrictions with respect to the transmit power.
The operational bands between 863 and 870 MHz recently introduced so-called “polite spectrum access” as an alternative mode to the duty cycle operation. The exact definition of this mode is given in [7, p. 55]. This mode mainly adds a clear channel assessment with well-defined timing parameters before each transmission. However, also this mode defines a maximum cumulative on-time which is 100 s / 1 h within a h h200 kHz portion of the spectrum. This corresponds to a maximum duty cycle of 2.7% if only this portion of the spectrum is used. If also other portions of the spectrum are used, e.g. by means of frequency hopping, a duty cycle of more than 50% is feasible (e.g. hopping between 863 and 868 MHz).
Bandwidth: The maximum bandwidth depends on the used operational band. Most bands offer only a maximum signal bandwidth of few kHz. A higher signal bandwidth of more than 1 MHz is only available in the 434 MHz band. Furthermore, the band ranging from 863 to 870 MHz allows for a maximum signal bandwidth of 3 MHz. M

[bookmark: _Toc497476927]MOSI (Korea)
The sub-GHz band frequency, which can be used for LPWA without a license in Korea, follows the provisions of Ministry of Science and ICT (MOSI) of KOREA. So far, the 917 MHz band is the only Korean sub-GHz frequency band applies to traditional IEEE802 standards including IEEE802.15.4k. However, this regulation was amended in September 2016 by MOSI. The 262 MHz band and the 940 MHz band have been added under the revised regulations, and the specifications for the existing 917 MHz band have changed [8]. The three sub-GHz frequency bands can be used for LPWA applications. However, when using the existing IEEE802 standard or creating a new standard, it is necessary to change the 917 MHz band specification of the existing standard and newly add the new 262 MHz band and the 940 MHz band. The three bands have different regulations regarding Transmit Power Limit, Frequency Hopping, Duty cycle and LBT ATA.
Transmit Power: Currently, the 917 MHz band, which is currently used in the 802.15.4k standard [9], has a Transmit power limit of 3 mW to 25 mW depending on the 200 KHz unit channel of 917-923.5 MHz. Exceptionally, 200mW of radiated power of the 917 MHz band is allowed exclusively for outdoor fixed point-to-multipoint radio devices. The transmit power of up to 100mW and 200mW are allowed for the 262 MHz and the 940 MHz respectively.
Frequency Hopping: If more than 16 redundant channels are used, the 917 MHz band can be used for frequency hopping. The time limit per channel is limited to 0.4 sec.
LBT ATA : The 917 (917-923.5) MHz band can be used with an LBT ATA with a carrier sense of more than 5 ms. However, transmission is possible when the detected signal strength is less than -65 dBm, the transmission period is limited to less than 4 seconds, and the stop period of 50 ms or more should be applied.
Duty cycle: In the 917 MHz band, transmission is limited to within 2% for a 20-second period under 10 mW, 1% for a 40-second period between 10 and 25mW, within 0.5% for an 80-second period over 25mW. For the 262 MHz band, idle time is required after a transmission from a specific channel, and the sum of the continuous transmission time to the post stop time is limited to 1% or less. In the 940 MHz band, the occupancy time of a particular channel is limited to within 0.1% in any one hour.



Frequency Regulation Summary
The frequency regulation authorities enforce different frequency regulatory aspects. A system that may be used on a world-wise basis has to take the following aspects into account:
· Maximum transmit duration of 0.4 s within a 20 s period (10 s period for  some configurations), mandatory use of frequency hopping
· Limitation of duty cycle, which is especially critical for the LPWAN base-stations


[bookmark: _Toc497476928][bookmark: propagation_model]4.2 Propagation Models for LPWAN
The evaluation of different candidate technologies requires the definition of suitable propagation models for the defined use-cases. These channel models have to cover outdoor propagation in urban and rural areas, as well as indoor propagation. The agreed channel models base on a subset of the channel models that have been used during the development of IEEE 802.11ah, as both systems utilize the 900 MHz band. However, slight adaptions were required to include also the use-cases with transmit ranges of several km. The original discussions can be found in [8].
The basic structure of the channel model is defined as:

where x(t) is the transmit signal, and y(t) is the received signal. Furthermore,  is the path loss as function of the distance ,  models the multi-path effects that may be time-variant,  is the thermal noise, and  is the interference from other frequency users. In addition,  is the convolution product.
Generally, all terms in the equation are statistical values. Therefore, a new channel model realization has to be calculated for each simulation run, and the system performance is then evaluated using thousands of independent simulation runs. The corresponding values will be defined for the different propagation models in the following subsections. Finally, the interference term  will be defined in section 4.4.
Multi-antenna systems are currently not modeled. However, suitable models may be added if required.

[bookmark: _Toc497476929]Indoor Model
The indoor model is identical to IEEE 802.11ah channel model A [9, p. 7]. The path loss is given by:

where  is the so-called break-point distance. Furthermore,  is the distance in m,  is the carrier frequency, and  is the speed of light. The term  models the log-normal fading, i.e. the standard deviation, by adding a random variable. This term tries to consider effects such as shadowing that varies for different positions. It is derived from a random Gaussian variable with zero mean and standard deviation in dB and has to be generated for each simulation run. The standard deviation is  for  and else. Additional parameters defined in the [9, p. 4] such as the floor index should not be used.
The multi-path propagation is identical to IEEE 802.11ah channel model A [9, p. 7]. The model shall use a single tap only, as the short expected delay spread in indoor channels will not lead to relevant frequency selectivity within a typical LPWAN bandwidth. Again a carrier frequency of  is assumed. In addition, the channel should model a Doppler component defined by the velocity . The corresponding velocity is defined for the specific use-cases [3]. A velocity of  should be modeled even in case of static configurations, as it considers the effects due to movements in the surroundings, e.g. walking persons.

[bookmark: _Toc497476930]Outdoor Urban Model / Outdoor Rural Model
Similar to the outdoor model defined by IEEE 802.11ah, the outdoor urban and the outdoor rural model base on the 3GPP Spatial Channel model [10]. The outdoor urban model should use the parameters defined for the 3GPP scenario “Urban Macro”, and the outdoor rural model should use the parameters defined for the 3GPP scenario “Suburban Macro”. Generally, these models define the path loss  and the multi-path component  for base-stations with exposed antennas and a typical distance of . The channel models are not suitable for short distances. Thus, the minimum distance between transmitter and receiver shall be 500m.
Furthermore, the center frequency should be set to , the height of the sensor node to , and the base-station antenna height to , or   for highly exposed sites. Additionally, only a single polarization and a single antenna on the transmitter and receiver side with a gain of 0dBi shall be used. The velocity to model the Doppler component is again defined for the specific use-cases [3]. 
[bookmark: _Toc497476931]Outdoor Device-to-Device
The outdoor device-to-device model shall be used to model the communication between devices without exposed antennas, e.g. for the comparison with multi-hop structures. The model bases on the 802.11ah device-to-device model [9, p. 3]. Effects due to multi-path should not be considered. The path loss is given by:

where  is the distance in m. Furthermore, a carrier frequency of  is assumed, and  models a log-normal fading component with a standard deviation of .

[bookmark: _Toc497476932]Thermal Noise
The thermal noise component  shall be modeled as white Gaussian noise with a noise power spectral density of . Furthermore, a noise figure of  for base-stations and  for sensor-nodes shall be added. This results in a noise power spectral density of   for base-stations and   for sensor-nodes  [1].
In order to obtain the final noise power the spectral density of the noise has to be multiplied with the simulation bandwidth. This approach is more flexible than defining a SNR (Signal to Noise Ratio), as the noise term is always a function of the simulation bandwidth that may vary significantly for different systems.



[bookmark: _Toc497476933]4.3 Interference Channel Model
LPWAN focus on long range transmission. The low payload bit-rate that is required to compensate the path loss leads to long packet durations. Caused by this large spectral foot-print, the possibility to be affected by interferes is significantly increased. In addition, the antennas of LPWAN base-stations may be highly exposed. Hence, these stations receive the signals of many different systems in the range of multiple km. In order to model the effects of interferers the IG LPWA defined an interference model. Details on this model are presented in [11]. This document will give a brief introduction.
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[bookmark: _Ref493054529]Figure 3: Measured interference in Erlangen, Germany, in the license exempt band ranging from 868 MHz to 870 MHz, the antenna was located in a height of 140m above ground
Figure 3 shows the measured interference in the frequency range from 868 to 870 MHz, which is a part of the license exempt SRD band (cf. section 4.1). The antenna was mounted highly exposed in a height of 140m. The measurement shows that significant parts of the spectrum are occupied. A zoomed version of this figure is available in [11]. It shows that especially some frequency bands are occupied by potentially hundreds of signals. In addition, it can be expected that the interference will further grow in the future, as more and more systems are using wireless transmission.
For modelling the traffic the model of Haenggi and Ganti has been used [12]. It models from various radio nodes with distinct Poisson-arrival rates, which is a good approximation in case of many independent interferers. This model has been extended by a path-loss model, which is required to model the effects on different antenna configurations and heights. Furthermore, four different interferer types have been defined to model the effects of different interfering systems. 
[bookmark: _Ref493056186]Table 1: Layer defined for the interference model
Layer

Mean Arrival Rate [1/s/km²/MHz]
Power [dBm]

Bandwidth [kHz]

Length [ms]

1
0.8
10
200
5
2
0.15
10
20
5
3
0.04
10
10
100
4
0.01
10
1,000
30


Table 1 lists the defined layers. They define interferes of different bandwidth and different length. The arrival rate between these interferers differs. However, the sum arrival rate is one. This means, that we can expect one interferer per second per km² per MHz. This means, if we have a cell size of 1km² and a system bandwidth of 1 MHz, we can expect a mean value of one interfering signal per second. The signal level of this interferer than depends on the distance of the interferer to the receiver as well as the used propagation model (cf. section 4.2), while the position of the interferer within the cell is randomly distributed. Details are given in [11].
In order to model different interferer densities, additional multiplication factors have been defined. Table 2 shows the defined classes. The classes scale the mean arrival rate to model different scenarios. Figure 4 shows example realizations for the classes “Low” and “Dense” assuming the outdoor urban propagation model in addition to an antenna height of 140m. The resulting interference for the class “Dense” in addition to the use propagation model can be considered as worst case assumption. The playground of 2 MHz and 2s contains approx. 50,000 interferer signals, which is mainly caused by the highly exposed antennas that were assume within the simulation.

[bookmark: _Ref493056664]Table 2: Multiplication factors for different interference classes
Class
Mean Arrival Rate over all layers  [1/s/km²/MHz]
None
0
Low
1
Medium
10
Dense
50
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[bookmark: _Ref493056923]Figure 4: Example realizations for the interference class Low (top) and Dense (bottom). Both realizations assume an antenna height of 140m in addition to the propagation model urban outdoor.
[bookmark: _Toc497476934]4.4 Number of Active Users
The available frequency spectrum is highly limited. Therefore, a significant performance criterion is the number of users a system is able to support in a given configuration. This value is reflected by the number of active users. The original discussions can be found in [13].
In order to derive suitable numbers for the usage in different areas, the population densities in different areas of the world were considered. Table 3 shows the population densities for selected area of the world.

[bookmark: _Ref492464822]Table 3: Population density in different areas of the world (Source: Wikipedia)
Region
Population Density (1/km²)
Paris
21,000
Paris (metropolitan area)
722
London
5,518
London (metropolitan area)
1,655
Berlin
4,000
Atlanta (metropolitan area)
255
Germany
227
France
116
USA
35
Kansas
13.5



For obtaining an indication of the usage, we will assume that on average each person is equipped with 10 LPWAN devices. Furthermore, each of these devices shows an average activity of one transmission per hour. This results in  transmissions per second. If we combine the population density of the selected areas with the assumed transmissions per second per user we obtain the mean arrival rate , i.e. the average number of packets that are transmitted per second per km². Table 4 shows the resulting arrival rates for selected areas of the world. In addition, it shows the mean arrival rate if a base-station covers an area with a radius of 1 and 10km, respectively. It becomes obvious that the mean rate may reach values of 60 packets per second per km² in selected areas of the world. 

[bookmark: _Ref492465457]Table 4: Resulting arrival rates in selected areas of the world
Area
Mean Arrival 
Rate [1/s/km²]
1km-Raduis Mean Arrival Rate [1/s]
10km-Radius Mean Arrival Rate  [1/s]
Paris
58.3
183
18,325
Paris (m.a.)
2.0
6.3
630
London
15.3
48
4,815
London (m.a.)
4.6
14.4
1,444
Berlin
11.1
34.9
3,490
Atlanta (m.a.)
0.71
2.2
223
Germany
0.63
2.0
198
France
0.32
1.0
101
USA
0.097
0.31
31
Kansas
0.038
0.12
12



The group agreed to compress this list into a set of four different classes that defines the arrival rates. Table 5 shows the classes and the mean arrival rate per second per km². The classes low and medium model rural areas, the class high models urban areas, and the class very high models densely populated urban areas.

[bookmark: _Ref492467281]Table 5: Classes defining the number of active interfering users

Class
Mean Arrival Rate λ‘ [1/s/km²]
Low
0.1
Medium
1
High
10
Very high
50



For simplifying the modelling, we assume that the activity of the nodes is mutually independent.
This again allows the modelling using a Poisson arrival process [12]. Such an assumption will be valid for ALOHA systems. However, this will not hold in fully coordinated networks, for which more sophisticated models have to be defined.
For MAC simulations that are only focusing on the arrival rate λ, the value is obtained by multiplying the cell size area with the rate .
Sophisticated PHY simulations have to follow a different approach, as e.g. the received signal field strength of the other interfering users is an important parameter. The exact procedure is highly similar to the interference model described in section 4.3. Details are given in [13].

[bookmark: _Toc497476935]
5 Use-Case Evaluation Process
The main task of the IG LPWA is the identification of use-cases for LPWAN that are not fully covered by existing IEEE standards. The IG LPWA agreed on a three step evaluation as shown in Figure 5.
The first step is the suitability analysis. This step analysis whether existing IEEE standards are able to cover specific use-cases completely, and a new LPWAN standard would not provide any benefit. These use-cases can then be excluded for the further evaluation process. Furthermore, this step also analysis whether technology options (e.g. modulation schemes) exist that are able to cover the use-cases. If use-cases cannot be covered, they are excluded as well.
Use-cases that may offer potential for improvement using a new LPWAN standard are analyzed in the qualitative evaluation. This especially considers the dependency between the different candidate technologies as well as deployment scenarios. As an example, the network type (e.g. mesh or start) highly impacts the height of the base-station antennas, which again has impact on the expected interference levels, and thus on the suitable modulation schemes.
In the last step, the potential of a new LPWAN standard are analyzed quantitatively, which is only possible and useful for selected technologies.



[bookmark: _Ref493052779]Figure 5: Analysis of different candidate technologies and IEEE standards
For the evaluation process the IG LPWA identified different parameters that characterize the different use-cases. This parameter list is given in Table 6. These parameters cover the channel model, the interference type, but also the battery type to give indication for its use. The use-cases with the parameters agreed in the IG LPWA are listed in [3]. 

[bookmark: _Ref492548223]Table 6: Parameters used for the suitability evaluation

Parameter Name
Description
Parameter Set
Channel Model
This parameter defines the assumed channel model for the specific use-case (see section 4.2)
Indoor, Outdoor Rural, Outdoor Urban
Interference Model
This parameter considers the interference from other systems operated in license exempt frequency bands (see section 4.3)
Dense, Medium, Low, None
Active Interfering Users
This parameter considers the intra-system interference, i.e. the interference from other users using the same system (see section 4.4)
Very high, High, Medium, Low
Communication Mode
This parameter defines whether the payload communication is uni- or bi-directional
Uplink, Uplink/Downlink, Uplink/Broadcast Downlink
Data Period
Type and frequency of the  payload data transmission
Occasionally, less than 1/day; Occasionally 1/day; Occasionally 1/hour; Occasionally, more than 1/hour; 
Periodically 1/day; 
Periodically 1/hour; 
Periodically, more than 1/hour
Data Length
Number of bytes that form one transmission
<=16bytes; <=64bytes;
<=256bytes; >256bytes
Availability
The minimum required probability of a successful transmission
Best effort (> 90%),
Medium (>99%), High (>99.9%)
Latency
Maximum acceptable latency for a given use-case
<0.25s; <1s; <10s; <1min;
<10min; <60min; <1day
LPWAN Localization Precision
Required localization using only the LPWAN signal (no GPS), e.g. for indoor localization
<10m; <100m; Not required
Typical Power Supply
Typical power supply of the node to estimate overall lifetime and max. transmit power
CR2025; 2xAA; Energy Harvesting; External
Frequency Regulation
Considers potential limitations due to frequency regulation, e.g. duty cycle
NA; ETSI; FCC; ETSI/FCC
Cell Radius
Required size of the network cell
<1km; <5km; <10km; <50km; >50km
Data Security
Required type of data security, encryption is required in all cases
Layer-2; Layer-3; End-to-end; Secure Authentication
Node Velocity
Max. speed of the sensor-nodes (static configuration use 3 km/h to model movements in the environment)
3 km/h; 30 km/h; 120 km/h



[bookmark: _Toc497476936]6 Analysis of Existing IEEE Standards / Candidate Technologies
The development of a new standard or amendment is only useful if the intended use-cases are not sufficiently covered by existing IEEE standards. Furthermore, there have to be significant prospects that a significant gain with respect to the existing standards can be achieved.

[bookmark: _Toc497476937]6.1 Suitability of Candidate Technologies
The purpose of this section is to show that there is at least one technology option that is able to support the specific use-case. This gives an indication whether it is possible to support the different use-cases by defining a new LPWAN standard.
Modulation
In [14] different modulation schemes have been evaluated with respect to their suitability for LPWAN. The list of evaluation schemes includes OFDM (Orthogonal Frequency Division Multiplexing), CDMA (Code Division Multiple Access), DSSS (Direct Sequence Spread Spectrum), FCSS (Frequency Chirp Spread Spectrum), FHSS (Frequency Hopping Spread Spectrum), non-coherent and coherent narrow-band modulation.
According to the discussions within the IG LPWA, the following suitability evaluation parameters defined in Table 6 impact the modulation: Channel Model, Interference Model, Active Interfering Users, Frequency Regulation, LPWAN Localization Precession, Power Supply, Cell Radius, and Node Velocity.
The evaluation against the different use-cases [15] shows that all use-cases defined in chapter 3 are supported by at least one modulation scheme. The most suitable schemes are OFDM and FHSS. The schemes CDMA, DSSS, FCSS, and pure narrow-band modulation are only suitable for a limited number of use-cases. The reason is mainly the limited robustness with respect to strong interference and many active users, which especially occur in large network cells employing license exempt frequency bands. This gets even worse due to the very low bit-rates in addition to spreading, which leads to a very large spectral footprint of several seconds and a bandwidth of several kHz. Hence, the probability that the signal is hit by a strong interferer is very high. This is somehow surprising as most proprietary LPWAN systems exactly base on these modulation schemes. Therefore, it can be expected that the performance of such systems will significantly degrade over time when the number of users in these bands will further increase.
Forward Error Correction
Document [16] shows the LPWAN suitability evaluation of potential forward error correction (FEC) schemes. The list of evaluated schemes includes the use of uncoded transmission, Reed Solomon or BCH-Codes, Convolutional Codes, Turbo Codes, LDPC Codes, and Polar Codes.
According to the discussions within the IG LPWA, the following suitability evaluation parameters defined in Table 6 impact the FEC: Channel Model, Interference Model, Active Interfering Users, Frequency Regulation, Availability, Data Length, Power Supply, Cell Radius, and Node Velocity.
The evaluation against the use-cases [17] shows that all use-cases defined in chapter 3 are supported by at least one scheme. Generally, un-coded transmission does not support any use-case. This is mainly caused by the high signal-to-noise ratio required for error free decoding and the high sensitivity with respect to any kind of interference that especially occurs in large network cells. State-of-the-art iterative codes such as Turbo Codes offer a high performance. These codes can be encoded with relatively low complexity. However, the iterative decoding leads to significant complexity, and hence, they are not suitable for applications with strict power limitations. Additionally, due to the iterative processing, these codes are not suited for short block lengths of few bytes. For short block length classical convolutional codes are an interesting alternative. They also work closely to the theoretical bounds for short block length and have an acceptable decoding complexity.
Medium Access Control (MAC)
The evaluation of potential Medium Access Control (MAC) schemes is presented in document [18]. The list of evaluated MAC schemes includes ALOHA, Slotted ALOHA, Carrier Sense Multiple Access (CSMA), and a fully coordinated network, e.g. by means of beacons.
The evaluation against the use-cases shows that some use-cases are not covered by any of the evaluated schemes [19]. Practically all schemes suffer from strong interference and a high number of active users. Furthermore, also mechanisms as CSMA will not sufficiently work in large network cells due to the hidden node problem. In addition, also coordinated networks, e.g. by means of beacons, may suffer from strong interference of other systems operated in license exempt frequency bands. In order to further evaluate this problem, detailed simulations are presented in section 6.4.
Connectivity
Document [20] shows the connectivity evaluation and document [21] the evaluation against the use-cases. Analyzed schemes were transparent transmission, un-compressed IPv6, IPv6 with SCHC (Static Context Header Compression), and IPv6 with RFC 6282 header compression.
Again all use-cases are covered by at least one candidate scheme. However, the use of un-compressed IPv6 transmission practically does not work for transmission schemes that only offer few payload bytes per packet. In addition, the resulting overhead will lead to very high energy consumption. Using SCHC the IPv6 overhead can be highly reduced, which allows a limited IP connectivity even for tiny devices. RFC 6282 based header compression offers a higher degree of flexibility, but the resulting overhead is not supported by schemes that offer a payload length of 16 bytes or less.
Network Topologies
Document [22] shows the agreed evaluation of possible network topologies. Analyzed topologies were star, extended star, device to device, base-station assisted device to device, unsynchronized mesh, and synchronized mesh. Document [23] shows the suitability evaluation with respect to the use-cases. All use-cases defined in chapter 3 are covered by at least one network topology.


Privacy and Encryption
The IG LPWA intensively discussed the requirements of privacy and encryption for LPWAN. The group has consensus that encryption is required for all applications. The group also discussed input coming from the Privacy Recommendation EC Study Group [24]. Privacy may be very significant for LPWAN due to the long range transmission. Monitoring the data transmission of light switches equipped with LPWAN may indicate whether the residents are at home or not, even if the actual payload data is encrypted and thus cannot be decoded. Therefore, privacy by design should be considered seriously for a new LPWAN standard.
An additional issue of LPWAN is the key exchange. First, the transmission of long public keys may lead to a very significant overhead in case of many LPWAN applications. Second, such key exchange may not be possible in case of uni-directional LPWAN devices.
The IG LPWA did not list any candidate technologies to cover the aforementioned challenges as this was beyond the scope of the group that was mainly focusing on the PHY and MAC layer.


In summary, all defined use-cases may be covered by at least one technology options. Therefore, no use-case has to be excluded from the list. 


[bookmark: _Toc497476938]6.2 Suitability Analysis of Existing IEEE Standards
This section presents the suitability analysis of existing IEEE standards. The aim is the identification of use-cases that are perfectly covered by these systems. Thus, a new LPWAN standard would not be able cover these use-cases more efficiently, and these use-cases do not have to be further considered for the evaluation process.
Two IEEE standards were identified that may are able to cover the identified use-cases. These are IEEE 802.11ah, and IEEE 802.15.4.
IEEE 802.11ah
The standards defined by IEEE 802.11 are mainly focusing on higher payload bit-rates in the license exempt frequency bands above 1 GHz. Due to the high payload bit-rate these systems are only intended for local coverage of typically significantly less than 1km. Therefore, they miss the intended LPWAN sensitivity of -140dBm by decades.

Recently the development of IEEE 802.11ah has been completed. This amendment is focusing on battery driven IoT applications and has been optimized for very low energy consumption. Additionally, it operates in the sub-GHz frequency bands and is thus able to exploit the good propagation conditions of sub-GHz bands.
The detailed suitability analysis and the use-case evaluation of IEEE 802.11ah are shown in documents [25], [26]. The suitability evaluation using the parameters defined in Table 6 shows that IEEE 802.11ah fulfills almost all parameters completely. However, there are two main exceptions, i.e. the cell size and the frequency regulation.
Due to the relatively high payload bit-rate, the sensitivity requirement for the most robust mode is -98dBm. The current frequency regulation in Europe limits the maximum transmit power to 25mW ERP. Hence, IEEE 802.11ah is only able to support the cell size parameter set <1km. The use of mesh may be possible, but would require a very high amount of devices to cover large cells. Furthermore, European regulation limits the duty cycle to 0.1% and 1%, or approx. 2.7% if polite spectrum access is used (cf. section 4.1). However, as the amount of data for these use-cases is limited, IEEE 802.11ah would be able to support these use-cases from the duty cycle perspective. As IEEE 802.11ah is not intended for licensed spectrum, use-cases assuming licensed spectrum are not supported.
In summary, the suitability evaluation indicates that IEEE 802.11ah is suited for the defined LPWAN use-cases focusing on indoor applications. However, it is not suited for the defined outdoor use-cases, as IEEE 802.11ah has not been designed for big cell sizes. Table 7 shows the suitability of IEEE 802.11ah for the different use-cases.

[bookmark: _Ref492551272]Table 7: Suitability evaluation for IEEE 802.11ah, a new LPWAN standard would not be able to cover the listed use-cases more efficientlyDomain
Covered Use-Cases
Agriculture and Environmental

Consumer/Medical
Assisted Living
Industrial
Asset Tracking, Industrial Production Monitoring
Infrastructure

Logistics

Smart Building
Access Control, Alarms and Security, Light Switch, Smoke Detectors, Water Pipe Leakage Monitoring
Smart City

	


IEEE 802.15.4
Document [27] gives a comprehensive overview of the capabilities of IEEE 802.15.4. Unlike IEEE 802.11, it also offers also lower bit-rates. Therefore, IEEE 802.15.4 is also able to support data transmission over significantly higher distances than IEEE 802.11. Only very low bit-rates are limited due to FCC regulation [28]. In addition, mesh topologies can be used for further increased network cell sizes. Furthermore, 802.15.4 offers low complexity and is therefore perfectly suited for battery driven applications. The available modulation schemes also cover spreading technologies, making it ideal for precise localization.
As a result, IEEE 802.15.4 is able to perfectly cover the same use-cases as IEEE 802.11. Furthermore, it is able to perfectly cover some of the long-range use-cases with long range. Room for further improvement is only left in case of long-range transmission with significant interference levels. Therefore, use-cases with these characteristics will be further analyzed in the following sections.

Table 8: Suitability evaluation of IEEE 802.15.4a new LPWAN standard would not be able to cover the listed use-cases more efficientlyDomain
Covered Use-Cases
Agriculture and Environmental
Cattle Monitoring, Field Monitoring
Consumer/Medical
Assisted Living
Industrial
Asset Tracking, Industrial Production Monitoring
Infrastructure

Logistics

Smart Building
Access Control, Alarms and Security, Light Switch, Smoke Detectors, Water Pipe Leakage Monitoring
Smart City





Remaining Use-Cases
IEEE 802.11ah and 802.15.4 are already able to perfectly cover many of the LPWAN use-cases listed in Table 6. Therefore, all use-cases where no improvement from a new LPWAN standard can be expected are removed from the following considerations. The remaining use-cases that may offer optimization potential by means of a new LPWAN standard are listed in Table 9. These use-cases all require large cell sizes and suffer from strong interference. The next section will qualitatively analyze the potential improvement using a new LPWAN standard.

[bookmark: _Ref492858818]Table 9: Remaining use-cases that may offer potential for a new LPWAN standard after the suitability analyses
Domain
Remaining Use-Cases for Further Evaluation
Agriculture and Environmental

Consumer/Medical
Pet Tracking
Industrial
Industrial Plant Condition Monitoring
Infrastructure
Pipeline Monitoring – Terrestrial, Smart Grid - Fault Monitoring, Smart Grid - Load Control, Automated Meter Reading, Structural Health Monitoring
Logistics
Global Tracking, Fast Asset Tracking
Smart Building

Smart City
Public Lighting, Smart Parking, Vending Machines – general, Vending Machines - Point of Sale, Waste Management







[bookmark: _Toc497476939]6.3 Qualitative Evaluation of Candidate Technologies
Document [29] lists the results of the qualitative evaluation of candidate technologies. The qualitative evaluation analyzed which combinations of the presented candidate technologies are able to fulfill the remaining use-cases in an optimal way. The combinations of candidate technologies were then compared to the existing IEEE 802.15.4 standard.
The analyses indicated that different use-cases, e.g. in the area of logistics, are already covered by the existing IEEE 802.15.4 specifications. An additional gain by means of a new LPWAN specification can therefore not be expected. 
Also all use-cases with licensed frequency bands are already covered by the existing IEEE 802.15.4 specification. As the 0.4s FCC limitation does not apply, very low bit-rates are already possible. Additionally, some use-cases are not suitable for LPWAN, e.g. Vending Machines – Point of Sale. The amount of data for payment verification is so high that LPWAN systems are not suitable for this use-case.
The remaining use-cases with potential for a new LPWAN standard are listed in Table 10. These use-cases have the following communalities:
· Operated in license exempt frequency bands with high interference
· Use of very low payload bit-rates to achieve a high link budget
· Data packets may violate the 0.4s FCC requirement due to the low bit-rates
· Communication is mainly focusing on the uplink, ALOHA is typical the MAC scheme

The following quantitative evaluation will not concentrate on the achievable gain for LPWAN systems operated with low bit-rates in highly interfered channels.

[bookmark: _Ref497403501]Table 10: Remaining use-cases where a new LPWAN standard may be able to offer performance improvements after the qualitative analysesDomain
Use-Case
Agriculture and Environmental

Consumer/Medical
Pet Tracking
Industrial

Infrastructure
Smart Grid - Fault Monitoring, Smart Grid – LPWAN Extension, Automated Meter Reading, Structural Health Monitoring
Logistics

Smart Building

Smart City
Smart Parking, Vending Machines – general, Waste Management




[bookmark: _Toc497476940]6.4 Quantitative Evaluation of Candidate Technologies
The previous sections have shown that most use-cases are already covered by existing IEEE 802 standards. However, the analyses also indicate potential for low bit-rates in interfered channels. First, the FCC regulation limits the transmit duration to 0.4s, which practically requires the use of frequency hopping to achieve these low payload bit-rates. Second, interference is especially critical for low payload bit-rates. Low bit-rates result in long transmit durations, which increase the probability that the signal gets affected by an interferer. Additionally, low payload bit-rates can be received with very low reception levels. Unfortunately, this makes them invisible to other systems using collision avoidance schemes such as carrier sensing. Document [30] shows detailed simulated results on the impact of interference. Here we will only discuss the most important findings.
Figure 6 shows the performance of an uncoded transmission with coherent decoding and without forward error correction in the AWGN channel as a function of the payload bit-rate. The results clearly indicate the gain of using lower payload bit-rates.  A payload bit-rate reduction by a factor of 10 leads to a sensitivity gain of 10 dB when all other parameters are kept unchanged. This is in accordance to the theoretical calculations presented in Section 2.
However, this changes when interference comes into play. Figure 7 shows the same simulation, but in a highly interfered channel. Reducing the payload bit-rate does not provide the expected gain. The reason is the significantly increased transmit duration, which drastically increases the probability that a packet gets hit by a strong interferer. Consequently, reducing the payload bit-rate to low values does not provide benefits.
Document [30]  furthermore analyses the impact of a Forward Error Correction (FEC). The analyses show that the FEC only provides a marginal gain. The reason for this behavior is obvious: The interferer typically destroy a significant part of the transmission, which cannot be compensated by the FEC.
In order to fulfill the 0.4s FCC requirement one could use frequency hopping without FEC. In this case one packet is split into several fragments, which are then transmitted on different channels. At the receiver side a packet is received successfully when all its fragments can be decoded without errors. However, the chance that one fragment gets hit by an interferer is much higher compared to the non-hopping case. This finally results in an inacceptable performance.
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[bookmark: _Ref497405819]Figure 6: Packet Error Rate (PER) as a function of the reception level PRX and the payload bit-rate in the AWGN channel (no interference) and without forward correction
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[bookmark: _Ref497406214]Figure 7: Packet Error Rate (PER) as a function of the reception level PRX and the payload bit-rate in a highly interfered channel (interference class “Dense”) without forward error correction



The results dramatically change when FEC coding in addition to FHSS is used. The dotted lines in Figure 8 show simulation results for FHSS with coding. The assumed FEC code is a Reed Solomon Code with code-rate ½, which is able to correct 16 randomly placed byte errors within a total packet length of 64 bytes. The symbol rate is set 10 kbit/s ([30] also provides results for other rates). It is clearly visible that FHSS in addition to coding significantly outperforms the non-FHSS schemes. In case of the interference model “Dense” (a=50), the results show a gain of more than 20dB for a PER of 1% compared to the uncoded and non-hopping case. Assuming the Outdoor Urban channel model [8], the gain relates to a five times higher distance between transmitter and receiver, without increasing the transmit power. Additionally, the gain for the interference scenario “Medium” (a=10) is still very significant. 
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[bookmark: _Ref497407854]Figure 8: Simulation results for different configurations with and without forward error correction and frequency hopping. The colors indicate the different interference classes “Dense” (red, a=50), “Medium” (purple, a=10), “Low” (cyan, a=1), and “None” (black).
We also have to take into consideration the upcoming roll-out of IEEE 802.11ah. This will most likely result in a significant increase of the interference in the license exempt sub-GHz bands. Hence, there may be even higher interference levels than “Dense”, which may significant affect the performance of low-rate systems operated also in these bands. Additionally, IEEE 802.11ah devices will not be able to reliably detect low bit-rate transmissions, as the field strength may be too low for proper detection.





[bookmark: _Toc497476941]6.5 Evaluation Summary
The presented analyses have shown that IEEE 802.15.4 and IEEE 802.11 perfectly cover many of the regarded use-cases, and no gain developing a new LPWAN standard can be expected. 
The only exceptions are the use-cases that operate in license exempt frequency bands with low payload bit-rates. The two main issues are:
1. The FCC limits the maximum transmit duration on a single channel to 0.4s. Hence, very low payload bit-rates cannot be efficiently achieved in license exempt frequency bands.
2. Low payload bit-rates result in long transmit durations of single packets. Hence, the probability to be disturbed by interferers becomes very high.

For these use-cases, a new LPWAN system utilizing Frequency Hopping Spread Spectrum (FHSS) would be able to provide a significant gain. This gain can be in the order of more than 20dB, which allows increasing the distance between transmitter and receiver by a factor of five without increasing the transmit power.
All other layers of the IEEE 802.15.4 standard can remain untouched, as IEEE 802.15.4 fulfills almost all requirements of a powerful LPWAN system.

[bookmark: _Toc497476942]
7 Summary and Recommendation for Future WG Activities
The analyses in the previous sections have shown that the IEEE 802.15.4 standard already offers all building blocks for a powerful LPWAN standard. Furthermore, this standard can be hardly improved for medium to high bit-rates, or if operated in licensed frequency bands. Though, for very low payload bit-rates in license exempt frequency bands a significant performance gain can be expected by mean of Frequency Hopping Spread Spectrum (FHSS). In case of FHSS the payload data of one packet is jointly Forward Error Correction (FEC) encoded. The jointly encoded data is then split into multiple fragments, which are then transmitted on different channels. If only few fragments are lost, the missing data can be recovered by means of the FEC. 
However, FHSS is currently not supported by IEEE 802.15.4, while all building blocks already specified. IEEE 802.15.4 offers the modulation scheme MSK (Minimum Shift Keying), which allows for coherent decoding. Furthermore, it offers powerful convolutional codes in addition to fragmentation. The only missing element is the correct order of the building blocks to create a powerful LPWAN standard that is able to outperform existing proprietary standards.

The Interest Group LPWA therefore recommends amending the existing IEEE 802.15.4 standard and to create a Study Group to develop a PAR and CSD with highly limited scope. The focus should be on changing the position of the FEC encoder in the transmitter. This would allow the use of FHSS, and hence, a very significant gain for low bit-rate communication. Furthermore, no new modulation schemes should be introduced, and all modifications should be realizable with existing silicon. Additionally, modifications to the MAC should be limited to modifications that are required to support FHSS.

The proposed approach offers the possibility to create a very powerful low bit-rate LPWAN standard based on IEEE 802.15.4 technology working closely to the theoretical limits. This gives potential for new markets that are not yet covered by IEEE standards. Furthermore, the limited modifications in addition to the low payload bit-rates may allow the implementation of the required features in software only, without any need to upgrade the hardware. This would enable network operators to integrate additional LPWAN functionality in already shipped devices by means of software updates. 
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