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1. One
1.1 two

1.2 MAC commands

This clause defines the MAC command identifier (ID), MAC command Content field and relevant MAC header fields.  
The MAC command identifiers or IDs are listed in Table 1.

Table 1—MAC commands

	Command ID
	Command name
	sub-clause

	0
	Reserved
	

	1
	Discovery Request
	

	2
	Discovery Response
	

	3
	Peering Request
	

	4
	Peering Response
	

	5
	De-peering Notification
	

	6
	RE Request
	

	7
	RE Response
	

	8
	Public Key Request
	

	9
	Public Key Response
	

	8 − 255
	Reserved
	−


1.2.1 Discovery  Request command

This command shall be sent by a PD in response to a MLME-DISCOVERY.request primitive in order to obtain the discovery information of other PDs.  

1.2.1.1 Relevant MHR fields

The DAM field shall be set to either MAC address or multicast address. The SAM field shall be set to MAC address. The AR/SNS field shall be set to immediate acknowledgment. The SEC field shall be set to 1. The Destination address field shall contain the MAC address of the Responder PD or multicast address of a PAC group. The Source address field shall contain the MAC address of the Requestor PD. The Cyclic-superframe descriptor IE field shall be set to the CyclicSuperframeStructure parameter of the MLME-DISCOVERY.request primitive.
1.2.1.2 Relevant MAC payload fields

The Content field shall be formatted as illustrated in Figure x
	Bit: 0
	1-7

	Receiver on when idle
	Reserved


Figure x Proposed Discovery Request command Content field format
The Receiver on when idle field shall be set to one if the device does not disable its receiver to conserve power during idle periods.

1.2.2 Discovery Response command
This command shall be sent by the Responder PD(s) in response to a MLME-DISCOVERY.response service primitive in order to send the requested discovery information to the Requestor PD.

1.2.2.1 Relevant MHR fields

The DAM field shall be set to MAC address. The SAM field shall be set to MAC address. The AR/SNS field shall be set immediate acknowledgment. The Destination address field shall contain the MAC address of the Requestor PD. The Source address field shall contain the MAC address of the Responder PD. The Cyclic-superframe descriptor IE field shall be set to the CyclicSuperframeStructure parameter of the MLME-DISCOVERY.response primitive.
The Content field shall be formatted as illustrated in Figure x.

	Octets: 1
	Octets: 21

	  Status
	Discovery information


Figure 1—Discovered information response command Content field format

The values of the Status field are defined in Table x.

Table 2—Discovered status field values

	Discovery status value
	Description

	0
	Success

	1
	 Denied

	2 ─ 255
	Reserved


The Number of discovery information blocks field contains the number of PDs’ discovery information in the command frame.   

The Discovery information field contains the discovery information of a PD as defined in Table 3 if the Status field is Sucess. If the Status fiels is Denied, the Discovery information field shall be empty. 
The discovery information shall be transmitted in the order illustrated in Figure x, where the MAC address is transmitted first followed by the Group ID and Application ID fields. 

[image: image1.emf]MAC address Group ID Application ID

Transmission order


Figure x – Transmission order of discovery information

For every field in the Discovery information, the bit transmission order shall be performed from the left most octet (LMO) in the field to the right most octet (RMO) in the field, and inside an octet from the least significant bit (LSB) to the most significant bit (MSB) as illustrated in Figure x. 
As example, Figure x shows the bit transmission order of the MAC address: AC-DE-48-23-45-67 (hexadecimal format).

                                                                                 Bit transmission order (per raw)


	
	0x
	MSB                   LSB

	LMO Octet 1
	AC
	1  0  1  0  1  1  0  0

	Octet 2
	DE
	1  1  0  1  1  1  1  0

	Octet 3
	48
	0  1  0  0  1  0  0  0

	Octet 4
	23
	0  0  1  0  0  0  1  1

	Octet 5
	45
	0  1  0  0  0  1  0  1

	RMO Octet 6
	67
	0  1  1  0  0  1  1  1



[image: image2.emf]00110101 01111011 00010010 11000100 10100010 11100110

Bit transmission order


Figure x — Discovery information transmission order

1.2.3 Peering Request command

This command shall be sent by a requestor PD that request to peer with another PD and in response to MLME-PEERING.request primitive.
1.2.3.1 Relevant MHR fields 

The DAM field shall be set to either MAC address, in case of one-to-one peering, or broadcast, in case of one-to-many peering. The SAM field shall be set to MAC address. The AR/SNS field shall be set to immediate acknowledgment, in case of one-to-one peering, and 00 in case of one-to-many peering. The SEC field shall be set to one if the Requestor PD has the public key of Responder PD or targeted PDs; otherwise, it shall be set to 0. The Destination address field shall contain the MAC address of the Responder PD in case of one-to-one peering or shall be empty in case of one-to-many peering. The Source address field shall contain the MAC address of the Requestor PD. The Cyclic-superframe descriptor IE field shall be set to the CyclicSuperframeStructure parameter of the MLME-PEERING.request primitive.

1.2.3.2 Relevant MAC payload fields
The Content field shall be formatted as illustrated in Figure x.
	Bit: 0
	1
	2
	3
	4
	5
	Octets: 2
	Octets: 0/13

	Reserved
	PHY security support
	List of PDs  present
	App ID present
	New channel page
	Frame pending
	Group ID
	Application ID


	Bit: 0-3
	4-7
	Octets: 1

	Octets: variable
	Octets: 0/variable

	Channel page
	Channel number
	Elliptic Curve
	Key Descriptor
	List of PDs  discovery information


Figure 1 —Content field of the Peering Request command frame
The PHY security support field shall be set to one if the PD supports PHY layer security; otherwise, it shall be set to zero. 
The List of PDs present field shall be set to one if there is a list of PD MAC addresses; otherwise, it shall be set to zero. 
The App ID present field shall be set to one if the Application ID field is present; otherwise, it shall be set to zero. 
The new channel page field shall be set to one if the requestor PD requests to peer in a new channel page, and to zero otherwise. 
The Frame pending field shall be set to one if another Peering Request command frame follows with more PD MAC addresses; otherwise, it shall be set to zero. 
The Group ID field shall contain the desired Group ID of the Responder PD to join. 
The Application ID field shall contain the desired Application ID of the Responder PD to join if the App ID present field is set to one; otherwise, the Application ID field shall be empty. 
The channel page field shall contain a new requested channel page if the New channel page field is set to one; otherwise the Channel page field shall contain 0xf. 
The Channel number field shall contain a new requested channel number either in the current channel page (New channel page is set to zero) or in a new requested channel page (New channel page is set to one). If there is no need to request a new channel number, the Channel number field shall contain 0xf.
The Elliptic Curve field shall contain the standard elliptic curve used to derive the public key.
The Key Descriptor field shall contain the key drecriptor parameters as described in X. 
The List of PDs MAC addresses field shall contain a list of targeted PDs MAC addresses if the List of PDs present field is set to one. Otherwise, such field shall be empty.

1.2.4 Peering Response command

The Peering Response command frame reports the result of a peering attempt, back to the requestor PD. It shall be sent by the Responder PD’s MLME after receiving the MLME-PEERING.reponse primitive.
1.2.4.1 Relevant MHR fields

The DAM field shall be set to MAC address. The SAM field shall be set to MAC address. The AR/SNS field shall be set to immediate acknowledgment. The SEC field shall be set to one if the Responder PD has the public key of Requestor PD; otherwise, it shall be set to 0. The Destination address field shall contain the MAC address of the Requestor PD. The Source address field shall contain the MAC address of the Responder PD. The Cyclic-superframe descriptor IE field shall be set to the CyclicSuperframeStructure parameter of the MLME-PEERING.response primitive.
1.2.4.2 Relevant MAC payload fields

The   Content field shall be formatted as illustrated in Figure x.

	Bits: 0 - 2
	3
	4
	 5 - 8 
	9 - 15
	Octets: 0/2

	Status
	PHY security support
	Multicast address present
	Channel number
	Reserved
	Multicast group address


	Octets: 1
	Octets: variable

	Elliptic Curve
	Key Descriptor


— Content field of the Response command frame
The values of the Status field shall be defined in Table x.

 — Status field values

	Peering status value
	Description

	0
	Success

	1
	PAC Group at capacity

	2
	Access denied

	3
	 Request of new channel number in the current channel page denied

	4
	Request of new channel page denied

	5
	Request of new channel number in a new channel page denied

	6 - 8
	Reserved


The status value of 0 indicates the peering request is granted. The status value of 1 indicates the responder PD does not have more resources for a new communication link. The status value of 2 indicates the responder PD rejects the request for peering. The status value of 3 indicates the request for using a new channel number in the current channel page is denied. The status value of 4 indicates the request for using a new channel page is denied. The status value of 5 indicates the request for using a new channel number in a new channel page is denied.  
If the request for peering is granted and it includes a new channel page/number, the requestor PD shall send the immediate acknowledgment in the current channel page/number and shall use the new granted channel page/number for subsequent frames to the responder PD or PAC group.
The PHY security support field shall be set to one if the responder PD supports PHY layer security; otherwise, it shall be set to zero.
The Multicast address present field shall be set to one if there is a multicast address in the Multicast group address field; otherwise, it shall be set to zero.

The Channel number field shall contain an available channel number of the responder PD if the Status field value is either 3 or 5. If there is no an available channel number in the responder PD, the Channel number field shall be set to 0xf. The intention of this field is to help the requestor PD to identify an available channel number in the responder PD.

The Multicast group address field shall contain the multicast address of the requested Group ID or Application ID if available. In case of the Multicast address present field is set to zero, this field shall be empty.
The Elliptic Curve field shall contain the standard elliptic curve used to derive the public key.

The Key Descriptor field shall contain the key drecriptor parameters as described in X. 

1.2.5  De-peering Notification command

The De-peering Notification command frame shall be sent as result of the issue of MLME-DE-PEERING.request primitive by a requestor PD. 

1.2.5.1 Relevant MHR fields

The DAM field shall be set to either MAC address in case of de-peering from another PD, or multicast address in case of de-peering from a PAC group. The SAM field shall be set to MAC address. The AR/SNS field shall be set to immediate acknowledgment in case of de-peering from another PD or shall be set to 00 in case of de-peering from a PAC group. The SEC field shall be set to one. The Destination address field shall contain the MAC address of the Responder PD in case of de-peering from another PD or shall contain the multicast address of a PAC group in case of de-peering from such PAC group. The Source address field shall contain the MAC address of the Requestor PD. 
1.2.5.2 Relevant MAC payload fields

The Content field shall be empty.
1.2.6  Reassignmen
t command

The Group reassignment command Content field shall be formatted as illustrated in Figure 2.
	– 
	Octets: 2
	 
	 
	 

	 
	Multicast group ID
	 
	 
	 


Figure 2—Reassignment command Content field

 
The Multicast group address field shall contain the multicast group address intended to be used for all future communications.



 
 

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


1.2.7   RE Request command to Scheduler PD
This command shall be sent by a requestor PD to the scheduler PD in order to request for REs in the CFP for communication and in response to MLME-RE.request primitive.
1.2.7.1 Relevant MHR fields
The AR/SNS field shall be set to immediate acknowledgment. The SEC field shall be set to one. The Destination address field shall contain the MAC address of the scheduler PD. The Source address field shall contain the MAC address of the Requestor PD.  
1.2.7.2 Relevant MAC payload fields
The Content field shall be formatted as illustrated in Figure x.

	Octets: 1
	Bits: 0
	1 − 2
	3 − 7
	Octets: 4
	
	

	REs length
	Direction
	Priority
	Reserved
	ResID
	Group ID
	Application ID


Figure 3—Content field of the RE Request command frame
The REs length field shall contain the number of REs in the superframe requested for use in the CFP. 

The RE Direction field shall be set to one if the requested REs are for reception. Conversely, this field shall be set to zero if the REs are for transmission. 
The priority field values are shown in Table x. 
Table x

	Priority field value
	Priority description

	00
	Low

	01
	Normal

	10
	High

	11
	Emergency


The ResID field shall contain the MAC address of the responder PD.  
1.2.8   RE Request command to Responder PD
This command shall be sent by the Scheduler PD to the Responder PD in order to request REs for use in the CFP, and in response to MLME-RE.request primitive.
Relevant MHR field
The DAM field shall be set to either MAC address, or multicast address if the intended destination address is for a PD or PAC group, respectively. The SAM field shall be set to MAC address. The AR/SNS field shall be set to immediate acknowledgment. The SEC field shall be set to one. The Destination address field shall contain ResID field value (MAC address of a Responder PD). The Source address field shall contain the MAC address of the Scheduler PD.  
Relevant MAC payload fields
The   Content field shall be formatted as illustrated in 
	Octets: 1
	Bits: 0
	1 − 2
	3 − 7
	Octets: 4
	
	

	REs length
	Direction
	Priority
	Reserved
	ResID
	Group ID
	Application ID


Figure 3
.
	Octets: 1
	Bits: 0
	1 − 2
	3 − 7
	Octets: 4

	REs length
	Direction
	Priority
	Reserved
	ReqID


Figure 4—RE Request command Content field format

The REs length field shall contain the number of REs in a superframe requested for communication in the CFP. 
The RE Direction field shall be set to one if the requested REs are for reception. Conversely, this field shall be set to zero if the REs are for transmission. 
The priority field values are shown in Table x.     

The ReqID field shall contain the MAC address of the requestor PD.  
1.2.9 RE Response command to Scheduler PD
This command shall be sent by the Responder PD (if such PDs are different), or for every PD in the requested PAC group, to the Scheduler PD. Such command is issued to give the result of a request for REs in the CFP for communication from the Responder PD, and in response to MLME-RE.response primitive.
Relevant MHR fields
The AR/SNS field shall be set to immediate acknowledgment. The SEC field shall be set to one. The Destination address field shall contain the MAC address of the Scheduler PD. The Source address field shall contain the MAC address of the Responder PD.
Relevant MAC payload fields
The Content field shall be formatted as illustrated in 
	Octets: 1
	Bits: 0
	1 − 2
	3 − 7
	Octets: 4
	
	

	REs length
	Direction
	Priority
	Reserved
	ResID
	Group ID
	Application ID


Figure 3
.

	Bits: 0 - 2
	3
	4 - 7
	Octet: 0/1
	Octet: 0/1
	Octet: 0/4

	Status
	Multicast present
	Reserved
	RE length
	RE start index
	Multicast group address


Figure 5—RE Response command Content field format

The Status field shall contain the a value indicated in Table XX
Table XX
	Status  
	Description

	0
	Success

	1
	The length of available REs is less than requested

	2
	PAC Group at capacity

	3
	Access denied

	4
	 Reserved


The status value of 0 indicates the REs allocation request is available. The status value of 1 indicates the responder PD does have available REs but less than the ones requested.  The status value of 2 indicates the Responder PD does not have more resources for a new communication link. The status value of 2 indicates the responder PD rejects the request for REs allocation from the Requestor PD.  
The Multicast present field shall be set to one if there is multicast group address present; otherwise, it shall be set to zero.
The REs length field shall contain the number of REs available, if the Status field value is 0 or 1; otherwise, such field shall be empty.  
The RE start index field shall contain the start index of REs, if the Status field value is 0 or 1; otherwise, such field shall be empty.  

The Multicast group address field shall contain the multicast address of a PAC group, if the Multicast present field shall is set to one; otherwise, such field shall be empty. 
1.2.10 RE Response command to Requestor PD 
This command shall be sent by the Scheduler PD to the requestor PD (if such PDs are different) in order to give the result of a request for REs in the CFP to a Responder PD. Such command is issued in response to the MLME-RE.response primitive in the Scheduler PD.
Relevant MHR fields
The AR/SNS field shall be set to immediate acknowledgment. The SEC field shall be set to one. The Destination address field shall contain the MAC address of the Requestor PD. The Source address field shall contain the MAC address of the Scheduler PD.  
Relevant MAC payload fields
The Content field shall be formatted as illustrated in Figure x.

	Octets: 1
	Octet: 1
	Octet: 1
	Bits: 0
	1
	2 − 4
	5
	6 − 7
	Octets: 0/4

	Link index
	RE length
	RE start index
	Direction
	Multicast present
	Priority
	Length type
	Reserved
	Multicast group address


Figure 6—RE Response command Content field format

The Link index field shall be set by the scheduler PD for identification. 
The REs length field shall contain the number of REs granted in the CFP. 
The RE start index field shall contain the start index of REs. 
The Direction field shall be set to one if the allocated REs are for reception. Conversely, this field shall be set to zero if the allocated REs are for transmission. 
The Multicast present field shall be set to one if there is multicast group address present; otherwise, such field shall be set to zero. 
The priority field values are shown in Table x. 
The Length type field shall be set to one if the requested RE length is the same as the RE length field; otherwise, it shall be set to zero. If the REs length is not enough, the MLME shall issue a REdeallocation 

The Multicast group address field shall contain the multicast address of the requested Group ID or Application ID.
REdeallocation Request command to Scheduler PD
This command shall be sent by the Requestor PD to the Scheduler PD in order to deallocate REs in the CFP, and issued as response to MLME.REdeallocation.request primitive.
1.2.10.1 Relevant MHR fields

The AR/SNS field shall be set to immediate acknowledgment. The SEC field shall be set to one. The Destination address field shall contain the MAC address of the Scheduler PD. The Source address field shall contain the MAC address of the Requestor PD.  

1.2.10.2 Relevant MAC payload fields

The Content field shall be formatted as illustrated in Figure x.
	Octets: 1
	Octet: 1
	Octet: 1
	Octets: 4

	Link index
	RE length
	RE start index
	ResID


Figure x
The Link index field identifies the communication link in the Scheduler PD. 

The REs length field shall contain the number of REs granted in the CFP. 

The RE start index field shall contain the start index of REs. 

The ResID field shall conatin the MAC address of the Responder PD.
REdeallocation Request command to Responder PD
This command shall be sent by the Scheduler PD to the Responder PD in order to deallocate REs in the CFP, and issued as response to MLME.REdeallocation.request primitive.

1.2.10.3 Relevant MHR fields

The AR/SNS field shall be set to immediate acknowledgment. The SEC field shall be set to one. The Destination address field shall contain the MAC address of the Responder PD. The Source address field shall contain the MAC address of the Scheduler PD.  

1.2.10.4 Relevant MAC payload fields

The Content field shall be formatted as illustrated in Figure x.

	Octets: 1
	Octet: 1
	Octet: 1
	Octets: 4

	Link index
	RE length
	RE start index
	ReqID


Figure x

The Link index identifies the communication link in the Scheduler PD.
The REs length field shall contain the number of REs granted in the CFP. 

The RE start index field shall contain the start index of REs. 

The ReqID field shall conatin the MAC address of the Resquestor PD.

1.2.11 


	
	

	
	



1.2.12 Public Key  Request command

This command shall be sent by a PD in response to a MLME-PUBLICKEY.request primitive in order to send a cryptographic public key to another PD or PAC group, and to obtain the public key of such PD or PDs.     
1.2.12.1 Relevant MHR fields

The DAM field shall be set to either MAC address or multicast address. The SAM field shall be set to MAC address. The AR/SNS field shall be set to immediate acknowledgment. The SEC field shall be set to 1. The Destination address field shall contain the MAC address of the Responder PD or multicast address of a PAC group. The Source address field shall contain the MAC address of the Requestor PD.  
1.2.12.2 Relevant MAC payload fields

The Content field shall be formatted as illustrated in Figure x
	Octet: 1
	Octet: variable

	Elliptic Curve
	Key Descriptor


Figure x Content field format of Public Key Request command
The Elliptic Curve field contains the elliptic curve used to generate the PD’s public key. The Key Descriptor field contains the Key Descriptor as defined in XX.
1.2.13 Public Key Response command
This command shall be sent by the Responder PD(s) in response to a MLME-PUBLICKEY.response service primitive in order to send the requested public key to the Requestor PD.

1.2.13.1 Relevant MHR fields

The DAM field shall be set to MAC address. The SAM field shall be set to MAC address. The AR/SNS field shall be set immediate acknowledgment. The Destination address field shall contain the MAC address of the Requestor PD. The Source address field shall contain the MAC address of the Responder PD.  
The Content field shall be formatted as illustrated in Figure x.
	Octet: 1
	Octet: variable

	Elliptic Curve
	Key Descriptor


Figure 1— Content field format of the Public Key Response command 

The Elliptic Curve field contains the elliptic curve used to generate the PD’s public key. The Key Descriptor field contains the Key Descriptor as defined in XX.
�This text and figures will be move to the clause with Discovery information definition (Table 3)


�Added fields for security


�This command may be useful in case of a conflict with a multicast address, even the possibility of this seems very low. However, changing the operational channel number and page cannot be mandated.  I will continue the description of this command frame if the group decides to use it.


�Note for the REdeallocation primitive.


�The channel sounding is indicated from a PD higher layer to the local MAC/PHY. Thus, there is no need of a command frame.
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