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1. MAC service primitives
1.1 Security

These primitives are used for the security procedure. 
1.1.1 MLME-PN-EXHAUSTION.indication

This primitive indicates that the PN associated with a temporal key exceeds PNExhaustionThreshold.

The primitive parameters are as follows:

MLME-PN-EXHAUSTION.indication{

Key ID,

Key Type;

}

 Table 68—PN-EXHAUSTION parameters
	Name
	Type
	Range
	Description

	Key ID
	Integer
	N/A
	Key identifier

	Key type
	Integer
	Pairwise, group
	Defines whether this key is a pairwise key or group key.


When generated
This primitive is generated by the MLME when the PN associated with a temporal key exceeds PNExhaustionThreshold. 
Effect on receipt

On receipt of this primitive, the PD deletes the temporal key associated with the PN.
1.1.2 MLME-SETKEYS.request
This primitive causes the keys identified in the parameters of the primitive to be set in the MAC and enabled for use.

The primitive parameter is as follows:

MLME-SETKEYS.request{

KeyList;

}
—KeyList parameters
	Name
	Type
	Range
	Description

	KeyList
	Key Descriptors
	 N/A  
	 The list of keys to be used by the MAC sublayer.


Table 69— Key Descriptors parameters
	Name
	Type
	Range
	Description

	Key  
	Bit string  
	 N/A  
	The temporal key value

	Length  
	Integer  
	  N/A  
	The number of bits in the Key to be used

	Key ID
	Integer
	0 GCM

1-255 reserved
	Key identifier

	Key type
	Integer
	Pairwise, group
	Defines whether this key is a pairwise key or group key.

	DestinationAddress
	  MAC address  
	  IEEE 48 bits  
	This parameter is valid only when the Key

Type value is Pairwise

	MulticastGroupID
	Integer
	0 – 216-1
	This parameter is valid only when the Key

Type value is Group

	Receive Sequence Count 
	  8 octets  
	  N/A  
	  Value to which the RSC(s) is initialized

	Cipher Suite Selector
	4 octets
	As defined in XXX
	The cipher suite required for this procedure


1.1.2.1 When generated

This primitive is generated at any time when one or more keys are to be set in the MAC sublayer.
1.1.2.2 Effect on receipt

Provided the MLME-SETPROTECTION.request primitive has been issued, on receipt of this primitive, the MAC sublayer applies the keys as follows 
a) The MAC sublayer uses the key information as defined by the Key Type, Key ID, address, and Cipher Suite Selector parameters, for the transmission of subsequent secured frames to which the key applies.  
b) The MAC sublayer installs the key with the associated Key ID, such that received secured frames for the cipher suite indicated by the Cipher Suite Selector parameter, and containing the matching Key ID are processed using that key, subject to validation based on the Receive Sequence Count parameter.  
1.1.3 MLME-DELETEKEYS.request
This primitive causes the keys identified in the parameters of the primitive to be deleted from the MAC and thus disabled for use.

The primitive parameter is as follows:

MLME-DELETEKEYS.request{

DeleteKeyList;

}
—DeleteKeyList parameters
	Name
	Type
	Range
	Description

	DeleteKeyList
	Delete Key Descriptors
	 N/A  
	 The list of keys to be deleted from the MAC sublayer.


—Delete Key Descriptor parameters
	
	
	
	

	
	
	
	

	
	
	
	

	Name
	Type
	Range
	Description

	Key ID
	Integer
	0 GCM

1-255 reserved
	Key identifier

	Key type
	Integer
	Pairwise, group
	Defines whether this key is a pairwise key or group key.

	DestinationAddress
	  MAC address  
	  IEEE 48 bits  
	This parameter is valid only when the Key

Type value is Pairwise

	MulticastGroupID
	Integer
	0 – 216-1
	This parameter is valid only when the Key

Type value is Group


1.1.3.1 When generated

This primitive is generated by MLME at any time when keys for a security association are to be deleted in the MAC sublayer.
1.1.3.2 Effect on receipt

On receipt of this primitive, the MAC deletes all temporal keys identified by each Delete Key Descriptor in the DeleteKeyList, defined by the Key Type, Key ID and Address parameters, and to cease using them.
1.1.4 MLME-SKF.request

This primitive is generated by the MLME when the PD has a SKF frame to send.
The primitive parameters are as follows:

MLME-SKF.request {

KeyType

DestinationAddress;

MulticstGroupId;
 
Data;

}

Table 1 —SKF parameters
	Name
	Type
	Range
	Description

	Key type
	Integer
	Pairwise, Group
	Defines whether this key is a pairwise key or group key.

	DestinationAddress
	  MAC address  
	  IEEE 48 bits  
	This parameter is valid only when the Key

Type value is Pairwise

	MulticastGroupID
	Integer
	0 – 216-1
	This parameter is valid only when the Key

Type value is Group

	Data
	
	NA
	Data is specified in 13.1.1 and 13.2.1


.
When generated
This primitive is generated by the MLME when the it has a SKF frame to send.
Effect on receipt
The MAC sends this SKF frame to the PD with MAC address in the DestinationAddress parameter if the Key type parameneter is set to Pairwise. If the Key type parameneter is set to Group, The MAC sends this SKF frame to the multicast address indicated in the MulticastGroupID parameter.
1.1.5 MLME-SKF.confirm

This primitive indicates that the SKF frame has been transmitted by the MAC sublayer.
The semantics of this primitive   are as follows:

MLME-SKF.confirm {

 
ResultCode;

}
—ResultCode parameters
	Name
	Type
	Range
	Description

	ResultCode
	Enumeration
	 SUCCESS,

TRANSMISSION_FAILURE
	Indicates whether the SKF frame has been transmitted to the target PD.


When generated

This primitive is generated by the MAC sublayer to the MLME as a result of an MLME-SKF.request primitive being created to send a SKF frame.
Effect on receipt
 The MLME is always notified whether the SKF frame has been transmitted.
1.2 MLME-PEERKEY-START.request
This primitive is generated by the MLME to start a PeerKey handshake with a PD.
The semantics of this primitive are as follows:

MLME-PEERKEY-START.request{

DestinationAddress;


CipherSuiteSelector

}
—PEER-KEY-Start parameters
	Name
	Type
	Range
	Description

	DestinationAddress
	  MAC address  
	  IEEE 48 bits  
	This parameter is valid only when the Key

Type value is Pairwise

	Cipher Suite Selector
	4 octets
	As defined in XXX
	The cipher suite required for this procedure


GCM-128, GCM-256
When generated

This primitive is generated by the MLME for a PD to initiate a PeerKey handshake with a specified peerMAC entity of another PD in order to create a secure link between the two PDs.
Effect on receipt
This primitive initiates the master key handshake (ECDH) as part of PeerKey handshake by sending a SKF frame.
1.2.1 MLME-SETPROTECTION.request
This primitive indicates whether protection is required for frames sent to and received from the indicated MAC address.

The primitive parameter is as follows:

MLME-SETPROTECTION.request{

ProtecDescriptor

}

Table 72— ProtecDescriptor parameters
	Name
	Type
	Range
	Description

	ProtectType  
	  Enumeration  
	  None, Rx_Tx
	The protection value for this MAC sublayer.

	Key Type  
	  Integer  
	  Pairwise, group
	Defines whether this key is a  pairwise key,  Group key.

	DestinationAddress
	  MAC address  
	  IEEE 48 bits  
	This parameter is valid only when the Key

Type value is Pairwise

	MulticastGroupID
	Integer
	0 – 216-1
	This parameter is valid only when the Key

Type value is Group


When generated
This primitive is generated by the MLME when protection is required for frames sent to and received from  the PD with MAC address indicated in DestinationAddress parameter or PAC group with multicast address indicated in the MulticastGroupId parameter.  
Effect on receipt
On receipt of this primitive, the MAC sublayer sets the protection to secure Data frames, as indicated in the ProtectType parameter:
a) None: specifies that Data frames to and from the MAC address or multicast address are not protected.
b) Rx_Tx: specifies that Data frames to and from the MAC address or multicast address are protected.

 Once Data frames are protected to and from the specified MAC address or multicast address, the MLME-SETPROTECTION.request primitive is used to reset the prior setting. Invocation of the MLME-SETPROTECTION.request primitive with a ProtectType of None deletes a protection state.
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