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i-45

	i-45
	Salazar Cardozo, Ruben
	71
	6.7.4.3
	41
	The document says: 

"When a frame with the Security Enabled field set to one is retransmitted, the frame shall be transmitted without changes and without passing through the outgoing frame security procedure, as defined in 9.2.1"

The specification clearly indicates that a retransmission SHALL NOT pass through the outgoing frame security procedure (resulting in an incremented FC). There is not a practical reason to preclude performing these actions on a retransmission. Incrementing the FC on retransmissions actually reduces traffic for the case of a lost ACK frame by eliminating an FC check failure on a subsequent retransmission.
	Change the current text with: 

"When a frame with the Security Enabled field set to one is retransmitted, the frame MAY be transmitted without changes and without passing through the outgoing frame security procedure, as defined in 9.2.1."




The proposed resolution is Revise
If the frame is re-encrypted for each retransmission then we loose some parts of the replay protection properties the security of 802.15.4 is supposed to provide. If the attacker can remove the Acks from the receiver to the sender, then sender will think his frame did not go through and will retransmit it. If the frame is re-encrypted and new frame counter is allocated for it, then this retransmission is undistinguishable from the new frame with identical content, thus recipient would assume both of the frames are real and pass both of them to upper layer.

There is related problem here for TSCH. For TSCH we must re-encrypt the frame every time we retransmit it if the ASN has changed. This will require changes in the section 6.2.5.3. 

So the proposed change is to keep the current text as it is, but add text to the end saying:

For TSCH mode the frame shall be re-encrypted with current ASN when it is to be transmitted.
With TSCH we do have problem with the loosing some of replay protection properties, so should we explictly add some text describing that and say that for TSCH this is unavoidable?
An example of attack:
Host A and B are using 802.15.4 to transfer money between electronical wallets (two devices). The transactions are protected by the 802.15.4 security level 7, i.e. both encrypted and protected by MIC, and the protocol assumes that as 802.15.4 claims to protect the replay protection, it does not need to provide its own replay protection. The messages between wallets are in format: “Transmit $X from me to you. “
Wallet A sends message, and Wallet B receives it properly. Wallet B sends Enh-Ack back with security but attacker M destroys this message in the air. Wallet B thinks he has completed transaction, but Wallet A thinks it has not been completed. Wallet A will then retransmit the message as it thinks the last message didn't get through. 
If this retransmission contains same Frame Counter value, the Wallet B incoming security processing will drop the frame, but will still send Enh-Ack back and both will be happy after that. If the retransmission would contain new Frame Counter value, then Wallet B would think this is new message and would also sent that to the upper layer, and upper layer would act to both of them.
Of course nobody would be defining the real Wallet protocol like this, but for example someone might create thermostat application protocol in such way that remote controller A sends messages saying “raise temperature by 1 degree”, and assume that if it got Ack back, then other end received the message, and if not, then he needs to retransmit. Now attacker could cause eacn button press to raise temperature several degrees instead of one, i.e. here it would be perfectly ok to trust the replay protection service provided by the MAC layer.
With TSCH we do not have any options for this as the frame needs to contain latest ASN, and the Nonce depends on it, so we must re-encrypt the message. We should add text for section 9.3.2.2 saying:
When TSCH mode is enabled, the nonce needs to be generated again for each retransmission, thus receiving device has now way of distinguishing whether the frame is retransmission or not. This means that full replay protection is not provided in TSCH mode.
And in section 9.1, 9.4.1.1, 9.4.2, and 5.7.6 add text saying “(when not using TSCH mode)” after the text saying that we provide replay protection.
i-44

	i-44
	Salazar Cardozo, Ruben
	71
	6.7.4.3
	41
	The document says: 

"When a frame with the Security Enabled field set to one is retransmitted, the frame shall be transmitted without changes and without passing through the outgoing frame security procedure, as defined in 9.2.1"

 This statements is conflicting with statement in section B.4.1, line 41, which states that:

<<

The CCM* mode forward transformation takes the following inputs:

..

b) 

…

Within the scope of any encryption key Key, the nonce value should be unique.

>> 

Interpretation of this could mean that once a frame has been transmitted, the value of FC used in the nonce for that frame should not be re-used.
	Resolve possible conflict between these statements.


The proposed resolution is Reject
The interpretation is correct. The nonce frame must not be reused when rerunning the encryption process. i.e. if the CCM* forward transformation is rerun different nonce must be used. In case the frame is retransmittied without changes which means no CCM* forward transformation is run again, thus there is no problem.
i-360

	i-360
	Kivinen, Tero
	125
	7.3.3
	31
	The section 6.7.2 on page 67 lines 37 say "If the Enh-ACK contains IEs and/or a Frame Payload and it is in response to a secured frame, then the Enh-ACK shall be secured." but this line 31 says "If security is enabled, the Security Enabled field shall be set to the same value as the frame being acknowledged and shall be set to zero otherwise." These do not match.
	Fix them to match.


The proposed resolution for all of these are Revise
Change:
If security is enabled, the Security Enabled field shall be set to the same value as the frame being

acknowledged and shall be set to zero otherwise.

With 

If the Enh-ACK contains IEs and/or a Frame Payload and it is in response to a

secured frame, then the Security Enabled field shall be set to one.

i-372, i-373, i-374, i-375, i-370

	i-372
	Kivinen, Tero
	239
	8.2.13.1
	7
	The KeySource is also invalid if CoordRealignKeyIdMode is 0x01.
	Replace "or set to 0x00" with "or set to 0x00 or 0x01."

	i-373
	Kivinen, Tero
	239
	8.2.13.1
	26
	The KeySource is also invalid if BeaconKeyIdMode is 0x01.
	Replace "or set to 0x00" with "or set to 0x00 or 0x01."

	i-374
	Kivinen, Tero
	251
	8.2.19.1
	51
	The KeySource is also invalid if BeaconKeyIdMode is 0x01.
	Replace "or set to 0x00" with "or set to 0x00 or 0x01."

	i-375
	Kivinen, Tero
	281
	8.3.1
	50
	The KeySource is also invalid if KeyIdMode is 0x01.
	Replace "or set to 0x00" with "or set to 0x00 or 0x01."

	i-370
	Kivinen, Tero
	288
	8.3.3
	9
	The KeySource is also invalid if KeyIdMode is 0x01.
	Replace "or set to 0x00" with "or set to 0x00 or 0x01."

	i-371
	Kivinen, Tero
	323
	9.5
	37
	The KeySource is also invalid if macAutoRequestKeyIdMode is 0x01.
	Replace "or set to 0x00" with "or set to 0x00 or 0x01."


The proposed resolution for all of these are Accept
When KeyIdMode 0x00 or 0x01 is used the KeySource parameter is not used at all. For KeyIdMode 0x00, only the KeyIdMode parameter is used. For KeyIdMode 0x01 the KeyIdMode and KeyIndex parameters are used. For KeyIdModes 0x02 and 0x03 all of the parameters (KeyIdMode, KeySource and KeyIndex) are used.
i-317

	i-317
	Kivinen, Tero
	310
	9.2.2
	14
	The DevicePanId field might be missing even when the DeviceAddressingMode is not NONE. The procedure in 9.2.2 only assumes that DevicePanId can be omitted if DeviceAddressingMode is NONE. In the Table 6 PAN ID Compression field we can see that if Destination Addess is Present and Frame version is 0b10 and PAN ID compressio is set to 1 then there is No PAN ID at all (Source or Destination). This is regardless whether the Source Address is present or not. i.e. lines 41 and 50 n page 114. This only matters for the step A) 5) in the section 9.2.2.
	Change step  A) 1) so that it will set the DevicePanId to macPanId if the DeviceAddressingMode is set to NONE, or if the DevicePanId is not set at all.


The proposed resolution is Accept
The end result for the step A) 1) will be:
1) If the DeviceAddressingMode is set to NONE or if the DevicePanId is not set, then the DevicePanId shall be set to macPanId.

Otherwise, the DevicePanId shall be the value passed to the procedure.
i-219

	i-219
	Kivinen, Tero
	312
	9.2.3
	5
	Include TSCH ASN as parameter, just like we did in outgoing frame processing.
	Replace "the Frame Counter field of the frame to be unsecured" with "the Frame Counter field of the frame to be unsecured (if TSCH is not being used), the ASN (if TSCH is being used)"


The proposed resolution is Accept
The end result for the step I) will be:
i) Unsecure frame. For frames specified in Table 147, the Private Payload field and Open Payload field shall be set as indicated in the table. Otherwise, the Private Payload field shall be set to the MAC payload field and the Open Payload field shall be empty. The procedure shall then use the Private Payload field, the Open Payload field, secExtAddress of the DeviceDescriptor, the Frame Counter field of the frame to be unsecured (if TSCH is not being used), the ASN (if TSCH is being used), SecurityLevel, and secKey of the KeyDescriptor to produce the unsecured frame, according to the CCM* inverse transformation process described in the security operations, as described in 9.3.5. If the CCM* inverse transformation process fails, the procedure shall return with a Status of SECURITY_ERROR.
i-220

	i-220
	Kivinen, Tero
	312
	9.2.3
	20
	Add IEs from the frame to list of parameters.
	Replace "and the SecurityLevel," with ", the SecurityLevel, and the IEs from the frame,"


The proposed resolution is Accept
The end result for the step L) will be:
l) Check IE security. If the IE present field of the frame to be unsecured is set to one, the procedure shall determine whether the IEs in the frame to be unsecured conforms to the security level policy by passing the DeviceDescriptor, SecurityLevelDescriptor, and the SecurityLevel, and the IEs from the frame, to the incoming IE security level checking procedure, as described in 9.2.7.
i-318

	i-318
	Kivinen, Tero
	312
	9.2.3
	28
	The step M refers to wrong section. It refers to the frame key usage policy checking when it should refer to the IE key usage policy checking.
	Change "as described in 9.2.9" to "as described in 9.2.10" (or if the section 9.2.10 is moved to its correct place, then to that reference.


The proposed resolution is Accept
The end result for the step M) will be:
m) Check IE Key Usage Policy. If the IE present field of the frame to be unsecured is set to one, the procedure shall determine whether the frame to be unsecured conforms to the key usage policy by passing the IeStatusList, KeyDescriptor, the IEs from the frame, the Frame Type field, and, if the frame is a MAC command, the Command Identifier field, to the incoming IE key usage policy checking procedure, as described in 9.2.99.2.10.

i-17

	i-17
	KINNEY, PATRICK
	316
	9.3.2.2
	52
	Current text requires nonce to use extended address, but previous version required short address, this prevents backward compatibility
	Replace:  "The Source Address shall be set to the extended address of the device originating the frame" with "If bit 6 of the Security Control field is set to zero the Source Address shall be set to the extended address of the device originating the frame.  If bit 6 of the Security Control field is set to one, the Source Address shall be set to the short address of the device originating the frame"

Also change pg 315, 9.4.1 Figure 220 to read: Security Control field Bit(s) Field 0-2  Security Level 3-4 Key Identifier Mode 5  Frame Counter Suppression 6 Nonce Address (default = 0) 7 Reserved


The proposed resolution is Reject
Having bit in security control field would tell the receiver which address will be used in the Nonce generation, but that bit does not prevent two devices generating frames at the same time with different address types (one with extended address and another with short address) in such ways that the Source Address field in the nonce is same, thus causing nonce collision. This extension presented here would solve different problem i.e. how does the receiving device know whether sender used short or extended address in the nonce. The old text for TSCH assumed (but did not explitly specify) that if the frame Source Addressng Mode of 0b10 in Frane Control Field (i.e. it used short addresses in the Source Address field in MHR) then short address was used in nonce generation too. And if Source Addressing Mode field was set to 0b11 in Frame Control Field, then extended addresses were used. It also said that if Source Addressing Mode of 0b00 is used (i.e. no address in Source Addres field) then “macShortAddress of the device originating

the frame is used.”.
This change is not backward compatible, and does not fix the problem.
i-23

	i-23
	KINNEY, PATRICK
	320
	9.4.1.1
	34
	last column heading of Table 152 is titled "AuthLen", but this term is not defined anywhere
	either define AuthLen or change the heading to its meaning


The proposed resolution is Revise
The AuthLen field was used before in the frame length calculation checks, but when those were removed the AuthLen was left unused.
Change the header of the table from “AuthLen (octets)” to “Length of MIC (octets)”.
i-351

	i-351
	Kivinen, Tero
	323
	9.5
	4
	Add paragraph explaining the problems updating the tables.
	Add following paragraph:

The security-related PIB attributes contains several subtables, and those subtables can be large. Also those subtables are updated automatically by the MAC, and if data updated by MAC is overwritten this will cause security vulnerabilities. This means that upper layer cannot use MLME-GET.request and MLME-SET.request to update the entries. For example the macDeviceList contains the frame counter values for the all remote nodes this node has talked to and when adding new node to this list, it is important to make sure that upper layer does not modify any frame counter values stored in table. This means that the security-related PIB attributes needs to be updated using method not described in this standard.


The proposed resolution is Accept
i-20

	i-20
	KINNEY, PATRICK
	599
	C.2.2.1
	20
	example of security processing a data frame uses level 4, encryption only, which is not supported by the standard Yes change example to use a different security level 
	


The proposed resolution is Revise
As we already have example C.2.1 for security level 2, i.e. MIC-64 no encryption and C.2.3 for security level 6, i.e. ENC-MIC-64 we do not need security level 4 example. 
Remove section C.2.2.
Also not that the example in C.2.3 uses frame version 0b00 MAC command frame, where the encryption and decryption boundaries are different than in frame version 0b10 MAC commands. It would be useful to have another MAC command example using 0b10 frame version with Header and Payload IEs, so if original commenter would like to provide one that would be very good.
Submission
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