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CID 2147	
Tero Kivinen	INSIDE Secure	
Page 518	Clause 23.3.1	 Line 53	
Comment: 
The text about macFrameCounter etc is wrong, and is already described in the 9.3.2.3.	
Proposed change: 
Remove “9.2.1, except that macFrameCounter is replaced with phyFragmentFrameCounter. The phyFragmentFrameCounter shall be comprised of the PSDU counter field, used as the most significant 26 bits, and the fragment number, used as the least significant 6 bits.	

Type T	
Must be satisfied Yes	
Resolution AiP Deferred to Sponsor Ballot	


CID 2148	
Tero Kivinen	INSIDE Secure	
Page 519	Clause 23.3.2	Line 17	

Comment:
Add new step 2b that will fetch the PSDU Counter value from the PIB if secured frame, and increment it afterwards.	

Proposed change:
"Add new step: 

2b) If Secure Fragment is set to one, set the PSDU Counter value to the phyFragmentFrameCounter. If the PSDU Counter has value of 0x3ff ffff then return error, otherwise increment the phyFragmentFrameCounter."	

Type T	
Must be satisfied Yes	
Resolution AiP Deferred to Sponsor Ballot


CID 2151	
Tero Kivinen	INSIDE Secure	
Page 519	Clause 23.3.2	Line 27	

Comment:
This paragraph is confusing. I think the abort is sent from the responder as Frak not as Fragment, and also the text on page 521 line 53 says that abort is indicated by setting all bit positions of the Frak Content to zero, not by setting Fragment Number zero. Of course this could also be the case where the sender aborts the transaction and sends Fragment with Fragment Number of zero out to indicate it aborts the transaction, but how does the receiver know this is not first fragment? 	

Proposed change:
"Replace 

Fragments shall be transmitted beginning with fragment 1 and ending with fragment n. The Frak is described in 23.3.5.2. If the Frak retransmission count is exceeded during the transaction, the transaction is terminated and a fragment with the Fragment Number field set to zero is transmitted to signal that receiving device is terminating the transaction.”

With 

Fragments shall be transmitted beginning with fragment 1 and ending with fragment n. The Frak is described in 23.3.5.2. If the Frak retransmission count in the receiver is exceeded during the transaction, the transaction is terminated and a fragmentFrak with the Fragment Number field set to zero and Frak Content set to zero, is transmitted to signal that receiving device is terminating the transaction.”
"	

Type T	
Must be satisfied Yes	

Resolution AiP	Deferred to Sponsor Ballot		

Proposed resolution:
Rationale: The receiver can terminate transaction and with a Frak frame with Frak Content set to zero. This can be only done with Frak Policy field value 0. The transmitter can terminate transaction by setting Fragment Number field to 0, as the first fragment number is 0b000001. 

Suggestion: Replace 
"Fragments shall be transmitted beginning with fragment 1 and ending with fragment n. The Frak is described in 23.3.5.2. If the Frak retransmission count is exceeded during the transaction, the transaction is terminated and a fragment with the Fragment Number field set to zero is transmitted to signal that receiving device is terminating the transaction.”

With 

“Fragments  shall be transmitted beginning with fragment 1 (0b000001) and ending with fragment n. The Frak is described in 23.3.5.2. If the Fragmentation retransmission count is exceeded during the transaction, the transaction is terminated by the transmitter transmitting a fragment with the Fragment Number field set to zero (0b000000). The receiver can terminate the transaction by setting all Frak Content bit positions to zero.”


CID 2158	
Tero Kivinen	INSIDE Secure	
Page 520	Clause 23.3.3	Line 1	

Comment:
Does the Fragment Number start from 0 or from 1. There is text saying using Fragment Number 0 abort the transaction, and there is text saying we send fragment 1 first etc.	

Proposed change:
Clarify the fragment number range. This same problem is in the Frak.	

Type: T	
Must be satisfied: Yes	
Resolution: AiP	Deferred to Sponsor Ballot		

Resolution comment: See recommendation to CID 2151.



CID 2153	
Tero Kivinen	INSIDE Secure	
Page 520	Clause 23.3.3	Line 11	

Comment:
"Remove “7.2.10, except that the initial remainder value used for CRC calculation shall be as described in
7.4.2.9.” as there is no longer ability to set the remainder values."	

Proposed change:
"Remove “7.2.10, except that the initial remainder value used for CRC calculation shall be as described in
7.4.2.9.”"	

Type: T	
Must be satisfied: Yes	

Resolution: AiP	Deferred to Sponsor Ballot		
Resolution comment to SC maintenance: Why did we remove initial remainder offsetting?



CID 2154	
Tero Kivinen	INSIDE Secure	
Page 520	Clause 23.3.3	Line 12	

Comment:
Change reference from 23.3.1 to new section 23.3.3b.	

Proposed change:
Change reference from 23.3.1 to new section 23.3.3b.	

Type: T	
Must be satisfied: Yes	
Resolution: AiP	Deferred to Sponsor Ballot



CID 2141	
Tero Kivinen	INSIDE Secure	
Page 520	Clause 23.3.3	Line 14	

Comment: 
Add section describing how to calculate the FICS when using MIC.	

Proposed change:
"Add new section to the 23.3.3b:

23.3.3b Calculating FICS field using MIC

When phyPSDUFragSecure is TRUE, the length of FICS field shall be 4 octets and shall contain the MIC-32 calculated as follows:

The nonce for the CCM transformation is calculated as specified in the 9.3.2.3. The Private Payload field is set to empty, The Open Payload field is set to contain the Fragment Header and Fragment Data. The SecurityLevel is set to 1. 

The key is set to be the same key that was used to protect the frame containing the FSCD IE negotiating the exchange. i.e. secure fragments can only be used if security was enabled when setting the transaction up.

The CCM transformation shall then use the Private Payload field, the Open Payload field, the macExtendedAddress, the SecurityLevel, and the key to produce the secured fragment according to the CCM* transformation process defined in 9.3.4"	

Type: T	
Must be satisfied: Yes	
Resolution: AiP	Deferred to Sponsor Ballot



CID 2155	
Tero Kivinen	INSIDE Secure	
Page 520	Clause 23.3.5	Line 38	

Comment:
The text “Upon completing the transmission of the fragment preceding the expected Frak according to the Frak policy selected, the initiating device shall suspend transmission and wait for the expected Frak.” is confusing. It might be better to write the transmitter operations separately for each frak policy	

Proposed change: 
"Change “Upon completing the transmission of the fragment preceding the expected Frak according to the Frak policy selected, the initiating device shall suspend transmission and wait for the expected Frak.” with 

“When using Frak policy of zero, the transmitter will wait for Frak after each fragment. When using other Frak policies of two the transmitter will wait for Frak only after transmitting the last expected fragment.”"	

Type T	
Must be satisfied: Yes

Resolution	R	

Resolution Comment: 
There is no confusion.		



CID 2156	
Tero Kivinen	INSIDE Secure	
Page 520	Clause 23.3.5	Line 41	

Comment:
"The text “The number of retransmissions shall be limited by macMaxFrameRetries.” is not clear whether we do macMaxFrameRetries for each fragment separately, or whether we fail the transaction if we get macMaxFrameRetries fragment retraries during the sending of the whole frame."	

Proposed change:
Clarify which one is meant.	

Type: T	
Must be satisfied: Yes	

Resolution: AiP	Deferred to Sponsor Ballot		

Resolution comment:
"As Fragments access the channel as individual frames they should be treated as such and maMaxFrameRetries is per fragment. 

Proposed resolution:
Change to:        “The number of retransmissions shall be limited by macMaxFrameRetries per fragment.”	




CID 2159	
Tero Kivinen	INSIDE Secure	
Page 522	Clause 23.3.5	Line 17	

Comment:
I assume that if Fragments Received field is omitted, then it is assumed that all bits in there are 0, i.e. the Frak frames get longer all the time we go forward. Other option was to assume that we only indicate those frames which needs to be retransmitted sent, i.e. if we leave out frames 0-15, but include frames 16-31 then it is assumed that everything in 0-15 was already received properly. This needs to be clarified.	

Prposed Change:


Type: T	
Must be satisfied: Yes	

Resolution: AiP	Deferred to Sponsor Ballot		

Proposed resolution: 
[bookmark: _GoBack]Append to line 21: "Once all fragments from a group have been acknowledged, the corresponding group can be omitted from future Frak frames of the same transaction."
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