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CID 178

	Kunal Shah/ Don Sturek
	Silver Spring
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	8


	22


	For the Vendor Specific KMP ID, I don't see an OUI that would tell me what vendor it applies to.    The idea of having a vendor specific KMP ID is a good one but we must also include a vendor OUI.
	Add in an identifier for the vendor that is transmitting the vendor specific KMP


Add new section 8.1 section specifying the Vendor specific KMP values (and most likely also Multiplexing IDs too):

8.1 Vendor Specific KMPs

The Vendor Specific KMP is reserved for the use of other KMPs relevant only to certain implementations. The Vendor Specific KMP will start with the field containing the Vendor OUI as illusrated in Figure x.

	Octects: 3
	Variable

	Vendor OUI
	Actual Vendor KMP data


Figure x – Vendor Specific KMP content
The Vendor OUI field is the OUI assigned by the IEEE standards association registration authority committee (RAC), which shall be the sole registration authority. A value of the vendor OUI not understood by a receiving device causes the contents of the KMP data to be ignored.

The Actual Vendor KMP data field is defined by the vendor identified in the Vendor OUI field. Its use by is outside the scope of this standard.

CID 256, 259

	Benjamin A. Rolfe
	Blind Creek Associates
	41


	9.1


	47


	This looks a lot like a flow chart and not a lot like a state transition diagram (still helpful!).  There are unlabled flows coming out of both of the "check chaining ID" decisions.  
	Lable the unlabled flows and re-title "Inbound processing flow" 

	Benjamin A. Rolfe
	Blind Creek Associates
	42
	9.2
	49
	This looks like a flow chart (processing) rather than a state diagram, but either way the unlabled flows/transitions need clarification.  If it's a flow chart you need replace the infinite loop at the "send middle fragment" process with a process and a decision. If it is a state diagram, each flow needs to be labled with the event that causes that transition to be taken (and you should not show decisions as diamongs, rather, they're given by the state transition labels). 
	see comment


In figure 7:

Combine “Store KeyIdMode, KeySource and KeyIndex” and “Start MP Payload Assembly” at left together to “Store SecurityLevel, KeyIdMode, KeySource and KeyIndex, and start MP payload assembly” state. 

Change the “Check Chaining ID” state say: “Check that Chaining ID is the next Chaining ID to be expected”. Change the arrow pointing to “Drop due to wrong chaining count” to say “Wrong chaining ID”, and change the arrows pointing down to say  “Chaining ID matched expected Chaining ID”. 

In figure 8:

Label the arrows on right as follows: 

· arrow down from “Send first fragment”, add label saying “Send succeeded”

· Arrow down from “Send middle fragment”, add label saying “2nd last fragment, and send succeeded”.

· Arrow looping back to “Send middle fragment”, add label saying “Send succeeded”.

· Arrow pointing left from “Send last fragment”, add label “Send succeeded”.

· Arrow pointing down from “Send full MP Payload”, add label “Send succeeded”.

CID 116, 115, 317

	Gary Stuebing
	Cisco
	29
	6.1.3
	22
	 Someplace this document should state whether the KMP is expected to negotiate the NewKeyIDMode and NewKeyIndex, or whether they are provided by the higher layer and simply are reported to the KMP peer as part of the policy.
	Clarify how NewKeyIDMode and NewKeyIndex should be used by the KMP. Each KMP then needs to be updated to describe this in Appendices A-F.

	Gary Stuebing
	Cisco
	29
	6.1.3
	27
	It is odd to read that the octets for NewKeySource are passed to the KMP, when in fact the KMP is going to return them. I suspect that this really represents the location where the KMP should return the bytes.
	Clarify the meaning of NewKeySource bytes being passed in the KMP-CREATE.request.

	Rene Struik
	Struik Security Consultancy
	62
	F3.2
	
	(TR) Annex F.3.2, p. 62: The description is missing lots on how to derive 802.15.4-related security-related parameters (this includes keys, but also keying-related information, such as security policies [key usage policies, security levels, exception status, etc., frame counter, addressing info). On a more general note, most if not all Annexes seemed to have been dropped into the draft specification without even trying to map this to 802.15.4-relevant PIB parameters. As case in point, Annex F is entirely in 802.11 terms, with 4-way handshakes and the-like and group key handshake protocols that are just copy-and-pasted from 802.11, without any seeming effort to see how this fits 802.15 context. Suggested remedy: Remove all Annexes that do not show concrete applicability to 802.15.4.
	Suggested remedy: Remove all Annexes that do not show concrete applicability to 802.15.4.


Add new Annex explaining the Security parameters and SA contents of the 802.15.4.

Annex X
There are two different types of SAs in 802.15.4: link keys, and group keys. The keys are identified by the Key Identifier mode, KeySource and KeyIndex. The 802.15.4 does not give any details how those are allocated, i.e. it is left for the next higher layer to take care of using correct Key Identifier mode, KeySource and KeyIndex. Because of this the KMP also cannot allocate or manage those, as that information are given to the MCPS-DATA.request call directly, the KMP cannot really know for example which KeyIndex is already in use by the next higher layer, and which are not.

X.1 Link keys

Link keys are secret keys that are shared between precisely two peers. The link keys usually use Key Identifier Mode 0x00, i.e. the key is determined implictly from the originator and recipient of the frame as indicated in the frame header. There is no Key Source or Key Index fields as there can be only one such key between peers. It would be possible to use other Key Identifier Modes to create link keys, but in that case it would be more like creating group key that is shared by only two peers.

When link keys with Key Identifier Mode 0x00 are used then the KeyIdLookupDescriptor will have following values:

	Name
	Range
	Value or Description

	KeyIdMode
	
	0x00

	DeviceAddrMode
	NONE, SHORT, EXTENDED
	The addressing mode for this descriptor. This will be matched against the addressing mode of the frame.

	DevicePANId
	0x0000-0xffff
	The PAN identifier for this descriptor. This will be matched against the addresses in the frame.

	DeviceAddress
	As specified by the DeviceAddrMode parameter
	The address for this descriptor. If the DeviceAddrMode is SHORT then this is 16-bit short address, if DeviceAddrMode is EXTENDED, then this is 64-bit extended address. 


Note, that in the Key Identifier mode 0x00, there is no KeyIndex, thus there cannot be multiple keys between the peers. There might be different keys between different peers, but each peer has one key. 

X.2 Group keys
Group keys are keys which are shared between multiple peers. For each group key there is originator of the key specified in the KeySource field. The format of the KeySource field depends on the Key Identifier Mode parameter. In Key Identifier Modes 0x01-0x03 there is 8-bit KeyIndex field which identifies which key of multiple keys owned by the same originator is used. This allows using multiple different keys, i.e. the originator can create several keys each having same KeySource (i.e. the originator of the key is same), but having different KeyIndex so the keys are separate.

X.2.1 Key Identifier Mode 0x01
When using Key Identifier Mode 0x01 the originator of the key is specified by the PIB value of macDefaultKeySource. This mode is usually used when communicating to or from the coordinator, and the originator of the key is PAN coordinator. In this mode the lookup of the KeyIdLookupList will search for the key that has Key Identifier Mode of 0x01, and where the KeyIndex matches the KeyIndex field of the frame.

	Name
	Range
	Value or Description

	KeyIdMode
	
	0x01

	KeyIndex
	0x01-0xff
	Information used to identify the key.


X.2.2 Key Identifier Mode 0x02
When using Key Identifier Mode 0x02 the originator of the key is specified as KeySource field. The KeySource field is combination of 16-bit PAN Identifier, and 16-bit short address of the originator of the key. In this mode the lookup of the KeyIdLookupList will search for the key that has KeyIdentifier Mode of 0x02, and where the KeySource and KeyIndex fields match those in the frame.

	Name
	Range
	Value or Description

	KeyIdMode
	
	0x02

	KeySource
	4 octets
	PANId and short address of the originator.

	KeyIndex
	0x01-0xff
	Information used to identify the key.


X.2.3 Key Identifier Mode 0x03
When using Key Identifier Mode 0x03 the originator of the key is specified as KeySource field. The KeySource field is 64-bit extended address of the originator of the key. In this mode the lookup of the KeyIdLookupList will search for the key that has KeyIdentifier Mode of 0x03, and where the KeySource and KeyIndex fields match those in the frame.

	Name
	Range
	Value or Description

	KeyIdMode
	
	0x03

	KeySource
	8 octets
	Extended address of the originator.

	KeyIndex
	0x01-0xff
	Information used to identify the key.
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