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The following describes Cisco proposals for securing IEEE 802.15.4e/g based wireless mesh networks using IEEE 802.15.9 mechanisms for KMP transport.  The proposal covers:

1. Mutual authentication between a node and a mesh network.  IEEE 802.1X and EAP-TLS are proposed  to implement certificate based mutual authentication between a SUP node and its mesh Border Router, as well as establish a Pairwise Master Key (PMK) between the SUP and Border Router.

2. Group key distribution to nodes on the mesh network.  IEEE 802.11 4WAY Handshake is proposed to establish a Pairwise Temporal Key (PTK) between the SUP and its mesh Border Router, as well as delivery of the first of a set of Group Temporal Keys (GTK). A live PMK is a prerequisite.

3. Update of GTKs using the IEEE 802.11 Group Key Handshake.  A live PTK is a prerequisite.

4. Node-2-node link key establishment based on ETSI TS102-887-2.

Overview of Security Message Flows 

Example security message flows are depicted below.

Note that the default lifetimes of the GTKs, PTKs, and PMKs are designed such that the Group Key Handshake is executed far more frequently than the 4WAY PTK update, with mutual authentication and PMK placement occurring least frequency.   The more expensive the exchange, the less often it is executed (by design).

Also note that the examples below depict the simplified case of SUP node and Border Router as 1 hop neighbors (within radio range of each other).  In the general case, an EAPOL-Relay will be used to support operation over a multi-hop mesh, but these details are out of scope of this document.

GTK placement: PMK and PTK are live.

Only the 802.11 Group Key Handshake is needed to refresh a stale GTK.  This is the minimal flow possible for GTK refresh.  Most often executed.         
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Figure 1
GTK Placement : PMK is live, PTK is not live.

PTK refresh is also needed.  Thus the 802.11 4WAY handshake is executed.
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Figure 2
GTK Placement: PMK is not live 

Execution of the full 802.1X mutual authentication, PMK establishment, PTK establishment, and GTK placement is required.
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Figure 3
N2N Key Placement 

The N2N Key Placement is used to establish session keys between pairs of communicating one-hop neighbor nodes in the mesh.  A unique session key is established between each pair of one-hop neighbor nodes.  ETSI TS102-887-2, section 7.9.3 serves as the reference for this exchange.  Section 7.9.4 details the message exchange between source and destination one-hop neighbors.  The source device is simply the first to send the New Session Create message to the one-hop destination.  In practice, either of the devices in the pairwise key establishment exchange can serve as source or destination for New Session establishment (although, once the New Session exchange begins, the devices remain in the role of source or destination until the New Session is created).  Communication between the devices using the session SA can originate on either device once secured communication begins.

The N2N SA supports 4 message constructs:

1. New Session Create – See ETSI TS102-887-2, Section 7.9.4.1

2. New Session Created – See ETSI TS102-887-2, Section 7.9.4.2

3. New Session Acknowledgement – See ETSI TS102-887-2, Section 7.9.4.3

4. New Session Destruction – See ETSI TS102-887-2, Section 7.9.4.4
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Figure 4
Issues

Among several issues to be raised in the Cisco ballot commentary…

1. The message flows above employ EAPOL-EAP and EAPOL-KEY messages.  Each will require an 820.15.9 Protocol ID and detailing their specific usage details within a dedicated 15.9 Annex.

2. Given that EAPOL-EAP and EAPOL-KEY are distinct Protocol IDs, it is not clear how the message flows depicted in Figures 1-4 map to the 802.15.9 concept of Security Association / Higher Layer invocation of a KMP-CREATE.request() / KMP-FINISHED.indication() pair.  Current 15.9 draft heavily implies a 1:1 correspondence between an SA and KMP-CREATE.request() / KMP-FINISHED.indication() invocation.  

For example, Figure 3 above … is one or more than one 15.9 SA being formed? The depiction of the KMP-CREATE / FINISHED primitives and the pseudo code KMP-CREATE.request(…) may well not be correct.  We seek clarity on this issue.
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