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1 [bookmark: _Toc434933647]Overview
This technical guidance document provides summary of MAC related functions to enable spectrum resource measurement and management for 802.15.4. The TG4s aims at building a standard to specify the MAC framework for exchanging information for the better use of spectrum resource usage.

2 [bookmark: _Toc434933648]Definitions
This section provides definitions of terms that discussed in TG4s.

spectrum resource measurement: 
spectrum resource measurement and management: 

3 [bookmark: _Toc434933649]Abbreviation and acronyms
The following abbreviations are used in this document.

LR-WPAN	Low-Rate WPAN
RFD		Reduced Function Device
SRM		Spectrum Resource Measurement
SRMM		Spectrum Resource Measurement and Management
SRU		Spectrum Resource Utilization
TGD		Technical Guidance Document
WPAN		Wireless Personal Area Network



4 [bookmark: _Toc434933650]General descriptions
This section provides the basic framework for Spectrum Resource Measurement and Management (SRMM).

4.1 [bookmark: _Toc434933651]Summary of PAR
Title:
Standard for Low-Rate Wireless Networks: Amendment Enabling Spectrum Resource Measurement Capability

Scope of the project:
This amendment to IEEE Std 802.15.4 defines MAC related functions to enable spectrum resource management.
It specifies
· spectrum resource measurements and network performance metrics, such as packet error ratio, delay, etc,
· information elements and data structures to capture these measurements,
· procedures for collecting and exchanging spectrum resource measurement information with higher layers or other devices.

Need for the Project:
As various wireless systems are deployed in the shared and license exempt frequency bands including 2.4GHz and 915MHz bands, heavy interference has limited performance of the wireless systems. In order for these wireless systems to operate more effectively, a standardized set of spectrum resource measurements is needed that will facilitate management functions in these networks.

Stakeholders for the Standard:
The stakeholders include manufacturers and users of telecom, medical, environmental, energy, and consumer electronics equipment and manufacturers and users of equipment involving the use of wireless sensor and control networks.

The PAR can be found on the IEEE Standard Association Website.
https://development.standards.ieee.org/P875300033/par

4.2 [bookmark: _Toc434933652]General requirement of SRMM
This section describes Spectrum Resource Measurement and Management (SRMM)

· A device should be able to request another device to conduct spectrum resource measurements.
· A device should be able to conduct and report spectrum resource measurements at the time of receiving a request from another device, at a predefined interval or on a predefined condition.
· A device should be able to  provide spectrum resource measurements information to another device before its joining (e.g., in the form of the beacon frame).
· Intermediate device(s) between the requesting and requested (target) devices should be able to relay the spectrum resource measurement request.
· Intermediate device(s) should be able to piggy back its own measurement information when relaying the report from the requested device to the requesting device. 


4.3 [bookmark: _Toc434933653]Spectrum Resource Measurement Report Structure
SRM report header should include at least the following:
· Reporting device ID, PAN ID
· Measurement time
· Number of measurements included in the report
· 
SRM report payload can include multiple pairs of measurement metric type and value as long as those measurements were performed by the same device at the same time.
All the measurement metric types and the details (precision, unit etc.) of their associated value(s) are to be defined in TG4s. 
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Figure 1 SRM report payload

SRM request header should include the following:
· Requesting device ID, PAN ID
· Measurement type
· Measurement mode (e.g., autonomous, triggered) 
· Measurement duration
· Relay mode (e.g., through, piggy back)


4.4 [bookmark: _Toc434933654]Use Case
The group discusses following categories of the SRM use case.
1. The Network manager (Next Higher Layer) request to the PAN coordinators about spectrum resource information.
2. PAN coordinator report to the Network manager (Next Higher Layer) about anomaly detection
3. 

4.4.1 [bookmark: _Toc434933655] Use Case1:Multiple PAN
This use case depicts coexistence with multiple PAN’s.
Each PAN coordinator notifies the spectrum resource usage information to the Network manager. The network manager may use the spectrum resource usage information for controls PHY and MAC parameter.
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Figure 2 Multiple PAN

An Initial Proposal of Reference Architecture for TG4s (15-15-027)

4.4.2 [bookmark: _Toc434933656] Use Case 2: Anomaly Detection
· Co-existing networks, e.g. IEEE802.11 and 15.4e (ISA100.11a),  are able to share the alien system information each other. 
· Increased noise energy using energy detection 
· Overlapping network activity using carrier sense 
· Jabber or jamming node may be detected. 
· Suspicious behavior or ordinary mobile demeanor of alien node can be estimated.
· Sometimes notification storm has to be suppressed, e.g. mobile worker carrying wireless gadgets.
· Security threat may be alleviated, for instance; 
· detection of  “replay attack” node
· detection of  “active spoofing” node

[image: ]
Figure 3 Anomaly detection
Vigilance of Spectrum Resource Usage in private facilities for network stability and security (15-15-040)

4.4.3 [bookmark: _Toc434933657] Use Case 3: Resource management for Smart Utility Network (SUN)
· Large-scale SUN is composed of multiple PANs
· When a new smart meter (end point) is installed, it will join one of those PANs in their footprints
· Selection and reselection of the PAN to be joined is determined with certain criteria
· Structure of RF mesh changes from time to time
· Stable performance among multiple PANs is desired
· Well-balanced SRU (Spectrum Resource Usage) is desired for each end point to show as much the same performance as possible regardless of the available PANs
· Instantaneous QoS fluctuation should not affect the behavior of those end points
[image: ]
Figure 4 Smart Utility Network

Use case proposal for Technical Guidance Document (15-15-177)

4.4.4 [bookmark: _Toc434933658] Use Case 4: Cluster Tree

· Each PAN Coordinator collect SRM information from device.
· RFD (Reduced Function Device) should forward SRM information
· The SRM information should include PAN ID.
[image: ]
Figure 5 Cluster Tree

Additional TG4s use case and consideration of SRM information (15-15-199)

4.4.5 [bookmark: _Toc434933659]Use Case 5:
4.5 [bookmark: _Toc434933660]


5 [bookmark: _Toc434933661]Functional requirements
This chapter describes functional requirement of SRM.

Table 1 Spectrum Resource Measurement Requirement
[image: ]

Spectrum Resource Measurement and Management requirement table (15-15-089r2)


5.1 [bookmark: _Toc434933662]Spectrum Resource Measurement
The Spectrum Resource Measurement provides the following
· Measurement results of channel load and/or link quality
· Anomaly detection

[image: ]
Figure 6 LR-WPAN device architecture
[bookmark: _Ref413859196]Figure 6 LR-WPAN device architecture

Figure 6 shows typical LR-WAPN device architecture. 



5.2 [bookmark: _Toc434933663]MAC PIB

5.2.1 [bookmark: _Toc434933664] General MAC PIB
The MAC PIB attributes are described in 6.4.2 MAC PIB attributes on IEEE Std 802.15.4-2011[23] and described in 8.4.2 MAC PIB attributes on Draft IEEE P802.15.4-REVc/D0[22].

The group define SRM capability PIB as follows.


General MAC PIB attributes for functional organization
	Attribute
	Type
	Range
	Description
	Default

	macSRMcapable 
	Boolean 
	TRUE,
FALSE 
	If TRUE, the device is capable of functionality specific to SRM 
	FALSE



5.2.2 [bookmark: _Toc434933665] SRM PIB

	Attribute 
	Type 
	Range 
	Description 
	Default 

	macChannelLoad
Enabled 
	Boolean 
	TRUE,
FALSE 
	If TRUE, the device is using functionality specific to Channel Load 
	- 

	macLinkStatistics
Enabled 
	Boolean 
	TRUE,
FALSE 
	If TRUE, the device is using functionality specific to Link Statistics 
	- 

	macInterference
MeasurementEnabled 
	Boolean 
	TRUE,
FALSE 
	If TRUE, the device is using functionality specific to Interference Measurement 
	- 

	macNodeStatistics
Enabled 
	Boolean 
	TRUE,
FALSE 
	If TRUE, the device is using functionality specific to Node Statistics 
	- 

	macChannelOccupancy
StatisticsEnabled 
	Boolean 
	TRUE,
FALSE 
	If TRUE, the device is using functionality specific to Channel Occupancy Statistics 
	- 

	macWakeup
StatisticsEnabled 
	Boolean 
	TRUE,
FALSE 
	If TRUE, the device is using functionality specific to Wakeup Statistics 
	- 

	macTimeSynchError
Enabled 
	Boolean 
	TRUE,
FALSE 
	If TRUE, the device is using functionality specific to Time Synch Error 
	- 

	macSecurityEnabled 
	Boolean 
	TRUE,
FALSE 
	If TRUE, the device is using functionality specific to SRMM Security 
	- 

	macLatencyEnabled 
	Boolean 
	TRUE,
FALSE 
	If TRUE, the device is using functionality specific to Network Latency 
	- 

	macReportEnabled 
	Boolean 
	TRUE,
FALSE 
	If TRUE, the device is using functionality specific to Management Report 
	- 



5.2.3 [bookmark: _Toc434933666] SRM metrics specific MAC PIB

	Attribute 
	Type 
	Range 
	Description 
	Default 

	macEd
	Integer
	0x00-0xff
	The received signal power within the bandwidth of the channel as defined 10.2.5.
	- 

	macTxFailTime
	Integer
	0x00-0xff
	The total transmission attempt time of failed transmissions after all retries with no ACK over the measurement period, linearly scaled with 255 representing100%.
	- 

	macRetryHistogram
	Integer
	0-100
	Histogram of the number of retries for one transmission during the measurement time
	- 

	macLqi
	Integer
	0x00-0xff
	Averaged LQI that indicates the strength and/or quality of a received packet as defined in 10.2.6.
	- 

	macRcpi
	Integer
	0x00-0xff
	The total channel power (signal, noise, and
interference) of a received frame measured on the channel and at the antenna connector used to receive the
frame
	- 

	macRsni
	Integer
	0x00-0xff
	The signal to noise plus interference ratio of a received frame, which is defined by the ratio of the received signal power to the noise plus interference power as measured on the channel and at the antenna connector used to receive the frame.
	- 

	macRssi

	Integer
	0x00-0xff
	The RF power level at the input of the transceiver.
	- 

	macNoiseHistogram
	Integer
	-
	Power histogram measurement of non-IEEE 802.15 noise power
	- 

	macFrameErrorCount
	Integer
	
	The number of received frames that were discarded due to any error except for FCS error (complementary to macFcsErrorCount).
	

	macTimeOutCount
	Integer
	
	Same as macTxFailCount?
	

	macCounterOctets
	Integer
	As defined in 8.4.2.6
	See 8.4.2.6 (existing metric)
	

	macRetryCount
	Integer
	As defined in 8.4.2.6
	See 8.4.2.6 (existing metric)
	

	macMultipleRetryCount
	Integer
	As defined in 8.4.2.6
	See 8.4.2.6 (existing metric)
	

	macTxFailCount
	Integer
	As defined in 8.4.2.6
	See 8.4.2.6 (existing metric)
	

	macTxSuccessCount
	Integer
	As defined in 8.4.2.6
	See 8.4.2.6 (existing metric)
	

	macFcsErrorCount
	Integer
	As defined in 8.4.2.6
	See 8.4.2.6 (existing metric)
	

	macSecurityFailure
	Integer
	As defined in 8.4.2.6
	See 8.4.2.6 (existing metric)
	

	macDuplicateFrameCount
	Integer
	As defined in 8.4.2.6
	See 8.4.2.6 (existing metric)
	

	macRxSuccessCount
	Integer
	As defined in 8.4.2.6
	See 8.4.2.6 (existing metric)
	

	macNackCount
	Integer
	As defined in 8.4.2.6
	See 8.4.2.6 (existing metric)
	

	macDeferredTxCount
	Integer
	
	The number of frames that were deferred transmission.
	

	macAverageBufferUtilization
	Integer
	0-100
	The average percentage of the used buffer space in Tx queue.
	

	macMaximumBufferUtilization
	Integer
	0-100
	The maximum percentage of the used buffer space in Tx queue.
	

	macTxFragmentCount
	Integer
	
	The number of transmitted frames that were fragmented.
	

	macRxFragmentCount
	Integer
	
	The number of received frames that were fragmented.
	

	macTxMulticastCount
	Integer
	
	The number of transmitted multicast frames
	

	macRxMulticastCount
	Integer
	
	The number of received multicast frames
	

	macAckFailCount
	Integer
	
	Same as macTxFailCount?
	

	macAverageAccessDelay
	Integer
	
	The average medium access delay for transmitted frames measured from the time the MPDU is ready for transmission until the actual frame transmission start time.
	

	macChannelUtilization
	Integer
	
	Total channel used time for Tx and Rx and the occupied time for the other devices.
	


5.3 [bookmark: _Toc434933667] PHY PIB


5.3.1 [bookmark: _Toc434933668] SRM metrics specific PHY PIB

	Attribute 
	Type 
	Range 
	Description 
	Default 

	phyTxPower
	Signed integer
	-
	Nominal transmit power of the device in dBm using the Maximum Transmit Power IE or predefined. See Table 181.
	- 

	phyMaxTxPower
	Signed integer
	-
	Nominal transmit power level allowed on a network. See Table 181.
	- 




6 [bookmark: _Toc434933669]Measurement metrics
This chapter describes measurement metrics for TG4s which describes in Table 1. Table 2 Spectrum Resource Measurement Requirement

6.1 [bookmark: _Toc434933670]PHY

6.2 [bookmark: _Toc434933671]MAC

7 [bookmark: _Toc434933672]SRM specific measurement usage


7.1 [bookmark: _Toc434933673]ED (Energy Detection)
· The average of the received signal power over 8 symbol periods
· The minimum and maximum values of ED are 0x00 and 0xff
· The received power in units of dB is linearly mapped between these values
7.2 [bookmark: _Toc434933674]Percentage of time of failed transmissions (No Ack)
· macTxFailTime is calculated with the following equation:

macTxFailTime =

[image: ]

7.3 [bookmark: _Toc434933675]Retry Histogram
· Histogram of the number of retries for one transmission during the measurement time
· Range: from 0 to macMaxFrameRetries
· 0  Tx success without retry
· macMaxFrameRetries  Tx failure



7.4 [bookmark: _Toc434933676]Percentage of time of deferred transmissions (CCA)
· macDeferredTxTime= 
· Deferred period: total back-off period after first CCA
7.5 [bookmark: _Toc434933677]Channel Utilization
· Total channel used time for Tx and Rx and occupied time for the other devices over the measurement duration, linearly scaled with 255 representing100%
· Channel Busy Time:
· Total time of Tx and Rx of all Frames and ACKs
· Deferred periods (previous page) and reception periods of frames that are not destined for this device are also added

[image: ]

7.6 [bookmark: _Toc434933678]LQI (Link Quality Indicator)
· A characterization of the strength and/or quality of a received packet 
· The minimum and maximum LQI values (0x00 and 0xff) should be associated with the lowest and highest quality compliant signals detectable by the receiver, and LQI values in between should be uniformly distributed between these two limits
7.7 [bookmark: _Toc434933679]Transmit Power Used
· Nominal transmit power of the device indicated as phyTxPower in dBm.
· The value shall be less than or equal to the Max Transmit Power, phyMaxTxPower (Table 181 [22]).
7.8 [bookmark: _Toc434933680]Max Transmit Power
· Nominal transmit power level allowed on a network indicated as phyMaxTxPower. The upper limit, in units of dBm, on the transmit power as measured at the output of the antenna connector to be used by the device on the current channel (defined in 8.4.1.19 [23])
7.9 [bookmark: _Toc434933681]Received Channel Power Indicator (RCPI)
· The total channel power (signal, noise, and interference) of a received frame measured on the channel and at the antenna connector used to receive the frame (defined in 20.3.21.6 [23])
· RCPI shall be a monotonically increasing, logarithmic function of the received power level defined in dBm. The allowed values shall be an 8 bit value in the range from 0 to 220
[image: ]

7.10 [bookmark: _Toc434933682]Received Signal Noise Indicator (RSNI)
· The signal to noise plus interference ratio of a received frame, which is defined by the ratio of the received signal power (RCPI-ANPI) to the noise plus interference power (ANPI) as measured on the channel and at the antenna connector used to receive the frame (defined 8.4.2.43 [23])
· ANPI can be calculated with Averaged IPI Density (IPI: Idle Power Indicator)
· IPI Density in the specified channel as a function of time over the measurement duration where the channel is idle (CCA indicates idle and no Tx or Rx)
(10.11.9.4 [23])
· 
· 

[image: ]
7.11 [bookmark: _Toc434933683]Received Signal Strength Indicator (RSSI) (Table 129 [23])
· The RF power level at the input of the transceiver measured during the PHR and is valid after the SFD is detected
· The minimum and maximum values are 0x00 and 0xff and the values in between should be uniformly distributed
7.12 [bookmark: _Toc434933684]Noise Histogram
· A power histogram measurement of non-IEEE 802.15 noise power by sampling the channel when CCA indicates idle and the device is neither transmitting nor receiving a frame
· IPI densities observed in the channel for the IPI levels defined in 4.3.8.7 [23] and 10.11.9.4 [23]
7.13 [bookmark: _Toc434933685]Average Access Delay
· The average medium access delay for transmitted frames measured from the time the MPDU is ready for transmission until the actual frame transmission start time
· In the case of TSCH, macTsTxOffset can be used calculate Access Delay time
· Defined in 10.11.16 [23]
7.14 [bookmark: _Toc434933686]MAC Performance Metrics specific MAC PIB attributes
· 10 metric specific MAC PIB attributes are defined in 8.4.2.6 [22].  These attributes are reused for SRM.
· By using these attributes, the packet success rate can be calculated as follows:



[bookmark: _Toc434933687]
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[bookmark: _Toc434933689]A.1	 Hospital/Medical/Healthcare
Various wireless systems (WLAN, Bluetooth etc.) are deployed in medical environments.

Requirement
· Self-organizing wireless system
· Spectrum sensing of whole band for searching vacant radio resources
· Radio resource assignment and network topology management
[image: ]
Figure 87 Image of medical information system in hospital 

[bookmark: _Toc434933690]A.2	Industrial Automation
Requirement
· Quick additional deployment 
· Quick withdrawal, relocation 
· Inexpensive and reusable
[image: ]
Figure 98 Industrial wireless network
[bookmark: _Toc434933691]A.3	Infrastructure Monitoring
Requirement
· 
[image: ]
Figure 109

[bookmark: _Toc434933692]A.4	Advanced Metering Infrastructure (AMI)
· A number of smart meters construct Neighborhood Area Network (NAN) in the form of RF mesh in order to send meter reading data for billing or event data for management as well as to receive commands for energy and device control 
· Requirements
· Stable network performance under dynamic mesh structure change
· Centralized and distributed resource usage control mechanism
· Assured QoS provision as a commercial communication infrastructure 

[image: ]
Figure 1110

Appendix B. [bookmark: _Toc434933693]Related Standards
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