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1. Definitions, acronyms, and abbreviations

For the purposes of this document, the following terms and definitions apply. 

1.1 Definitions
	Context Manager
	An MAC-layer function for local intra-PD context management or remote inter-PD context management. 

	Context Management
	Context exchange interactions between two protocol layers within a PD or between two PDs on MAC layer. The interactions could include context information reporting, context information retrieval, context information deletion, context information subscription, and context notification.

	
	


1.2 Acronyms and abbreviations
CM
Context Manager

HLCM
High Layer Context Management

ID
Identifier

IEEE
Institute of Electrical and Electronics Engineers

MAC
Medium Access Control

MCPS 
MAC Common Part Sublayer

MLCM
MAC Layer Context Management
MLME
MAC subLayer Management Entity

P2P
Peer-to-Peer

PD
Peer Device

PDME
PD Management Entity

PHY
Physical

PLCM
PHY Layer Context Management
PLME
PHY Layer Management Entity 

SAP
Service Access Point

2. Background

2.1 Context Information in PAC Use Cases
Many P2P applications are emerging in recent years with two general motivations. First, when network infrastructure becomes congested or unavailable, for example due to disasters, P2P will be the only approach to maintain communications among peers. Second, P2P naturally triggers and facilitates traffic offloading and in turn improves network performance such as system capacity even though network infrastructure functions well. P2P Communications cover a large variety of applications that can be categorized as four types: human-to-human, human-to-machine, machine-to-machine, and machine-to-human.

Context is the information which describes situation and surroundings about an entity. Context information exists in P2P communications, which can be categorized into the following classes: 
· Device context that describes device profile, capability, and/or status (e.g. location, battery level, mobility, etc.). 
· Network context that shows network conditions and measurements (e.g. link quality, congestion, bandwidth, etc.). 
· User context that indicates properties about a user or a group of user (e.g. gender, age, address, body conditions, shopping behavior, relationship, etc.). 
· Service context that is related to characteristics of services (e.g. service category, service rate); 
In another aspect, different protocol layers may have or generate different context information. For instance, PHY and MAC layers generate device and network context while higher layers have service context and/or user context. For example, the following context information may exist in P2P social networking application: 

· Device context such as battery condition and location.

· User context such as user ID, user icon or photo, user location, degree of connections, joined group members, etc.

· Network context such as activated connections and their quality.

· Service context such as service category to indicate social networking

· Application context such as application identifier (e.g. Facebook or Twitter), message type (Facebook status update, friendship invitation, etc.)

2.2 Context-Awareness

Context-awareness basically means how to incorporate such context information into system design to improve overall system performance. In other words, P2P communication protocols should be aware of and adapted to the device/user/service/network context information. Including higher layer’s context (e.g. application, service, and user) at the low layer communication may have several benefits. With context information, MAC layer is able to make decision for discovery and association process to avoid signaling overhead cross over protocol stacks, as a result, reduce the latency of the discovery and association process. Similarly, using lower layer’s context, such as channel measurements, network condition, may help the higher layer to optimize the services or applications accordingly.

However context information in P2P communications could be static or dynamic which poses great challenges to enable context-awareness. Basically, we first need effective context management function. Context management involves context collection and sharing. First, context information especially dynamic context, such as network context, needs to be acquired. Second, the collected context information needs to be maintained and shared across protocol layers, applications and/or PDs.
2.3 Current IEEEE 802.15.8 Reference Model

One reference model proposal for IEEE 802.15.8 is illustrated in Figure 3, where a PD Management Entity (PDME) is defined to “exchanges network management information with the PHY and MAC as well as with other layers or exchanges network management information with the external network management entity”. But the details on how to exchange such management information (e.g. context information) is not specified yet. Also, there is no MAC/PHY primitive as defined in the latest technical frame document of IEEE 802.15.8 [1].  
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Figure 1. IEEE 802.15.8 Reference Model (i.e. Figure 3 in [1])

2.4 Motivation

In P2P communications, various types of context information need to be exchanged between PDs or between different protocols within a PD. Figure 2 shows an example of social networks within proximity where there are four PDs. 
· During the communications, PD 1 may need to indicate certain context information to PD 2 such as its link quality to PD 2, its physical location, its residual battery level, its user profile, etc. This can be referred to as inter-PD context exchange. 
· On the other hand, context can be exchanged across different protocol layers within a PD. For example as depicted in Figure 2, within PD 4, MAC layer may obtain link quality from PHY layer, and/or high layer may pass service category information to MAC layer. Furthermore, inter-PD context exchange could be triggered by intra-PD context changes. For example, by receiving service category information from high layer, PD 4’s MAC layer may initiate inter-PD context exchange to notify PD 1 of the service category information at PD 4.  Such context management is a critical function to support application-driven P2P communications, especially to support a peer participating in multiple applications simultaneously as required in IEEE 802.15.8. 

However, such function is not specified or fully developed in IEEE 802.15.8 or other relevant standards.  

· As described previously, there is no context management service or function specified in IEEE 802.15.4-2011, nor any primitives about context management. 

· In current IEEE 802.15.8 proposals, PD Management Entity (PDME) as a general management function block was proposed, but it is still in the early state to address context management functions and corresponding primitives for PDME. 

· In addition, the existing primitive model in IEEE 802.15.4 (even in IEEE 802.11) has certain limitation or inefficiency in supporting context management in IEEE 802.15.8 due to its exact one-to-one primitive model.  

In summary, IEEE 802.15.8 needs to have a MAC layer function to management inter-PD and intra-PD context information exchange.  As an example, the following context management functions or services may be needed for P2P social networking application:
· Intra-PD Context Management Functions

· The higher layer requests the MAC layer to discover other PDs in the proximity for the social networking application.

· The higher layer requests the MAC layer to discover a particular PD (e.g. friends) in the proximity to use the social networking application.

· The MAC layer indicates to the higher layer of new PDs occurring in the proximity, which use the same social networking application. 

· Inter-PD Context Management Functions

· A PD indicates its service/application/user context to a group of other PDs within proximity. 

· Group-based activities, e.g., group information notification, assignment/update of a group within the social networking application.
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Figure 2. An Example of Social Networks in Proximity

3. Overview
Context management is an MAC-layer function which handles local intra-PD context management and remote inter-PD context management. Basically, there are two cases for context management: 1) context management between high layer and MAC layer; and 2) context management between PHY layer and MAC layer. 

The context management between high layer and MAC layer has the following functionalities:

· High layer reports context information to MAC layer.

· High layer retrieves context information from MAC layer.

· High layer deletes context information from MAC layer.

· High layer subscribes context information at MAC layer.

· MAC layer notifies context information to high layer.

The context management between PHY layer and MAC layer has the following functionalities:

· PHY layer reports context information to MAC layer.

· MAC layer enables/disables context measurement at PHY layer.

4. Detailed Descriptions 

Context management includes: 1) context manager (Section 4.1); 2) Context management between high layer and MAC layer (4.2); 3) context management between PHY layer and MAC layer (4.3). 

4.1 Context Manager

Context Manager (CM) is a MAC-layer function and resides in each PD. The CM in a PD shall maintain a context database which should contain context information about this PD and/or other PDs. The CM shall be responsible for intra-PD context management and inter-PD context management as shown in Figure 3. 

· Intra-PD Context Management: The CM receives context management primitives from high layer or PHY layer and makes responses via two Service Access Points (SAPs), i.e. High Layer Context Management (HLCM) SAP and PHY Layer Context Management (PLCM) SAP.   

· Inter-PD Context Management: The CM in PD 1 can issue context management requests by sending MAC frames to the CM in PD 2 to trigger context management interactions between two PDs. When two CMs communicate with each other, Client/Server model should be used. Basically, one CM acts a Client and the other CM acts as a Server. The Client CM sends request to and waits for responses from the Server CM over the air. 

Both intra-PD and inter-PD context management has two cases: 1) context management between high layer and MAC layer; 2) context management between PHY layer and MAC layer. 
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Figure 3. Proposed Cross-Layer Context Manager
4.2 Context Management between High Layer and MAC Layer
The context management functions between high layer and MAC layer shall include 1) reporting context information from high layer to MAC layer; 2) retrieving context information from high layer to MAC layer; 3) deleting context information from high layer to MAC layer; 4) subscribing context information from high layer to MAC layer; 5) notifying context information from MAC layer to high layer.   

Such functions shall be fulfilled by the following primitives.
· Primitives for reporting context information (Figure 4): HLCM-REPORT.Request, HLCM-REPORT.Confirm, HLCM- REPORT.Indication, HLCM- REPORT.Response.

· Primitives for retrieving context information (Figure 5): HLCM-RETRIEVE.Request, HLCM-RETRIEVE.Confirm, HLCM-RETRIEVE.Indication, HLCM-RETRIEVE.Response. 

· Primitives for deleting context information (Figure 6): HLCM-DELETE.Request, HLCM-DELETE.Confirm, HLCM-DELETE.Indication, HLCM-DELETE.Response. 

· Primitives for subscribing context information (Figure 7): HLCM-SUBSCRIBE.Request, HLCM-SUBSCRIBE.Confirm, HLCM-SUBSCRIBE.Indication, and HLCM-SUBSCRIBE.Response

· Primitives for notifying context information (Figure 8): HLCM-NOTIFY.Request, HLCM-NOTIFY.Confirm, HLCM-NOTIFY.Indication, and HLCM-NOTIFY.Response. 

4.2.1 Report Context Information
Four primitives are defined for reporting context information from high layer to MAC layer. 
HLCM-REPORT.Request primitive shall contain a set of context elements to be created or updated. Each context element should consist of three parameters:

· contextName: It is the name (e.g. identifier) of context information to be created or updated.

· contextValue: It is the value of the context information to be created or updated.

· This parameter could be optional. If this parameter is not included, it means that the high layer just reports the name or type of context information it provides. 

· peerID: It is the identifier of remote peer devices (i.e. recipients) for remote context report. This parameter could contain multiple identifiers if the high layer requests to update context information as denoted by contextName at multiple remote peer devices. This parameter should not be included for intra-PD context reporting.   

HLCM-REPORT.Indication primitive shall contain a set of context elements received from the originator. Each context element consists of three parameters.

· contextName: It is the name (e.g. identifier) of context information as received.

· contextValue: It is the value of the context information as received.

· peerID: It is the identifier of originator for inter-PD context reporting.  

HLCM-REPORT.Response primitive shall contain simple acknowledgement for HLCM-REPORT.Indicaiton primitive. This primitive could be optional. 

HLCM.REPORT.Confirm primitive shall contain a set of result elements for each received context element as indicated in HLCM-REPORT.Request primitive. Each result element contains three parameters:

· contextName: It is the name (e.g. identifier) of context information.

· result: It stands for the result (i.e. success or failure).

· peerID: It is the identifier of remote peer device which sends back response for remote context report. 

Figure 4 shows the procedure and primitives for reporting context information from high layer to context manager where the context manager is a part of MAC layer. The following steps are required. Note that Step 2-5 will not be needed if it is local context information reporting.

· Step 1: The originator high layer sends HLCM-REPORT.Request to the originator context manager. This primitive shall contain contextName, contextValue, and identifiers of remote PDs for inter-PD context report.

· Step 2: The originator CM sends Context Report Request command over the air to the recipient MAC. This message shall contain contextName and contextValue.
· Step 3: The recipient CM sends HLCM-REPORT.Indication to the recipient high layer. 

· Step 4: The recipient high layer sends HLCM-REPORT.Response to the recipient CM. 

· Step 5: The recipient CM sends Context Report Response command over the air to the originator MAC. This message shall contain contextName and result.
· Step 6: The originator CM sends HLCM-REPORT.Confirm to the originator high layer to indicate the context report result (i.e. success or failure). 
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Figure 4. Primitives and Procedures for Reporting Context Information via HLCM SAP

4.2.2 Retrieve Context Information
Four primitives are defined for high layer to retrieve context information at MAC layer. 
HLCM-RETRIEVE.Request primitive shall contain a set of context elements to be retrieved. Each context element consists of two parameters:

· contextName: It is the name (e.g. identifier) of context information to be retrieved.

· peerID: It is the identifier of remote PDs (i.e. recipients) for inter-PD context retrieval. This parameter could contain multiple identifiers if the high layer requests to retrieve context information as denoted by contextName from multiple remote PDs.  

HLCM-RETRIEVE.Indication primitive shall contain a set of context elements received from the originator. Each context element should consist of two parameters.

· contextName: It is the name (e.g. identifier) of context information to be retrieved.

· peerID: It is the identifier of originator PD.  

HLCM-RETRIEVE.Response primitive shall contain simple acknowledgement for HLCM-RETRIEVE.Indicaiton primitive and contain contextValue corresponding to contextName. 

HLCM-RETRIEVE.Confirm primitive shall contain a set of result elements for each received context element as indicated in HLCM-RETRIEVE.Request primitive. Each result element should contain three parameters:

· contextName: It is the name (e.g. identifier) of context information.

· contextValue: It is the value of the context information.

· peerID: It is the identifier of remote peer device which sends back response for remote context retrieve. 

Figure 5 illustrates the procedure and primitive for the high layer to retrieve context information (either from local CM or remote CM). Note that Steps 2-5 are not required for local intra-PD context retrieval. 

· Step 1: The originator high layer sends HLCM-RETRIEVE.Request to the originator CM.

· Step 2: The originator CM sends Context Retrieve Request command over the air to the recipient CM. This message shall contain contextName to be retrieved. 
· Step 3: The recipient CM sends HLCM- RETRIEVE.Indication to the recipient high layer. 

· Step 4: The recipient high layer sends HLCM- RETRIEVE.Response to the recipient CM. 

· Step 5: The recipient CM sends Context Retrieve Response command over the air to the originator CM. This message should contain pairs of contextName and contextValue.
· Step 6: The originator CM sends HLCM-RETRIEVE.Confirm to the originator high layer. 
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Figure 5. Primitives and Procedures for Retrieving Context Information via HLCM SAP

4.2.3 Delete Context Information
Four primitives are defined for high layer to delete context information at MAC layer. 
HLCM-DELETE.Request primitive shall contain a set of context elements to be deleted. Each context element should consist of two parameters:

· contextName: It is the name (e.g. identifier) of context information to be deleted.

· peerID: It is the identifier of remote PDs (i.e. recipients) for remote inter-PD context deletion. This parameter could contain multiple identifiers if the high layer requests to delete context information as denoted by contextName from multiple remote PDs.  

HLCM-DELETE.Indication primitive shall contain a set of context elements received from the originator. Each context element should consist of two parameters.

· contextName: It is the name (e.g. identifier) of context information to be deleted.

· peerID: It is the identifier of originator for remote inter-PD context deletion.  

HLCM-DELETE.Response primitive shall contain simple acknowledgement for HLCM-DELETE.Indicaiton primitive. This primitive could be optional.

HLCM-DELETE.Confirm primitive shall contain a set of result elements for each received context element as indicated in HLCM-DELETE.Request primitive. Each result element should contain three parameters:

· contextName: It is the name (e.g. identifier) of context information being deleted.

· result: It is the result of context deletion (i.e. success or failure).  

· peerID: It is the identifier of remote PD which sends back response for remote context deletion. 

Figure 6 shows the procedure and primitive for the high layer to delete context information (either from local CM or remote CM). Note that Steps 2-5 are not required for local intra-PD context deletion. 

· Step 1: The originator high layer sends HLCM-DELETE.Request to the CM

· Step 2: The originator MAC sends Context Delete Request command over the air to the recipient CM. This message should contain contextName.
· Step 3: The recipient CM sends HLCM- DELETE.Indication to the recipient high layer. 

· Step 4: The recipient high layer sends HLCM-DELETE.Response to the recipient CM. 

· Step 5: The recipient CM sends Context Delete Response command over the air to the originator CM. This message should contain contextName and context deletion result (i.e. success or failure). 
· Step 6: The originator CM sends HLCM-DELETE.Confirm to the originator high layer to indicate the context deletion result (i.e. success or failure). 
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Figure 6. Primitives and Procedures for Deleting Context Information via HLCM SAP

4.2.4 Subscribe Context Information
Four primitives are defined for high layer to subscribe context information at MAC layer. 
HLCM-SUBSCRIBE.Request primitive shall contain a set of context elements to be subscribed. Each context element should consist of three parameters:

· contextName: It is the name (e.g. identifier) of context information to be subscribed.

· subscriptionCriteria: It is the criteria or condition to generate notification such as notification frequency or minimal time interval between two neighboring notifications. 

· timeDuration: It is the lifetime of the requested subscription.

· peerID: It is the identifier of remote PDs (i.e. recipients) for remote inter-PD context subscription. This parameter could contain multiple identifiers if the high layer requests to retrieve context information as denoted by contextName from multiple remote PDs.  

HLCM-SUBSCRIBE.Indication primitive shall contain a set of context elements received from the originator. Each context element should consist of two parameters.

· contextName: It is the name (e.g. identifier) of context information to be subscribed.

· peerID: It is the identifier of originator for remote subscribing.  

HLCM-SUBSCRIBE.Response primitive shall contain simple acknowledgement for HLCM-SUBSCRIBE.Indicaiton primitive. This primitive could be optional.

HLCM-SUBSCRIBE.Confirm primitive shall contain a set of result elements for each received context element as indicated in HLCM-SUBSCRIBE.Request primitive. Each result element should contain three parameters:

· contextName: It is the name (e.g. identifier) of context information.

· timeDuration: It is the approved or assigned lifetime for the subscription. The value of zero stands for that the subscription request is rejected. 

· peerID: It is the identifier of remote PD which sends back response for remote inter-PD context subscription. 

Figure 7 shows the procedure and primitive for the high layer to subscribe context information (either from local CM or remote CM). Note that Steps 2-5 are not required for local intra-PD context subscription. 

· Step 1: The originator high layer sends HLCM-SUBSCRIBE.Request to the originator CM.

· Step 2: The originator CM sends Context Subscribe Request command over the air to the recipient CM. This message shall contain contextName, subscription criteria, and time duration for the context subscription.

· Step 3: The recipient CM sends HLCM-SUBSCRIBE.Indication to the recipient high layer. 

· Step 4: The recipient high layer sends HLCM-SUBSCRIBE.Response to the recipient CM. 

· Step 5: The recipient CM sends Context Subscribe Response command over the air to the originator CM. This message shall contain contextName and the context subscription result (i.e. success or failure).
· Step 6: The originator CM sends HLCM-SUBSCRIBE.Confirm to the originator high layer to indicate the context subscription result (i.e. success or failure). 
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Figure 7. Primitives and Procedures for Subscribing Context Information via HLCM SAP

4.2.5 Notify Context Information
Four primitives are defined for MAC layer to send context notification to high layer. 
HLCM-NOTIFY.Request primitive shall contain a set of context elements to be notified. Each context element should consist of three parameters:

· contextName: It is the name (e.g. identifier) of context information to be notified.

· contextValue: It is the value of context information to be notified.

· peerID: It is the identifier of remote PD(s) (i.e. recipient(s)) for remote notification. This parameter could contain multiple identifiers if the CM requests to notify context information as denoted by contextName to multiple remote PDs.  This parameter should not be required for local intra-PD context information notification. 

HLCM-NOTIFY.Indication primitive shall contain a set of context elements received from the originator. Each context element should consist of two parameters.

· contextName: It is the name (e.g. identifier) of context information to be notified.

· peerID: It is the identifier of originator for remote inter-PD notification.  

HLCM-NOTIFY.Response primitive shall contain simple acknowledgement for HLCM-NOTIFY.Indicaiton primitive. This primitive could be optional.

HLCM-NOTIFY.Confirm primitive shall contain two parameters.

· contextName: It is the name (e.g. identifier) of context information as received.

· peerID: It is the identifier of recipient for remote inter-PD notification.  

Figure 8 shows the procedure and primitive for the CM to notify context information (either to local high layer or remote high layer). Note that Steps 1-2 are for local intra-PD context notification while Steps 3-6 are for remote inter-PD context notification. 

· Step 1: The originator CM sends HLCM-NOTIFY.Request to the originator high layer.

· Step 2: The originator high layer sends HLCM-NOTIFY.Response to the originator CM. 

· Step 3: The originator CM sends Context Notify Request command over the air to the recipient CM. This message should contain contextName and contextValue.

· Step 4: The recipient CM sends HLCM-NOTIFY.Indication to the recipient high layer. 

· Step 5: The recipient high layer sends HLCM-NOTIFY.Response to the recipient CM. 

· Step 6: The recipient CM sends Context Notify Response command over the air to the originator CM as an acknowledgement.
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Figure 8. Primitives for Notifying Context Information via HLCM SAP

4.3 Context Management between PHY Layer and MAC Layer
The context management functions between PHY layer and MAC layer shall include 1) report context information from PHY layer to MAC layer; and 2) enable/disable context measurement at PHY layer. Such functions shall be fulfilled using the following four primitives.
· PLCM-REPORT.Request: The PHY layer requests to add and/or update context information in the CM. 

· PLCM-REPORT.Confirm: It is the confirmation sent from the CM to the PHY layer. 

· PLCM-MEASURE.Request: The CM requests to enable or disable context measurement at the PHY layer. 

· PLCM-MEASURE.Confirm: It is the confirmation sent from the PHY layer to the CM.

4.3.1 Report Context Information
Two primitives PLCM-REPORT.Request and PLCM-REPORT.Confirm together realize the function for reporting context information from PHY layer to MAC layer.
PLCM-REPORT.Request primitive shall contain a set of context elements to be created or updated. Each context element should consist of two parameters (i.e. contextName and contextValue). In addition, a context element may be contained in a standard Information Element (IE) passing through the PLCM SAP.   

· contextName: It is the name (e.g. identifier) of context information to be created or updated.

· contextValue: It is the value of the context information to be created or updated.

· This parameter could be optional. If this parameter is not included, it means that PHY layer just reports the name or type of context information it provides. 

PLCM.REPORT.Confirm primitive shall contain results (either successful or failure) for each context element as contained in PLCM-REPORT.Request primitive.

· result: It is the result for requesting on each context element. The result could be successful or failed. 

Figure 9 shows the procedure and primitives for reporting context information from PHY layer to the CM within the same PD 1. The following steps shall be implemented.

· Step 1: PHY layer sends PLCM-REPORT.Request to the CM.
· Step 2: The CM creates new context or updates existing context as requested in PLCM-REPORT.Request primitive. 

· Step 3: The CM sends PLCM-REPORT.Confirm to PHY layer to indicate the context report result (i.e. success or failure). 
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Figure 9. Primitives and Procedures for Reporting Context Information via PLCM SAP
4.3.2 Enable/Disable Context Measurement
Two primitives PLCM-MEASURE.Request and PLCM-MEASURE.Confirm together realize the function for enabling/disabling context measurement at PHY layer.
PLCM-MEASURE.Request primitive shall contain a set of context measurement elements. Each context measurement element should contain the following three parameters.

· flag: It enables (if flag=TRUE) or disable (if flag=FALSE) to measure the context information as represented by contextName.

· contextName: It is the name (e.g. identifier) of context information to be measured.

· measurePeriod: It stands for the frequency of periodical measurement of the context information as represented by contextName. If measurePeriod is zero, this is only one-time measurement. This parameter should not be required if flag=FALSE.  

PLCM.MEASURE.Confirm primitive shall contain a set of context elements as the measurement results for each context measurement element as contained in PLCM-MEASURE.Request primitive. As shown in Figure 10, one PLCM-MEASURE.Request primitive may generate multiple PLCM-MEASURE.Confirm primitives. For example, the PLCM-MEASURE.Request primitive may trigger periodically measurements at PHY layer and each measurement generates a PLCM-MEASURE.Confirm primitive. In another example, one PLCM-MEASURE.Confirm may only contain one context element. Each context element should contain the following parameters.

· contextName: It is the name (e.g. identifier) of context information being measured.

· contextValue: It is the value of the context information being measured.

· result: It stands for the result of context measurement (i.e. success or failure). If the result is failure, contextName and contextValue should not be included in PLCM-MEASURE.Confirm primitive, and the CM of PD 1 could issue another PLCM-MEASURE.Request  again sometime later. 

Figure 10 shows the procedure and primitives for the CM to enable or disable context measurement at PHY layer within the same PD 1. The following steps should be implemented. Note that Step 4 and Step 5 are not required for one-time context measurement. 
· Step 1: The CM sends PLCM-MEASURE.Request to PHY layer.

· Step 2: PHY layer measures designated context information if PLCM-MEASURE.Request.

· Step 2: The CM creates new context or updates existing context as requested in PLCM-REPORT.Request primitive requests to enable context measurement.

· Step 3: PHY layer sends PLCM-MEASURE.Confirm to the CM.

· Step 4: PHY layer continues to measures designated context information if PLCM-MEASURE.Request primitive requests periodical context measurement.

· Step 5: PHY layer sends PLCM-MEASURE.Confirm to the CM. 
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Figure 10. Primitives and Procedures for Enabling/Disabling Context Measurement via PLCM SAP
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