July, 2013
 IEEE P802.15-13-xxxx-00-0009


IEEE P802.15

Wireless Personal Area Networks

	Project
	IEEE P802.15 Working Group for Wireless Personal Area Networks (WPANs)

	Title
	Dragonfly over 802.15.9

	Date Submitted
	10 July 2013


	Source
	[Dan Harkins]
[Aruba Networks]

	VVoice:  [+1 408 227 4500]
FaFax:


E-Email:[ dharkins@arubanetworks.com ]

	Re:
	This is response to ta Call for Contributions for IEEE 802.15.9 on Dragonfly KMP support

	Abstract
	This document contains guidelines for supporting Dragonfly as a KMP for IEEE 802.15.9

	Purpose
	This document is intended for inclusion of 802.15.9 draft specification

	Notice
	This document has been prepared to assist the IEEE P802.15.  It is offered as a basis for discussion and is not binding on the contributing individual(s) or organization(s). The material in this document is subject to change in form and content after further study. The contributor(s) reserve(s) the right to add, amend or withdraw material contained herein.

	Release
	The contributor acknowledges and accepts that this contribution becomes the property of IEEE and may be made publicly available by P802.15.


1. Introduction

This document proposes changes to the IEEE 802.15.9 draft specification to provide guidelines for Dragonfly to operate directly over 802.15.9.

2. Proposed Changes to IEEE 802.15.9-D01

Repace section 9.X with the following text:

9.X Dragonfly

9.X.1 Description

Dragonfly is an authenticated key exchange that uses a shared key, phrase, code, or word as a credential. Dragonfly is resistant to off-line dictionary attack and can securely be used with “weak” credentials. The Dragonfly key exchange has been specified for many protocols including 802.11, IKEv2, as an EAP method, and as a TLS ciphersuite. Dragonfly is efficient and compact with minimal options. 

The Dragonfly key exchange consists of four messages in two simple request/response phases: a “commit” phase and a “confirm” phase. In the “commit” phase the two parties exchange data that binds them to a single guess of the shared credential. The “confirm” phrase proves that both parties used the same shared credential. The exchange will only succeed if both sides used the same credential and will fail in all other cases. 

Resistance to dictionary attack means that an attacker must launch an active attack for each guess of the shared credential. If the size of the pool from which the credential is drawn is D, then the probability of successful attack on Dragonfly is 1/(D-X), after X active attacks. Detection of repeated active attacks can easily be noticed and it is therefore possible achieve acceptable security using a credential pool that is easy to use—e.g. words from a 5000 word database, all 6 digit numbers, etc. 

Dragonfly can be implemented as a true peer-to-peer protocol where either side can initiate and both sides can initiate simultaneously. There are no fixed roles required.

9.X.2 Use Cases

Dragonfly is suitable for deployments in which a PKI, or any kind of certificate infrastructure, is problematic. Being a true peer-to-peer protocol, Dragonfly is highly suited for the Internet of Things, sensor networks, and mesh networks. Body Area Networks and direct device-to-device communication are well suited by Dragonfly. 

The strong security and resistance to attack afforded by Dragonfly make it especially well suited to situations that require a user-entered password. Since repeated, error-free entry of passwords can be problematic many users choose simple passwords which would be unsuitable for protocols that do not offer resistance to dictionary attack. Since Dragonfly is resistant to dictionary attack it can provide an acceptable level of security even when used with simple or weak passwords.

Dragonfly offers cryptographic agility in the form of support for public key cryptography using both elliptic curves and traditional finite fields, as well as a variety of hash functions which are used for confirmation and key derivation. This allows for tradeoffs of computational intensity, message size, and strength of the resulting shared secret to be made.
There is no differentiation of use cases into minimal and large scale. Dragonfly will work the same whether it is deployed in a simple device-to-device connection or a large mesh network. Since peer-to-peer protocols can also operate as client-server protocols (although the reverse is not true), Dragonfly can be deployed in traditional client-server models.

9.X.3 Dragonfly and 802.15 Specifics

The Dragonfly key exchange is transport agnostic and will run over any medium that can encapsulate its messages. 
9.X.3.1 Algorithm Negotiation

Dragonfly requires the negotiation of a domain parameter set in which to perform public key cryptography, referred to as a “group”. It also requires negotiation of a random function. 

Other instantiations of Dragonfly have used a registry set up by IKE (RFC 2409) to map a single 16-bit number to a complete domain parameter set. 802.15 may choose any suitable method of negotiation of a domain parameter set. Passing the entire domain parameter set in-line should be avoided due to the possibility of introducing domain parameter sets that are not suitable for use by Dragonfly.

Cryptographers disagree on the suitability of block ciphers as random functions and great care must be taken if one were to use, for instance, AES-128-CMAC. A random function based on a hash algorithm used as an “extractor” per RFC 5869 is recommended.
9.X.3.2 Key Derivation

Any secure key derivation function (e.g. from NIST SP 800-108) can be used with Dragonfly. A KDF based on a hash algorithm and used in accordance with RFC 5869 is recommended. 
9.X.3.5 Broadcast and Multicast Key Distribution

If broadcast or multicast key distribution is needed, any existing technique from another 802.15 KMP can be used. It will be necessary to derive an extra key from the KDF and if Dragonfly is being used in a peer-to-peer fashion where both parties can generate their own broadcast and multicast data it will be necessary to derive extra keys on a per-peer basis.
A strong, and preferably provably secure, key wrapping protocol like RFC 5297 should be used to protect not only the key being distributed but the entire message that comprises the key being distributed.
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