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1. Introduction

This document proposes changes to the IEEE 802.15.9 draft specification to provide guidelines for IKEv2 to operate directly over 802.15.9.

2. Proposed Changes to IEEE 802.15.9-D01

Repace section 9.2 with the following text:

9.2 IKEv2

9.2.1 Description

The Internet Key Exchange version 2 (IKEv2) (RFC5996) is an IETF standard used for key management in the IPsec. IKEv2 provides a way for performing mutual authentication and establishing and maintaining security associations. The IKEv2 is includes lots of optional features which are not needed in all environments, so it is needed to provide profile which lists which optional features are needed and which are not. Some of the optional features are also negotiated during the key exchange protocol, but in some cases it might be easier to mandate the

support for some of those features in this profile, and skip the negotiation to save bytes on the wire.

IKEv2 supports wide range of authentication methods (shared keys, certificates, raw public keys, EAP), and depending on the environment only some of those are needed. This profile does not mandate or limit out any authentication methods, but leaves that decision to the environment. 

All IKEv2 communications consist of pairs of messages: a request and a response. The pair is called an "exchange", and is sometimes called a "request/response pair". Every request requires a response.

Basic IKEv2 key exchange protocol is two exchange protocol consisting four messages. In case EAP is used there might be extra exchanges depending on the EAP method used.

9.2.2 Use Cases

As IKEv2 provides very wide range of options it can be used in very different environments. It can be used in situation where there is no back end authentication server, just using share keys or raw public keys authentication, or it can be used in the environment where there is extensive AAA infrastructure already in place, which needs to be reused.

Minimal IKEv2 profile lists couple of use cases which are appropriate here too (draft-ietf-lwig-ikev2-minimal-00.txt).

9.2.2.1 Minimal IKEv2 Use Cases

One use case for this kind of minimal implementation is in small devices doing machine to machine communication. In such environments the node initiating connections is usually very small and the other end of the communication channel is some kind of larger device.

An example of the small initiating node could be an remote garage door opener device. I.e. device having buttons which open and close garage door, and which connects to the home area network server over wireless link.

Another example of the such device is some kind of sensor device, for example room temperature sensor, which sends periodic temperature data to some centralized node.

Those devices are usually sleeping long times, and only wakes up because of user interaction or periodically. The data transfer is always initiated from the sleeping node and after they send packets there might be ACKs or other packets coming back before they go back to sleep. If some data needs to be transferred from server node to the small device, it can be implemented by polling, i.e. small node periodically polls for the server to see if it for example have some configuration changes or similar.

9.2.2.2 Enterprise or Large Scale IKEv2 Use Cases

As IKEv2 also provides a way to use full AAA infrasturcutre, including doing EAP authentication, it can be used in other environments, where existing AAA infrastructure reuse is needed. It can also use full X.509 PKIX certificates for authentication. In most of the small

devices all of these are too heavy weight but on the other hand the server end talking to the small devices, might need to authenticate himself to the AAA infstructure using IPsec, and reusing IKEv2 for the small device side would be useful there.

9.2.3 IKEv2 and 802.15 Specifics

IKEv2 is normally run over IP and UDP, but there are already documents reusing the IKEv2 protocol over Fiber Channel and using IKEv2 to security association management there (RFC4595).

9.2.3.1 Supported IKEv2 Features

The following features of the IKEv2 are supported:

· Basic IKEv2 exchange, IKE_SA_INIT and IKE_AUTH (RFC5996)

· Childless Initiation of IKEv2 (RFC6023)

· Using AEAD with IKEv2 (RFC5282)

XXX Not sure if we need following:

· CREATE_CHILD_SA exchange to rekey IKE SA

· INFORMATIONAL exchange to delete Sas

· INFORMATIONAL exchange to send errors

XXX Depending how we do the Multicast SA management this might be

needed:

· CREATE_CHILD_SA exchange to create additional Sas

· CREATE_CHILD_SA exchange to rekey child SAs

9.2.3.2 Not Supported IKEv2 Features

Following IKEv2 features are not needed:

· Negotiation of multiple procols within same proposal

· Capability to handle multiple outstanding request

· Cookies

· Configuration Payload

· NAT-Traversal

9.2.3.3 Message Framing

The normal IP and UDP headers are not used, but instead the message to be sent ot the other end are started directly with the IKEv2 Header (See Section 3.1 of RFC5996). As the NAT-Travelsal is not needed or supported, the first field of the header is always the IKE SA Initiator's SPI.

As normally the 802.15 supported algorithms are combined more ciphers (AES-CCM, or AES-GCM) the RFC5282 Encrypted Payload format is needed. 

9.2.3.4 Algorith Negotiation

XXX This could also be done so that the IKEv2 and the IEEE 802.15 level uses different algoritms, but it might be easier to force them to be same.

The IKEv2 provides algorithm negotiation which negotiates which algoritms are used to protect IKEv2. In the IEEE 802.15 there is currently only AES-CCM* defined, so IKEv2 SHOULD use AES CCM with a 16-octect ICV (value 16 of the Transform Type 1 - Encryption Algorithm

Transform IDs). 

XXX Check the key length of the IEEE 802.15.4, and specify that same value SHOULD be used.

Negotiated PRF should most likely use same AES primitives, i.e.PRF_AES128_CMAC.

9.2.3.5 Key Derivation

After the IKEv2 IKE_SA_INIT and IKE_AUTH exchanges are finished, the IKEv2 generates SKEYSEED for keying material generation, and from there it generates SK_d which is to be used for key generation for the child SAs. This SK_d is used to generate the necessarely keying material for the 802.15 layer, as specified in the section 2.17 of RFC5996:

KEYMAT = prf+(SK_d, Ni | Nr)

XXX Which keys we need to generate, and in which order they should be

taken from the KEYMAT. Should we use the order specified in the

RFC5996 section 2.17?

9.2.3.6 Broadcast and Multicast Key Distribution

If broadcast or multicast key distribution is needed, such feature needs to be added the IKEv2. Adding that could be done by just controller sending the keying material over the protected point to point IKEv2 channel using INFORMATIONAL exchanges and Notify Payloads delivering the data.
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