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1. Overview

This document defines a recommended practice for the transport of Key Management Protocols (KMP) for WPANs.

1.1 Scope

This Recommended Practice defines a message exchange framework based on Information Elements as a transport method for key management protocol (KMP) datagrams and guidelines for the use of some existing KMPs with the IEEE Std 802.15.4 and IEEE Std 802.15.7. This Recommended Practice does not create a new KMP.

1.2 Purpose

This Recommended Practice describes support for transporting KMP datagrams to support the security functionality present in IEEE Std 802.15.4 IEEE Std 802.15.7.

2. Normative References

The following referenced documents are indispensable for the application of this document (i.e. they must be understood and used, so each referenced document is cited in text and its relationship to this document is explained). For dated references, only the edition cited applies. For undated references, the latest edition of
the referenced document (including any amendments or corrigenda) applies.

IEEE Std 802.15.4™-2011, IEEE Standard for Information technology—Telecommunications and information exchange between systems—Local and metropolitan area networks—Specific requirements Part 15.4: Wireless Medium Access Control (MAC) and Physical Layer (PHY) Specifications for Low Rate Wireless Personal Area Networks (WPANs).

IEEE Std 802.15.4e™, IEEE Standard for Information technology—Telecommunications and information exchange between systems—Local and metropolitan area networks—Specific requirements Part 15.4: Low Rate Wireless Personal Area Networks (LR-WPANs) Amendment to the MAC sub-layer.

IEEE Std 802.15.7™-2011, IEEE Standard for Information technology—Telecommunications and information exchange between systems—Local and metropolitan area networks—Specific requirements Part 15.7: Short-Range Wireless Optical Communication Using Visible Light.

3. Definitions
Many terms used in this document are already defined in:

IEEE Std 802.1AE™-2006, IEEE Standard for Local and metropolitan area networks Media Access Control (MAC) Security.

Key Management Protocol (KMP): A collection of data transactions that provide the mechanism to manage cryptographic keys. This includes dealing with the generation, exchange, storage, use, and replacement of keys.

4. Acronyms and abbreviations

HIP

Host Identity Protocol

IE

Information Element

IETF

Internet Engineering Task Force

IKEv2

Internet Key Exchange version 2

KMP

key management protocol

PANA

Protocol for carrying Authentication for Network Access

SA

Security Association

SAE

Secure Authentication of Equals

WPAN

wireless personal area network

5. Introduction

IEEE Std 802.15.4 and IEEE Std 802.15.7 have always supported datagram security, but have not provided a mechanism for establishing the keys used by this feature. Lack of key management support in IEEE Std 802.15.4 and IEEE Std 802.15.7 results in weak keys which is a common avenue for attacking the security system. Adding KMP support is critical to a proper security framework

This Recommended Practice specifies a  transport of KMP datagrams within these standards. It will also provide guidelines for KMPs like IETF's HIP, IKEv2, PANA, and IEEE Std 802.1X.

5.1 System view

The key transport mechanism described herein is seen to sit between the MAC services and higher layers.

[Place diagram from 15-12-0458-04-0009 slide 5 here.]

5.2 Security Associations

The security information between two devices is maintained in a Security Association (SA). The role of a KMP is to set up and maintain an SA between two or more devices.  SAs may be unicast and are paired or broadcast. Paired unicast SAs refer to a unique SA for each direction.

5.3 Process flow

SAs can be established either when a device joins a PAN, or in a non-beaconing PAN just prior to the first data transmission.  In a beaconing PAN, either device configured to require security will start the KMP.  In a non-beaconing PAN, if the sender of the initial data transmission is configured to require security it MUST first establish the SA by starting the KMP.  If the receiver is configured to require security and receives a non-secured data transmission, it MUST start the KMP to establish the SA.
5.4 State Machine

There are separate inbound and outbound processing state machines.  These will be defined in section _____.

5.5 Address formats

Long addresses SHOULD be used when the KMP is performed to establish an SA.  Short address MAY be used when the KMP updates an existing SA.

5.6 KMP payload size

The most constrained maximum KMP payload size supported by this recommended practice is 9KB.  This is based on a maximum of 96 KMP fragments and 96 bytes per fragment.  Note that IEEE 802.15.4-2011 PSDU maximum is 127 bytes, typical unsecured MHR+MFR = 23 bytes and the KMP IE header is 3 bytes. 
6. Key Management Transport

6.1 Description

The Key Management Transport is encapsulated in data frame payload Information Elements.  These Information Elements are the only content in the MAC frame.

As Key Management payloads may exceed the MPDU, a simple frame chaining method using Forced ACKs will provide the needed fragmentation support.  The use of the Forced ACKs allow the sending device to be assured the receiving device has all the frames to reassemble the Key Management payload.  Sending lost frames is handled within the MAC and not apparent to the KMP transport.  The receiving side MUST anticipate duplicate frames if its ACK was lost.  This behavior is accommodated within state manchines.

6.2 MLME calls

6.2.1. KMP start

A Higher layer event typically triggers the KMP start directly without going through the MAC.  

However, if MacSecurityRequired = true and MacSecurityEnabled = false and the Higher Layer attempts to send a data frame, the KMP transport will issue a MLME KMP start to the KMP machine, forcing key establishment.

6.2.2. KMP rekey

The KMP rekey is triggered by the MacSecurityRekey PIB.  If this is true then the KMP will be instructed to rekey the SA.

6.3 KMP Information Element format

Information Elements consist of an ID, Length, and Value or Content.  The ID and Length are simply defined below.  The Value of the KMP IE is itself composed of multiple fields that are detailed below.


ID = Varies by standard 



802.15.4 = 0xa



802.15.7 = 0x03

Length = KMP fragment + 1; maximum value varies by standard

[Place diagram from 15-12-0458-04-0009 slide 9 here.]


IE Content

The KMP IE contains a Control Field and the KMP payload, typically fragmented.


Control Field (length 1 byte)


KMP fragment


Control Field

The Control Field defines the fragmentation chaining state and what type of content is in the KMP fragment.



Chaining Flag (length 1 bit)



Multipurpose ID/Chaining count (length 7 bits)



Chaining Flag (length 1 bit)



0 = last fragment or only one IE for the complete KMP payload

1 = yes chaining, this will be followed by another frame with another KMP fragment,



Multipurpose ID/Chaining count (length 7 bits)

This field is the Multipurpose ID for the first frame and the Chaining count for all subsequent frames.  This works on the premise that for any src/dest pair, there is only one exchange in process so the Multipurpose ID is only needed in the first frame.



First packet provides Multipurpose ID




Chain count (2 – 96 to disambiguate count from ID)



Multipurpose ID

The Multipurpose ID allows for future use of this structure beyond KMP one defined here.




ID range 98 – 126, 97 & 127 reserved




ID = 98 for KMP



Chain count



0
reserved




1
reserved




2 = 2nd fragment



3 = 3rd fragment




...




96 = last possible fragment


KMP Fragment

The KMP ID is only carried in the first KMP fragment.



KMP ID – 1 byte



KMP payload


KMP ID



1= 802.1X



2 = HIP



3 = IKEv2



4 = PANA


IE Content examples




0,98,2,<KMP payload>  means only one frame for HIP KMP payload

1,98,2,<KMP payload fragment>  means 1st frame for HIP KMP payload and more to come.

1,2,<KMP payload fragment>  means 2nd frame for HIP KMP payload and more to come.




1,(n-1),<KMP payload fragment> are additional payload fragments 



0,n,<KMP payload fragment> the final, nth, payload fragment.

7. State machines

7.1 Inbound machine

The inbound machine is triggered by receipt of a data frame containing the KMP IE.  There are four outcomes on each execution of this machine: KMP payload delivered to KMP engine, KMP payload in partial assembly, duplicate frame dropped, error condition.  Error handling TBD.

[Place diagram from 15-12-0458-04-0009 slide 15 here.]

KMP payload fragmentation handling places two requirements on this machine.  Firstly there MAY be duplicate frames if the ACK was lost and the packet was resent. A buffer is needed for fragment assembly into the complete KMP payload.  This buffer MUST be initialized on receipt of a 1st packet; there may be a partially received KMP payload that timed out for any number of reasons.  A coordinator MUST have enough buffers for as many devices that may be simultaneously performing the KMP exchange.  The KMP engine ONLY receives complete KMP payloads.

7.2 Outbound machine

The outbound machine creates a single threaded conversation with the destination device.  That is once this machine receives a KMP payload from the KMP machine, it will not interrupt the transmission of the payload for any other payload to the same destination until complete or timeout.  In event of timeout, it flushes all state on the payload.  A coordinator SHOULD be able to manage parallel communications to multiple devices.

[Place diagram from 15-12-0458-04-0009 slide 13 here.]

The principle function of this machine is the management of fitting the KMP payload into the MPDU through the fragmentation mechanism.  The machine MUST know how large of a fragment will fit within the MPDU, fragment accordingly and set transmission with Forced ACK.

8. KMP Transport PIBs

A few new security PIBs are needed to control the KMP transport.  These PIBs are used to trigger the various KMP operations.

MacSecurityEnabled

This is an existing PIB that is set by the Higher layer to control per frame security.  The KMP machine is responsible for setting this to true once it provides keys to the MAC and false if the keys may no longer be used.

MacSecurityRequired

The Higher Layer MAY set this to true if it is not controlling the starting of the KMP process.  If MacSecurityRequired = true and MacSecurityEnabled = false and the Higher Layer attempts to send a data frame, the KMP transport will issue a MLME KMP start to the KMP machine, forcing key establishment.

MacSecurityKeyed

Set by the KMP machine to true after successful key establishment.  When set to true, MacSecurityRekey is set to false. [Note: this MAY be the same functionally as MacSecurityEnabled].  If false there are no keys available from the KMP machine.

MacSecurityRekey

Set to true when MacFrameCounter = 0xffffffff – n.  This triggers MLME Rekey on next MLME Data Send.  Since many secured COMMAND frames could be sent prior to a data frame, n MUST be greater than 1 (e.g. N = 100).

MacFrameCounter

This PIB is currently incremented every time the MAC sends a secure frame.  It MUST NEVER exceed 0xffffffff – n.  There are separate counters for each destination or group.  For group keys and their counters, it is assumed that only coordinators send with group keys and rekey as needed.

9. MAC specifics

9.1 802.15.4

9.1.1. Payload IE specifics

ID = 0xa

Maximum length is 2047 or limited by MPDU

9.1.2. Support via 6lowpan in devices prior to IE

6lowpan (IETF RFC 4944) provides payload differentiation via Dispatch Type.  A Dispatch Type of nnnn indicates the payload is for KMP and the IE format in sec 6.3 will be the dispatch payload.  KMP transport processing within 6lowpan will be as described here.  That is the KMP shim will exist “at the bottom” of the 6lowpan stack, much as diagrammed in section 5.1.

A PAN controller that supports the IE method and 6lowpan SHOULD support this method as well and be able to support a mix of communicating devices.

9.1.3. Security Association content

9.2 802.15.7

9.2.1. Payload IE specifics

IEs limited to COMMAND frames

ID = 
Maximum length is 255

Support list of IEs up to number possible in a frame

9.2.2. Security Association content

10. KMP specifics

10.1 802.1X

10.2 IKEv2

10.3 HIP

10.3.1. Description

The Host Identity Protocol (HIP) is an IETF standard that provides a Key Management Protocol.  Although primarily used to establish Security Associations between hosts at the IP layer, it is truly layer independent and can as readily establish SAs at the MAC layer.  HIP has a Base Exchange (BEX) protocol and a simpler Diet Exchange (DEX) protocol.  Highly constrained systems will benefit from the minimal architecture of DEX.  A less constrained system like a coordinator can easily support BEX and DEX peers, as DEX is largely a subset of BEX.

A central concept in HIP is a cryptographic Host Identifier (Host Identity) namespace.  The self-asserting nature of HIs make for simple to implement and deploy models for small enclaves of constrained devices.  Third party assertion authorities are optional with HIP which can work very well with locally managed Access Control Tables.  HIP does support both PKI and RADIUS based assertion authorities.

HIP is a four packet peer exchange protocol.  These packets can be very small (particularly DEX), thus requiring very little fragmentation support.  Either party may initiate an exchange and a responder can force itself to be the initiator; 

10.3.2. Use cases

10.3.3. 802.15 specifics

10.3.3.1. HIP BEX profile

10.3.3.2. HIP DEX profile

10.3.3.3. Deployment recommendations

10.3.3.4. HIT authentication

10.3.3.4.1. ACL based

10.3.3.4.2. RADIUS based

10.3.4. SA Definitions

10.4 PANA

10.5 SAE

11. Annex
