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Part 15.9: Transport of key management protocol (KMP) for IEEE 802.15 WPANs

1. Overview

This document defines a recommended practice for the transport of Key Management Protocols (KMP) for WPANs.

1.1 Scope

This Recommended Practice defines a message exchange framework based on Information Elements as a transport method for key management protocol (KMP) datagrams and guidelines for the use of some existing KMPs with the IEEE Std 802.15.4 and IEEE Std 802.15.7. This Recommended Practice does not create a new KMP. 

1.2 Purpose

This Recommended Practice describes support for transporting KMP datagrams to support the security functionality present in IEEE Std 802.15.4 IEEE Std 802.15.7.

2. References

3. Definitions

4. Acronyms and abbreviations

HIP

Host Identity Protocol

IKEv2

Internet Key Exchange version 2

KMP

key management protocol

WPAN

wireless personal area network

5. Introduction

IEEE Std 802.15.4 and IEEE Std 802.15.7 have always supported datagram security, but have not provided a mechanism for establishing the keys used by this feature. Lack of key management support in IEEE Std 802.15.4 and IEEE Std 802.15.7 results in weak keys which is a common avenue for attacking the security system. Adding KMP support is critical to a proper security framework

This Recommended Practice specifies a  transport of KMP datagrams within these standards. It will also provide guidelines for KMPs like IETF's HIP, IKEv2, PANA, and IEEE Std 802.1X.

6. Key Management Transport

7. MAC specifics

7.1 802.15.4

7.2 802.15.7

8. KMP specifics

8.1 802.1X
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