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Insert the text as follows:

5.1.3.3 Association Proxy

The next higher layer of a device shall attempt a grant association proxy after having first associated with a suitable PAN. A coordinator shall allow grant association proxy only if macAssociationPermit is set to TRUE. Similarly, a device should attempt a grant association proxy only if the coordinator is currently allowing association, as indicated in the results of the scanning procedure. If a coordinator with macAssociationPermit set to FALSE receives a grant association proxy request command from a device, the command shall be ignored.

The MAC sublayer shall initiate the grant association proxy procedure by sending a grant association proxy request command, as described in 5.3.11, to the coordinator of the PAN; if the grant association proxy request command cannot be sent due to a channel access failure, the MAC sublayer shall notify the next higher layer.

The acknowledgment to a grant association proxy request command does not mean that the device has associated. The next higher layer of the coordinator needs time to determine whether the current resources available on the PAN are sufficient to allow other devices to associate. The next higher layer should make this decision within macResponseWaitTime. If sufficient resources are available, the next higher layer should allocate set of short addresses to the device, and the MAC sublayer shall generate a grant association proxy response command, as described in 5.3.12, defining the number of devices that have been allocated a short addresses, the actual short addresses that the devices may use and a status indicating a successful grant proxy association. If sufficient resources are not available, the next higher layer of the coordinator should inform the MAC sublayer, and the MLME shall generate a grant association proxy response command containing a status indicating a failure, as defined in Table 6. The grant association proxy response command shall be sent to the device requesting grant association proxy using indirect transmission; i.e., the grant association proxy response command frame shall be added to the list of pending transactions stored on the coordinator and extracted at the discretion of the device concerned using the method described in 5.1.6.3.

On receipt of the acknowledgment to the grant association proxy request command, the device shall wait for at most macResponseWaitTime for the coordinator to make its grant association proxy decision; the PIB attribute macResponseWaitTime is a network-topology-dependent parameter and may be set to match the specific requirements of the network that a device is trying to join. If the device is tracking the beacon, it shall attempt to extract the grant association proxy response command from the coordinator whenever it is indicated in the beacon frame. If the device is not tracking the beacon, it shall attempt to extract the grant association proxy response command from the coordinator after macResponseWaitTime. If the device does not extract a grant association proxy response command frame from the coordinator within macResponseWaitTime, the MLME shall issue the MLME-GRANTASSOCIATIONPROXY.confirm primitive, as described in 6.2.20.4, with a status of NO_DATA, and the grant association proxy attempt shall be deemed a failure. In this case, the next higher layer shall terminate any tracking of the beacon. This is achieved by issuing the MLME-SYNC.request primitive, as described in 6.2.13.1, with the TrackBeacon parameter set to FALSE.

The next higher layer of a device shall attempt an association proxy only after having first obtained the extended address and capability information for each of the devices that it has requested a grant of association proxy. The method for obtaining this information from the devices is outside the scope of this standard.

The MAC sublayer shall initiate the association proxy procedure by sending an association proxy request command, as described in 5.3.13, to the coordinator of the PAN; if the association proxy request command cannot be sent due to a channel access failure, the MAC sublayer shall notify the next higher layer.

On the successful reception of an association proxy request command, the coordinator shall update the device-specific information for the allocated short address with the device extended address and the device capability information. If the next higher layer of the coordinator finds that the device was previously associated on its PAN, all previously obtained device-specific information should be replaced. If the coordinator has successfully updated the device information, it shall respond with an association proxy response command indicating success.

5.3 MAC command frames

Insert the following and change Table 5:

Table 5—MAC command frames
	Command frame identifier
	Command frame
	RFD
	Subclause

	
	
	Tx
	Rx
	

	0x0b
	Grant association proxy request
	
	
	5.3.11

	0x0c
	Grant association proxy response
	
	
	5.3.12

	0x0d
	Association proxy request
	
	
	5.3.13

	0x0e
	Association proxy response
	
	
	5.3.14

	0x0af-0xff
	Reserved
	
	
	-


5.3.2.3 Association Status field 

Insert the following and change Table 6:

Table 6—Valid values of the Association Status field
	Association status
	Description

	0x00
	Association successful.

	0x01
	PAN at capacity.

	0x02
	PAN access denied.

	0x03–0x7f 0x0f
	Reserved.

	0xa0-0xbf
	Number of allocated contiguous device addresses where the number is offset by 0xa0.

	0xc0–0x7f
	Reserved.

	0x80–0xff
	Reserved for MAC primitive enumeration values.


Insert the text as follows:

5.3.11 Grant association proxy request

The grant association proxy request command allows a FFD to associate a number of RFDs to a PAN coordinator.

Only FFDs shall be capable of transmitting and receiving this command. The FFD shall be associated with the PAN coordinator before using the grant association proxy request command

This command is optional.

The grant association proxy request command shall be formatted as illustrated in Figure 59c.

	Octets: variable
	1
	1

	MHR fields
	Command Frame Identifier
	Device number


Figure 59c – Grant association proxy request command format

5.3.11.1 MHR fields

The Destination Addressing Mode field shall be set to indicate long addressing. The Source Addressing Mode field shall be set to indicate long addressing.

The Frame Pending field shall be set to zero and ignored upon reception and the AR field shall be set to one.

The Destination PAN Identifier field shall contain the identifier of the PAN to which the grant association proxy is requested. The Destination Address field shall contain the address from the beacon frame that was transmitted by the coordinator to which the grant associated proxy request command is being sent. The Source PAN Identifier field shall contain the broadcast PAN identifier. The Source Address field shall contain the value of macExtendedAddress.

5.3.11.2 Device number field

The device number field shall be formatted as illustrated in Figure 59d.

	Bits: 0-4
	Bits: 5-7

	Number of devices
	Reserved


Figure 59d – Device number field format

The number of devices field shall be used to indicate the total number of devices for which device short addresses are being requested.

5.3.12 Grant association proxy response

The grant association proxy response command allows a PAN coordinator to communicate the results of a grant association proxy attempt back to the device requesting a grant association proxy.

This command shall only be sent by the PAN coordinator to a FFD that is currently trying to request a grant association proxy.

Only FFDs shall be capable of receiving this command.

The grant association proxy response command shall be formatted as illustrated in Figure 59e. 

	Octets: variable
	1
	1
	2
	2
	2
	1

	MHR fields
	Command Frame Identifier
	Number of Allocated Short Addresses (A)
	Short Address 1
	…
	Short Address A
	Association Status


Figure 59e – Grant association proxy response command format

5.3.12.1 MHR fields

The Destination Addressing Mode and the Source Addressing Mode fields shall each be set to indicate extended addressing.

The Frame Pending field shall be set to zero and ignored upon reception and the AR field shall be set to one.

The PAN ID Compression field shall be set to one. In accordance with this value of the PAN ID Compression field, the Destination PAN ID field shall contain the value of macPANId, while the Source PAN ID field shall be omitted.

The Destination Address field shall contain the extended address of the device requesting association. The Source Address field shall contain the value of macExtendedAddress.

5.3.12.2 Number of Allocated Short Addresses field
If the coordinator was able to associate a number of devices to its PAN, this field shall contain the number A, 1 ≤ A ≤ 32, of short addresses that the coordinator was able to allocate.

5.3.12.3 Short Address fields

The number of short address fields shall be equal to A, the number of short addresses that the coordinator was able to allocate. These fields shall contain the short addresses that the devices may use in their communications on the PAN until they are disassociated.

5.3.12.4 Association Status field
Valid values of the Association Status field are defined in 5.3.2.3 and Table 6.

5.3.13 Association proxy request

The association proxy request command allows a FFD to update a PAN coordinator with the extended addresses and the Capability Information of the RFDs that have been associated using the grant association proxy request and response commands.

Only FFDs shall be capable of transmitting and receiving this command. 

This command is optional.

The association proxy request command shall be formatted as illustrated in Figure 59f.

	Octets: variable
	1
	2
	8
	1

	MHR fields
	Command Frame Identifier
	Device short address
	Device extended address
	Capability Information


Figure 59f – Association proxy request command format

5.3.13.1 MHR fields

The Destination Addressing Mode field shall be set to indicate long addressing. The Source Addressing Mode field shall be set to indicate long addressing.

The Frame Pending field shall be set to zero and ignored upon reception and the AR field shall be set to one.

The Destination PAN Identifier field shall contain the identifier of the PAN to which the association proxy is requested. 

5.3.13.2 Device short address field

The Device short address field shall contain the short address of the device whose extended address and Capability Information is being transferred to the PAN coordinator.

5.3.13.3 Device extended address field

The Device extended address field shall contain the extended address of the device whose information is being updated in the PAN coordinator.

5.3.13.4 Capability Information field

The Capability Information field shall contain the information of the device whose information is being updated in the PAN coordinator, and shall be formatted as illustrated in figure 50.

5.3.14 Association proxy response

The association proxy response command allows a PAN coordinator to communicate the results of an association proxy attempt to the device requesting an association proxy.

This command shall only be sent by the PAN coordinator to a FFD that is currently trying to request an association proxy.

Only FFDs shall be capable of receiving this command.

The association proxy response command shall be formatted as illustrated in Figure 59g. 

	Octets: variable
	1
	2
	1

	MHR fields
	Command Frame Identifier
	Short Address
	Association Status


Figure 59g – Association proxy response command format

5.3.14.1 MHR fields

The Destination Addressing Mode field shall be set to indicate long addressing. The Source Addressing Mode field shall be set to indicate long addressing.

The Frame Pending field shall be set to zero and ignored upon reception and the AR field shall be set to one.

The PAN ID Compression field shall be set to one. In accordance with this value of the PAN ID Compression field, the Destination PAN ID field shall contain the value of macPANId, while the Source PAN ID field shall be omitted.

The Destination Address field shall contain the extended address of the device requesting association. The Source Address field shall contain the value of macExtendedAddress.

5.3.14.2 Short Address field

If the coordinator was not able to associate the device to its PAN, the Short Address field shall be set to 0xffff, and the Association Status field shall contain the reason for the failure.

If the coordinator was able to update the extended address and the Capability Information of the device that had been associated using the association proxy request, this field shall contain the short address of that device.

5.3.14.3 Association Status field

Valid values of the Association Status field are defined in 5.3.2.3 and in Table 6.   

6.2 MAC management service

Insert in Table 8 as indicated:

Table 8—Summary of the primitives accessed through the MLME-SAP

	Name
	Request
	Indication
	Response
	Confirm

	MLME-GRANTASSOCIATIONPROXY
	6.2.20.1*
	6.2.20.2*
	6.2.20.3*
	6.2.20.4*

	MLME-ASSOCIATIONPROXY
	6.2.21.1*
	6.2.21.2*
	
	6.2.21.3*


Insert the text as follows:

6.2.20 Grant association proxy notification primitives

These primitives are used when a device requests a grant of association proxy.

6.2.20.1 MLME-GRANTASSOCIATIONPROXY.request

The MLME- GRANTASSOCIATIONPROXY.request primitive is used by a FFD to request the grant of an association proxy with a coordinator. 

The semantics of this primitive are:

MLME-GRANTASSOCIATIONPROXY.request
(
ChannelNumber,

ChannelPage,

CoordAddressMode,

CoordPANId,

CoordAddress,

NumberOfDevices,

SecurityLevel,

KeyIdMode,

KeySource,

KeyIndex

)

The primitive parameters are defined in Table 44g.

Table 44g— MLME- GRANTASSOCIATIONPROXY.request parameters

	Name
	Type
	Valid range
	Description

	ChannelNumber
	Integer
	Any valid channel number
	The channel number on which to attempt association proxy.

	ChannelPage
	Integer
	Any valid channel page
	The channel page on which to attempt association proxy.

	CoordAddressMode
	Enumeration
	SHORT_ADDRESS, EXTENDED_ADDRESS
	The coordinator addressing mode for this primitive and subsequent MPDU.

	CoordPANId
	Integer
	0x0000–0xffff
	The identifier of the PAN with which to associate.

	CoordAddress
	Device address
	As specified by the CoordAddrMode parameter
	The address of the coordinator with which to associate.

	NumberOfDevices
	Integer
	0xa0-0xbf
	Specifies the number of devices for which a grant association proxy is requested. The number is offset by 0xa0.

	SecurityLevel
	Integer
	As defined in Table 46
	As defined in Table 46.

	KeyIdMode
	Integer
	As defined in Table 46
	As defined in Table 46.

	KeySource
	Set of octets
	As defined in Table 46
	As defined in Table 46.

	KeyIndex
	Integer
	As defined in Table 46
	As defined in Table 46.


6.2.20.2 MLME-GRANTASSOCIATIONPROXY.indication

The MLME-GRANTASSOCIATIONPROXY.indication primitive is used to indicate the reception of a grant association proxy request command.

The semantics of this primitive are as follows:

MLME-GRANTASSOCIATIONPROXY.indication
(

DeviceAddress,

NumberOfDevices,

SecurityLevel,

KeyIdMode,

KeySource,

KeyIndex,

)
The primitive parameters are defined in Table 44i

Table 44i—MLME-GRANTASSOCIATIONPROXY.indication parameters
	Name
	Type
	Valid range
	Description

	DeviceAddress
	Device address
	An extended IEEE address
	The address of the device requesting a grant of association proxy

	NumberOfDevices
	Integer
	0xa0-0xbf
	Specifies the number of devices for which an association proxy is requested. The number of devices is offset by 0xa0.

	SecurityLevel
	Integer
	As defined in Table 46
	As defined in Table 46.

	KeyIdMode
	Integer
	As defined in Table 46
	As defined in Table 46.

	KeySource
	Set of octets
	As defined in Table 46
	As defined in Table 46.

	KeyIndex
	Integer
	As defined in Table 46
	As defined in Table 46.


When the next higher layer of a coordinator receives the MLME-ASSOCIATE.indication primitive, the coordinator determines whether to accept or reject the unassociated devices using an algorithm outside the scope of this standard.
6.2.20.3 MLME-GRANTASSOCIATIONPROXY.response

The MLME-GRANTASSOCIATIONPROXY.response primitive reports the results of an MLME-GRANTASSOCIATIONPROXY.request primitive.

The semantics of this primitive are as follows:

MLME-GRANTASSOCIATIONPROXY.response 
(

DeviceAddress,

NumberAllocatedShortAddresses,
AssocShortAddress,

status,

SecurityLevel,

KeyIdMode,

KeySource,

KeyIndex,

)
The primitive parameters are defined in Table 44j.

Table 44j—MLME-GRANTASSOCIATIONPROXY.response parameters
	Name
	Type
	Valid range
	Description

	DeviceAddress
	Device address
	An extended 64 bit IEEE address
	The address of the device requesting association.

	NumberAllocatedShortAddresses
	Integer
	0x00–0xaa
	The number of allocated short addresses.

	AssocShortAddress
	Integer
	0x0000–0xffff
	The short device address allocated by the coordinator on successful grant association proxy.

This parameter is repeated for all of the allocated device short addresses.

	status
	Enummeration
	As defined in 5.3.2.3 
	The status of the grant association proxy attempt.

	SecurityLevel
	Integer
	As defined in Table 46
	As defined in Table 46.

	KeyIdMode
	Integer
	As defined in Table 46
	As defined in Table 46.

	KeySource
	Set of octets
	As defined in Table 46
	As defined in Table 46.

	KeyIndex
	Integer
	As defined in Table 46
	As defined in Table 46.


When the MLME of a coordinator receives the MLME-GRANTASSOCIATIONPROXY.response primitive, it generates a grant association proxy response command, as described in 5.3.12 and attempts to send it to the device requesting grant association proxy, as described in 5.1.3.3.
6.2.20.4 MLME-GRANTASSOCIATIONPROXY.confirm

The MLME-GRANTASSOCIATIONPROXY.confirm primitive is used to inform the next higher layer of the initiating device whether its request to grant an association proxy was successful or unsuccessful.

The semantics of this primitive are as follows:

MLME-GRANTASSOCIATIONPROXY.confirm
(

NumberAllocatedShortAddresses,
AssocShortAddress,

status,

SecurityLevel,

KeyIdMode,

KeySource,

KeyIndex

)

The primitive parameters are defined in Table 44k.

Table 44k-MLME-GRANTASSOCIATIONPROXY.confirm parameters

	Name
	Type
	Valid range
	Description

	NumberAllocatedShortAddresses
	Integer
	0x00–0xaa
	The number of allocated short addresses.

	AssocShortAddress
	Integer
	0x0000-0xffff
	The short device address allocated by the coordinator on successful grant association proxy.

This parameter is repeated for all of the allocated device short addresses.

	status
	Enumeration
	The value of the Status field of the association response command, as defined in 5.3.2.3,

SUCCESS,

CHANNEL_ACCESS_FAILURE,

NO_ACK,

NO_DATA,

COUNTER_ERROR,

FRAME_TOO_LONG,

IMPROPER_KEY_TYPE,

IMPROPER_SECURITY_LEVEL,

SECURITY_ERROR,

UNAVAILABLE_KEY,

UNSUPPORTED_LEGACY,

UNSUPPORTED_SECURITY,

INVALID_PARAMETER
	The status of the association attempt.

	SecurityLevel
	Integer
	As defined in Table 48.
	As defined in Table 48.

	KeyIdMode
	Integer
	As defined in Table 48.
	As defined in Table 48.

	KeySource
	Set of octets
	As defined in Table 48.
	As defined in Table 48.

	KeyIndex
	Integer
	As defined in Table 48.
	As defined in Table 48.


If the grant association proxy request was successful, then the status parameter will be set to SUCCESS. Otherwise, the status parameter will be set to indicate the type of failure.

6.2.21 Grant association proxy notification primitives

These primitives are used when a device requests a grant of association proxy.

6.2.21.1 MLME-ASSOCIATIONPROXY.request

The MLME- GRANTASSOCIATIONPROXY.request primitive is used by a FFD to update the coordinator with the extended address and Capability Information of a device that has been associated using the grant associated proxy command 5.3.11. 

The semantics of this primitive are:

MLME-ASSOCIATIONPROXY.request
(
CoordAddressMode,

CoordPANId,

CoordAddress,

AssocShortAddress,
DeviceAddress,

CapabilityInformation,

SecurityLevel,

KeyIdMode,

KeySource,

KeyIndex,

)

The primitive parameters are defined in Table 44l.

Table 44l—MLME-ASSOCIATIONPROXY.request parameters

	Name
	Type
	Valid range
	Description

	CoordAddressMode
	Enumeration
	SHORT_ADDRESS, EXTENDED_ADDRESS
	The addressing mode of the coordinator to which the association proxy is intended.

	CoordPANId
	Integer
	0x0000–0xffff
	The PAN identifier of the coordinator to which the association proxy is intended.

	CoordAddress
	Device address
	As specified by the CoordAddrMode parameter
	The address of the coordinator to which the association proxy in intended.

	AssocShortAddress
	Integer
	0x0000–0xffff
	The short device address allocated by the coordinator on successful association.

	DeviceAddress
	Device address
	An extended 64 bit IEEE address
	The address of the device requesting an association proxy.

	CapabilityInformation
	Bitmap
	As defined in 5.3.1.2
	The operational capabilities of the device requesting an association proxy.

	SecurityLevel
	Integer
	As defined in Table 46
	As defined in Table 46.

	KeyIdMode
	Integer
	As defined in Table 46
	As defined in Table 46.

	KeySource
	Set of octets
	As defined in Table 46
	As defined in Table 46.

	KeyIndex
	Integer
	As defined in Table 46
	As defined in Table 46.


The AssocShortAddress is the address that was allocated to a device during the grant association proxy request. The DeviceAddress and Capability Information are for this device.

6.2.21.2 MLME-ASSOCIATIONPROXY.indication

The MLME-ASSOCIATIONPROXY.indication primitive is used to inform the next higher layer of the coordinator of the extended address and Capability Information for a device that was allocated a short address during the grant association proxy request.

The semantics of this primitive are:

MLME-ASSOCIATIONPROXY.indication

(
CoordAddressMode,

CoordPANId,

CoordAddress,

AssocShortAddress,
DeviceAddress,

CapabilityInformation,

SecurityLevel,

KeyIdMode,

KeySource,

KeyIndex

)

The primitive parameters are defined in Table 44m.

Table 44m—MLME-ASSOCIATIONPROXY.indication parameters

	Name
	Type
	Valid range
	Description

	CoordAddressMode
	Enumeration
	SHORT_ADDRESS, EXTENDED_ADDRESS
	The addressing mode of the coordinator to which the association proxy is intended.

	CoordPANId
	Integer
	0x0000–0xffff
	The PAN identifier of the coordinator to which the association proxy is intended.

	CoordAddress
	Device address
	As specified by the CoordAddrMode parameter
	The address of the coordinator to which the association proxy in intended.

	AssocShortAddress
	Integer
	0x0000–0xffff
	The short device address allocated by the coordinator on successful association.

	DeviceAddress
	Device address
	An extended 64 bit IEEE address
	The address of the device requesting an association proxy.

	CapabilityInformation
	Bitmap
	As defined in 5.3.1.2
	The operational capabilities of the device requesting an association proxy.

	SecurityLevel
	Integer
	As defined in Table 46
	As defined in Table 46.

	KeyIdMode
	Integer
	As defined in Table 46
	As defined in Table 46.

	KeySource
	Set of octets
	As defined in Table 46
	As defined in Table 46.

	KeyIndex
	Integer
	As defined in Table 46
	As defined in Table 46.


6.2.21.3 MLME-ASSOCIATIONPROXY.confirm

The MLME-ASSOCIATIONPROXY.confirm primitive reports the results of an association proxy command to update the associated device-specific information using the association proxy command 5.3.12. 

The semantics of this primitive are:

MLME-ASSOCIATIONPROXY.confirm
(
AssocShortAddress,
DeviceAddress,

status,

)

The primitive parameters are defined in Table 44n.

Table 44n—MLME.ASSOCIATIONPROXY.confirm parameters

	Name
	Type
	Valid range
	Description

	AssocShortAddress
	Integer
	0x0000–0xffff
	The short device address allocated by the coordinator on successful association.

	DeviceAddress
	Device address
	An extended 64 bit IEEE address
	The address of the device requesting an association proxy.

	status
	Enummeration
	SUCCESS,

DENIED,

NO_SHORT_ADDRESS,

CHANNEL_ACCESS_FAILURE,

NO_ACK,

NO_DATA,

COUNTER_ERROR,

FRAME_TOO_LONG,

UNAVAILABLE_KEY,

UNSUPPORTED_SECURITY,

INVALID_PARAMETER.
	The status of the association proxy request.


If the association proxy request was successful, then the status parameter will be set to SUCCESS. Otherwise, the status parameter will be set to indicate the type of failure.
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