IEEE P<designation>/D<draft_number>, <draft_month> <draft_year>

IEEE P<designation>™/D<draft_number>, <draft_month> <draft_year>


 IEEE P<designation>™/D<draft_number>
Draft<opt_Trial-Use>

 DOCVARIABLE "txtGorRPorSTD"  \* MERGEFORMAT <Gde./Rec. Prac./Std.> for <Complete Title Matching PAR>
Sponsor

<Committee Name> Committee
of the
IEEE <Society Name> Society
Approved <XX MONTH 20XX>
IEEE-SA Standards Board
Copyright © 201X by the Institute of Electrical and Electronics Engineers, Inc.

Three Park Avenue

New York, New York 10016-5997, USA

All rights reserved.

This document is an unapproved draft of a proposed IEEE Standard. As such, this document is subject to change. USE AT YOUR OWN RISK! Because this is an unapproved draft, this document must not be utilized for any conformance/compliance purposes. Permission is hereby granted for IEEE Standards Committee participants to reproduce this document for purposes of international standardization consideration. Prior to adoption of this document, in whole or in part, by another standards development organization, permission must first be obtained from the IEEE Standards Association Department (stds.ipr@ieee.org). Other entities seeking permission to reproduce this document, in whole or in part, must also obtain permission from the IEEE Standards Association Department. 

IEEE Standards Association Department

445 Hoes Lane

Piscataway, NJ 08854, USA
Abstract: <Select this text and type or paste Abstract—contents of the Scope may be used>

Keywords: <Select this text and type or paste keywords>

(
IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating Committees of the IEEE Standards Association (IEEE-SA) Standards Board. The IEEE develops its standards through a consensus development process, approved by the American National Standards Institute, which brings together volunteers representing varied viewpoints and interests to achieve the final product. Volunteers are not necessarily members of the Institute and serve without compensation. While the IEEE administers the process and establishes rules to promote fairness in the consensus development process, the IEEE does not independently evaluate, test, or verify the accuracy of any of the information or the soundness of any judgments contained in its standards.

Use of an IEEE Standard is wholly voluntary. The IEEE disclaims liability for any personal injury, property or other damage, of any nature whatsoever, whether special, indirect, consequential, or compensatory, directly or indirectly resulting from the publication, use of, or reliance upon this, or any other IEEE Standard document.

The IEEE does not warrant or represent the accuracy or content of the material contained herein, and expressly disclaims any express or implied warranty, including any implied warranty of merchantability or fitness for a specific purpose, or that the use of the material contained herein is free from patent infringement. IEEE Standards documents are supplied “AS IS.”

The existence of an IEEE Standard does not imply that there are no other ways to produce, test, measure, purchase, market, or provide other goods and services related to the scope of the IEEE Standard. Furthermore, the viewpoint expressed at the time a standard is approved and issued is subject to change brought about through developments in the state of the art and comments received from users of the standard. Every IEEE Standard is subjected to review at least every five years for revision or reaffirmation, or every ten years for stabilization. When a document is more than five years old and has not been reaffirmed, or more than ten years old and has not been stabilized, it is reasonable to conclude that its contents, although still of some value, do not wholly reflect the present state of the art. Users are cautioned to check to determine that they have the latest edition of any IEEE Standard.

In publishing and making this document available, the IEEE is not suggesting or rendering professional or other services for, or on behalf of, any person or entity. Nor is the IEEE undertaking to perform any duty owed by any other person or entity to another. Any person utilizing this, and any other IEEE Standards document, should rely upon his or her independent judgment in the exercise of reasonable care in any given circumstances or, as appropriate, seek the advice of a competent professional in determining the appropriateness of a given IEEE standard.

Interpretations: Occasionally questions may arise regarding the meaning of portions of standards as they relate to specific applications. When the need for interpretations is brought to the attention of IEEE, the Institute will initiate action to prepare appropriate responses. Since IEEE Standards represent a consensus of concerned interests, it is important to ensure that any interpretation has also received the concurrence of a balance of interests. For this reason, IEEE and the members of its societies and Standards Coordinating Committees are not able to provide an instant response to interpretation requests except in those cases where the matter has previously received formal consideration. A statement, written or oral, that is not processed in accordance with the IEEE-SA Standards Board Operations Manual shall not be considered the official position of IEEE or any of its committees and shall not be considered to be, nor be relied upon as, a formal interpretation of the IEEE. At lectures, symposia, seminars, or educational courses, an individual presenting information on IEEE standards shall make it clear that his or her views should be considered the personal views of that individual rather than the formal position, explanation, or interpretation of the IEEE.
Comments for revision of IEEE Standards are welcome from any interested party, regardless of membership affiliation with IEEE. Suggestions for changes in documents should be in the form of a proposed change of text, together with appropriate supporting comments. Recommendations to change the status of a stabilized standard should include a rationale as to why a revision or withdrawal is required. Comments and recommendations on standards, and requests for interpretations should be addressed to:
Secretary, IEEE-SA Standards Board

445 Hoes Lane

Piscataway, NJ 08854

USA
Authorization to photocopy portions of any individual standard for internal or personal use is granted by The Institute of Electrical and Electronics Engineers, Inc., provided that the appropriate fee is paid to Copyright Clearance Center. To arrange for payment of licensing fee, please contact Copyright Clearance Center, Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission to photocopy portions of any individual standard for educational classroom use can also be obtained through the Copyright Clearance Center.
Introduction

This introduction is not part of IEEE P<designation>/D<draft_number>, Draft<opt_Trial-Use>

 DOCVARIABLE "txtGorRPorSTD" \* MERGEFORMAT <Gde./Rec. Prac./Std.> for <Complete Title Matching PAR>.

<Select this text and type or paste introduction text>

Notice to users

Laws and regulations

Users of these documents should consult all applicable laws and regulations. Compliance with the provisions of this standard does not imply compliance to any applicable regulatory requirements. Implementers of the standard are responsible for observing or referring to the applicable regulatory requirements. IEEE does not, by the publication of its standards, intend to urge action that is not in compliance with applicable laws, and these documents may not be construed as doing so. 
Copyrights

This document is copyrighted by the IEEE. It is made available for a wide variety of both public and private uses. These include both use, by reference, in laws and regulations, and use in private self-regulation, standardization, and the promotion of engineering practices and methods. By making this document available for use and adoption by public authorities and private users, the IEEE does not waive any rights in copyright to this document.
Updating of IEEE documents

Users of IEEE standards should be aware that these documents may be superseded at any time by the issuance of new editions or may be amended from time to time through the issuance of amendments, corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the document together with any amendments, corrigenda, or errata then in effect. In order to determine whether a given document is the current edition and whether it has been amended through the issuance of amendments, corrigenda, or errata, visit the IEEE Standards Association web site at http://ieeexplore.ieee.org/xpl/standards.jsp, or contact the IEEE at the address listed previously.

For more information about the IEEE Standards Association or the IEEE standards development process, visit the IEEE-SA web site at http://standards.ieee.org.

Errata

Errata, if any, for this and all other standards can be accessed at the following URL: 
http://standards.ieee.org/findstds/errata/index.html. Users are encouraged to check this URL for errata periodically.

Interpretations

Current interpretations can be accessed at the following URL: http://standards.ieee.org/findstds/interps/index.html.

Patents
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IMPORTANT NOTICE: This standard is not intended to ensure safety, security, health, or environmental protection. Implementers of the standard are responsible for determining appropriate safety, security, environmental, and health practices or regulatory requirements.

This IEEE document is made available for use subject to important notices and legal disclaimers. 
These notices and disclaimers appear in all publications containing this document and may 
be found under the heading “Important Notice” or “Important Notices and Disclaimers 
Concerning IEEE Documents.” They can also be obtained on request from IEEE or viewed at http://standards.ieee.org/IPR/disclaimers.html.

1. Overview

1.1 Scope

1.2 Purpose

2. Normative references

The following referenced documents are indispensable for the application of this document (i.e., they must be understood and used, so each referenced document is cited in text and its relationship to this document is explained). For dated references, only the edition cited applies. For undated references, the latest edition of the referenced document (including any amendments or corrigenda) applies.

3. Definitions

As of June 2009, please use the following introductory paragraph and there is no requirement to number definitions. Please refer to the 2009 Style Manual for updates (http://standards.ieee.org/guides/style/2009_Style_Manual.pdf). 

To format terms and definitions in the IEEE-SA word  template, you may NOW simply bold the "term:" and use regular body text (IEEEStds Paragraph style) for the definitions. DO NOT USE the IEEEStds Definitions or IEEEStds DefTerms+Numbers style. However, if the definitions have already been numbered with the template tool, STAFF will remove the numbering during the publication process. (NOTE: There are instances when a draft will need to number terms - please consult with an IEEE-SA editor). A new version of the template is being designed and tested to deal with the new definitions options. (2.2010).
For the purposes of this document, the following terms and definitions apply. The IEEE Standards Dictionary: Glossary of Terms & Definitions should be consulted for terms not defined in this clause.
 
Annex A 
(informative)

Low Energy, Critical Infrastructure Monitoring Systems
A.1 Introduction
As per Wikipedia (http://en.wikipedia.org/wiki/Critical_infrastructure): Critical infrastructure is a term used by governments to describe assets that are essential for the functioning of a society and economy. Most commonly associated with the term are facilities for:
· electricity generation, transmission and distribution
· gas production, transport and distribution
· oil and oil products production, transport and distribution
· telecommunication
· water supply (drinking water, waste water/sewage, stemming of surface water (e.g. dikes and sluices))
· agriculture, food production and distribution
· heating (e.g. natural gas, fuel oil, district heating)
· public health (hospitals, ambulances)
· transportation systems (fuel supply, railway network, airports, harbors, inland shipping)
· financial services (banking, clearing)
· security services (police, military)
A.1.1 LECIM characteristics
The LECIM portions of this standard form the MAC and PHY behaviors that implement a minimal network infrastructure, enables the collection of scheduled and event data from a large number of non-mains powered end points that are widely dispersed, or are in challenging propagation environments.  To facilitate low energy operation necessary for multi-year battery life, MAC protocols minimize network maintenance traffic and device wake durations. In addition, LECIM addresses the changing propagation and interference environments encountered over many years.
The following is a list of LECIM characteristics and the underlying behaviors that form them:
a) Minimal infrastructure

· Star topology; i.e. no repeaters are typically needed due long range
· Mains Energy supply only necessary for coordinator
b) Commissioned network (not ad hoc)
· Devices are configured specifically for the deployed network

· Devices are stateful; i.e. they are preconfigured with parameters that eliminate need for wireless messages sending configuration information

c) Long range

· High receiver sensitivity; e.g. narrow bandwidth or high processing gain
· Interference robustness

· Challenging environments and widely dispersed devices

d) Very limited energy supplied endpoints

· Ten to twenty year life with no maintence; e.g. original battery must supply all energy for 20 years
· Energy harvesting with low power supplies; i.e. short and infrequent transmission and reception durations
e) Significant difference between coordinator and endpoints

· Does not preclude distributed systems


f) Asymmetrical data flows

· Sensor end point:  up-link dominates data flow with limited down-link data needs
· Actuator end point:  down-link dominates data flow with limited up-link data needs
A.1.2 Use case examples
The following use cases exemplify LECIM applications:
A.1.2.1 Oil and Gas pipeline monitoring
Key drivers of pipeline monitoring

· Environmental protection
· Reliability (critical resources)

· Cost savings (increasing cost)

· Compliance (regulators)

A.1.2.2 Water leak detection

· Permanent installation of large number of sensors underground

· Long range and ability to penetrate underground vaults

· Battery operated and long lifetime

· small data messages once per day and in case of alarm event (leak detected)

· Low installation cost (easy deployment), and low cost of maintenance

A.1.2.3 Soil Monitoring
· Power Consumption
· low-cost batteries that last over many years 
· Networking 


· Long range links to cover large fields 
· Ability to use mesh or tree networking for complicated environment
· Ability to connecting WPAN with Mobile Networks

· Reliability and Cost
· Very low maintence requirements
A.1.2.4 Inventory Control – Event Driven with Query
The application is for a warehouse floor with 1000’s of parts bins.  Each bin has a battery operated RF link for communicating current quantity and changes in quantity to Central Inventory Control (CIC) system. Battery life is important.

Each bin contains only one part number.  The RF link has an LCD display showing the quantity in the bin.  It also has an Increase Button and Decrease Button.  When an operator adds units to the bin, he presses the Increase Button, and when parts are removed, he presses the Decrease Button.  Each time a button is pressed, it generates an event to the RF Module which then transmits the change to the CIC.  This would most likely use a contention access method for transmission, since events occur in an unscheduled manner.

The CIC receives events from all of the bins as changes are made to the quantity contained in each bin.  Both the local RF Module and the CIC maintain the quantity in the bin.

For inventory auditing, it is necessary for the CIC to query each bin to check the quantity.  This requires the CIC to initiate a transaction with each bin, either individually, or as a broadcast/multicast message.  The desire is to have all bins report within a reasonable time (minutes).

Also, since changes in quantity are event driven, the CIC need a means to query each bin to make sure that it is still operational and that no “change in quantity” events were missed.

To minimize battery drain, the LECIM device is only activated when necessary:

1. A change in quantity as indicated by a button event.

2. Some type of synchronous sniff/query operation for receiving to queries from CIC.

3. Response to query messages.

A.1.2.5 Building Monitoring – Time and Event Driven Data with Query
A building (or any structure) is being monitored with by sensors who report measurement or state information over long periods, several minutes to several hours.  There may also be sensors that reports events or changes in state that are event driven and not time driven.  Battery life is important.

Each measurement sensor is set to report its information at a certain interval, using either GTS or CAP.  This gives very low duty cycle for normal operation, which is 99% of the usage.  There may also be sensors that are event driven which report change in state, such as door open/closed, door locked/unlocked, switch on/off, etc.  This is also low duty cycle.

Occasionally there is an event, maybe an emergency, where the central monitoring system must get readings from all sensors ASAP.  The central controller must send a request to all sensors, to report their current measurement or state.  This requires a low latency response mechanism that can maintain long battery life.

A.1.3 LECIM behaviors
Specifically, the following assumptions are essential to address the needs LECIM applications:
· Commissioning
· Low Energy

· Coverage extension
A.1.3.1 Commissioning
Commissioning by a professional installer allows the network to use  to reduce the amount of data that must be sent by creating statefulness

A.1.3.2 Low Energy
LECIM applications require significantly low energy operation to be able to either last 20 years on original battery supply or energy harvesting mechanisms.  Achieving low energy operation is made very difficult given the low data rates necessary for long range operation.  Accordingly, LECIM networks must be able to elide any overhead octets not absolutely necessary to minimize transmit and receive durations, schedule link times to minimize device “on” durations, and maximize link reliability to minimize retransmissions.
A.1.3.3 Coverage extension

To keep infrastructure costs to a minimum, LECIM devices have large link margins to achieve long ranges without requiring mesh devices or repeater devices. Requiring mesh or repeater devices would increase the number of devices needed to sustain the network, increase costs by requiring renting or leasing space for those devices, and in most cases require mains power for these devices. 
A.2 Functionality added: DSSS, FSK, Fragmentation, Frame Priority, PIBs, IEs, attributes

A.2.1 DSSS

The DSSS devices used by LECIM networks differ from the other 802.15.4 DSSS devices in that they have significant process gain to allow device to receive message with very low or negative carrier to noise ratios.  High process gain also allows for Code Division Multiple Access (CDMA) operation to reduce the possibility of collisions
A.2.2 FSK

The FSK devices for LECIM are typically narrow bandwidth (hence low data rate) devices to enable high sensitivities and many channels to reduce the possibility of collisions
A.2.3 Fragmentation
The lower effective data rates resulting from high processing gain or narrow bandwidths dramatically decrease data rate, hence an increase the bit times.  The increase in bit times would make typical IEEE 802.15.4 frames so long in duration as to decrease their reliability and degrade coexistence. To keep each transmission duration sufficiently short, a method of fragmentation at the PHY/MAC level is required.  The properties of this fragmentation method are to reduce all overhead to the minimum amount by preconfiguring the link between two devices with information necessary for reception and proper reassembly to eliminate this information from being sent every packet.
A.2.4 Frame Priority

Frame priority allows LECIM networks to exhibit low latencies for truly critical data messages versus those latencies for link maintenance or other messages. 
A.2.5 PIBs
LECIM mechanisms and protocols require additional PIBs.
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