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 FIVE CRITERIA

1. Broad Market Potential

A standards project authorized by IEEE 802 shall have a broad market potential. Specifically, it shall have the potential for:

a) Broad sets of applicability.

b) Multiple vendors and numerous users.

c) Balanced costs (LAN versus attached stations).

a) Broad sets of applicability:

There is significant interest in standard methodologies for scalable security key placement.  This spans the breath of 802.15 applications from lighting switches to SmartGrid meters.  The current situation of leaving key management to upper layers has resulted in multiple solutions or no security.

b) Multiple vendors and numerous users:

There are a number of vendors that provide variety of proprietary solutions for key management; whereas security professionals note it is hard to get all the nuances of key management right.  Standardization is needed not only for interoperability, but also for trustworthy security.

The target user base will be large as indicated by the growing demand for wireless devices and the need for non-technical installation of good security. 

c) Balanced costs (LAN versus attached stations):

The proposed recommended practice to IEEE 802.15 will be developed with the aim that the code and power costs will be a reasonably small fraction of the cost of the target devices such as sensors, tags, and other monitoring devices. 

2. Compatibility

IEEE 802 defines a family of standards. All standards shall be in conformance with the IEEE 802.1 Architecture, Management, and Interworking documents as follows: 802 Overview and Architecture, 802.1D, 802.1Q, and parts of 802.1f. If any variances in conformance emerge, they shall be thoroughly disclosed and reviewed with 802.

Each standard in the IEEE 802 family of standards shall include a definition of managed objects which are compatible with systems management standards.

This recommended practice will not affect the IEEE 802.15 standards' compliance with the IEEE 802 Architecture, Management, and Interworking documents as required. There is no specific technology feature anticipated in the amendment that could preclude this compliance.

3. Distinct Identity

Each IEEE 802 standard shall have a distinct identity. To achieve this, each authorized project shall be:

a) Substantially different from other IEEE 802 standards.

b) One unique solution per problem (not two solutions to a problem).

c) Easy for the document reader to select the relevant specification.

a) Substantially different from other IEEE 802 standards:

IEEE 802.15 standards support wireless sensor and control applications.  Without this recommended practice, IEEE 802.15 standards will continue to add the burden of developing Key Management transport on every higher layer technology built on it.

The 802.15 MAC architectures do not allow for direct use of other 802 key management technologies for example 802.1X.  This recommended practice will facilitate those and other key management protocols over 802.15 standard protocols.

b) One unique solution per problem (not two solutions to a problem):

The proposed recommended practice for IEEE 802.15 will provide a unique solution for transporting any key management protocol. 

c) Easy for the document reader to select the relevant specification.

The proposed recommended practice for IEEE 802.15 will be a clearly distinguishable specification.

4. Technical Feasibility

For a project to be authorized, it shall be able to show its technical feasibility. At a minimum, the proposed project shall show:

a) Demonstrated system feasibility.

b) Proven technology, reasonable testing.

c) Confidence in reliability.

a) Demonstrated system feasibility.

This  recommended practice will focus on a MAC interface to a higher layer KMP.  It will take advantage of the unique functionality in the 802.15 MACs to provide a simple to understand and implement system.

b) Proven technology, reasonable testing.

This recommended practice does not add any key management protocol.  It only facilitates their direct use over 802.15 MACs.

c) Confidence in reliability.

This recommended practice is limited to transport of key management protocols and guidance in populating existing key structures within 802.15.  As such its simplicity allows for clear analysis of its reliability.

Coexistence of 802 wireless standards specifying devices for unlicensed operation

The WG will not have any impact on the current 802.15 coexistence.

5. Economic Feasibility

For a project to be authorized, it shall be able to show economic feasibility (so far as can reasonably be estimated), for its intended applications. At a minimum, the proposed project shall show:

a) Known cost factors, reliable data.

b) Reasonable cost for performance.

c) Consideration of installation costs.

a) Known cost factors, reliable data.

By providing support for existing key management protocols, this recommended practice can enable a device to use a single KMP for MAC, IP, and Transport security thus significantly reducing code cost.

Strong keys, managed by a well studied KMP, will help ensure reliable data transport.

b) Reasonable cost for performance.

All KMPs have computational and transmission costs.  By providing support for any reasonable KMP, this recommended practice will allow vendors to select the right tradeoff for their usage scenarios.

c) Consideration of installation costs.

With a selection of KMPs, the installation cost can be best managed against the usage scenario.
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