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Attendance:

Robert Moskowitz – Verizon

Tero Kiniven – AuthenTec

Paul Lambert – Marvel

Mitsuru Iwaoka – Yokogawa Electric Corp

Art Astrin – Astrin Radio

Michael McInnis  – Boeing

IPR:

Certicom has submitted IPR on IETF ID 5201-bis (HIP-BEX):

https://datatracker.ietf.org/ipr/1541/
It is not known at this time if similar claims will be made on HIP-DEX.

Also it needs to be clarified what their claims are and if they are valid as HIP with RSA identities predates the patents and anyone 'conversant in the arts' sees the logical use of ECDSA as well.

Discussion

15-11-0381-02-0hip-KMP-over-4e-Multipurpose.ppt used as a discussion document.  Basic goal of providing a transport shim for Key Management Protocols using the new Information Element introduced in 802.15.4e.  No attempt is made to wedge a KMP into the limited data payload of 802.15.4, rather to support a chaining mechanism using the forced ACK to segment a KMP payload over multiple datagrams.

Challenges around keying broadcasts became discussions on 4f Blink frames where they are received by at least 3 receivers.  This implies that each tag uses a GTK that is shared with every receiver in the WPAN.  This is a reversed model of most WPANs where only controllers send broadcast/multicasts and thus distribute GTKs to connected sensors (and other controllers).  In many 4f WPANs there can not be a KMP exchange as the tags are transmit only.  But for those that have a 2nd radio for receive, they would send a GTK to the 1st receiver in the KMP and the receivers would have to use their backend communication method to distribute the GTK to all other receivers.  This results in thousands of keys stored in each receiver.  There is probably no alternative to this given the current 802.15.4 security framing.  802.1AE DOES have an alternative framing method that could simplify this but this is deemed out of scope for this Interest Group.

The short address mode of 15.4 will be a challenge to provide.  This issue is collision detection/avoidance.  Although the PAN controller provides for stort address coordination, this is not used.  For example 6lowpan uses IPv6 neighbor discovery to manage short addresses and collision detection/avoidance.  We have to allow for multiple KMPs used in a single WPAN, thus a KMP specific method will not work.  This MAY lead to forcing KMP to use long addressing if short addresses not already available.

Question was raised if this group is limited to 802.15.4.  What about 15.6 and 15.7?  Or even 15.3?  This is in part procedural.  Can a TG make changes to all of 15.4?  What would be the published document?  Would multiple documents be needed?  The technical requirements is the availability of Information Elements and proper frames for carrying the IEs.  This will be brought up to the .15 chairs.

Is key rollover supported in the current 802.15.4 document?  This typically requires a keyID in the frame so the receiver knows to use the old or new key for processing.  If this is not available review the KARP effort in IETF for alternatives.

A initial cut at a PAR was reviewed and improved.  The final version is:

15-11-0512-01-0hip-Key-Management-Protocol-PAR.doc

This will be discussed on the mailing list in preparation for the September meeting.  The goal is to have the PAR and 5C ready for voting in November.

The Interest Group adjourned.
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