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7. Security suite

7.1 Overview

The MAC sublayer is responsible for providing séguwservices on specified incoming and outgoingrfes
when requested to do so by the higher layers. Sthisdard supports the following security services:

— Data confidentiality
— Data authenticity
— Replay protection

7.2 Functional description

A device may optionally implement security. A devithat does not implement security shall not prexad
mechanism for the MAC sublayer to perform any avgpaphic transformation on incoming and outgoing
frames nor require any PIB attributes associatetth wcurity. A device that implements security khal
provide a mechanism for the MAC sublayer to provigptographic transformations on incoming and
outgoing frames using information in the PIB atitds associated with security when the
macSecurityEnabled attribute is set to TRUE.

If the MAC sublayer is required to transmit a fraoraeceives an incoming frame, the MAC sublayellsh
process the frame as specified in 7.2.1 and 7&@spgectively.

7.2.1 Outgoing frame security procedure

The inputs to this procedure are the frame to barse and the SecurityLevel, KeyldMode, KeySouscei
Keylndex parameters from the originating primitmeautomatic request PIB attributes. The outpuimfr
this procedure are the status of the procedureifiinis status is SUCCESS, the secured frame.

The outgoing frame security procedure involvesftilewing steps as applicable:

a) If the Security Enabled field of the Frame Cohtfiedd of the frame to be secured is set to zére,
procedure shall set the security level to zero.

b) If the Security Enabled field of the Frame Cohfield of the frame to be secured is set to ohe, t
procedure shall set the security level to the Stuavel parameter. If the resulting security leisel
zero, the procedure shall return with a statusMSUPPORTED_SECURITY.

c) If the macSecurityEnabled attribute is set to FALSE and the security legehot equal to zero, the
procedure shall return with a status of UNSUPPORTEBECURITY.

d) The procedure shall determine whether the frantetsecured satisfies the constraint on the maxi-
mum length of MAC frames, as follows:

1) The procedure shall set the lenlythin octets, of the Authentication field to zeratié security
level is equal to zero and shall determine this@diom the security level and Table 56 other-
wise.

2) The procedure shall determine the length Auxliectets, of the auxiliary security header, as
described in 7.4, using KeyldMode and the seclgigl.

3) The procedure shall determine the data expam@sdkuxLen +M.

4) The procedure shall check whether the lengtheftame to be secured, including data expan-
sion and FCS, is less than or equahtidaxPHYPacketSze. If this check fails, the procedure
shall return with a status of FRAME_TOO_LONG.
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e)

f)

g)

h)

)

k)

1)

If the security level is zero, the procedure Isket the secured frame to be the frame to be edcur
and return with a status of SUCCESS.

The procedure shall set the frame counter tontheFrameCounter attribute. If the frame counter
has the value Oxffffffff, the procedure shall retwrith a status of COUNTER_ERROR.

The procedure shall obtain the KeyDescriptor gigire outgoing frame key retrieval procedure as
described in 7.2.2. If that procedure fails, theogedure shall return with a status of
UNAVAILABLE_KEY.

If the Blacklisted element of the KeyDescriptoset to TRUE, the procedure shall return withaa st
tus of KEY_ERROR.

The procedure shall insert the auxiliary secunigader into the frame, with fields set as follows:
1) The Security Level field of the Security Contfield shall be set to the security level.

2) The Key ldentifier Mode field of the Security Gool field shall be set to the KeyldMode
parameter.

3) The Frame Counter field shall be set to the framenter.

4) If the KeyldMode parameter is set to a valueatmial to zero, the Key Source and Key Index
fields of the Key Identifier field shall be set tbe KeySource and Keylndex parameters,
respectively.

The procedure shall then usmcExtendedAddress, the frame counter, the security level, and the
Key element of the KeyDescriptor to produce theused frame according to the transformation
process known as CCM* [or the extension of CCM,ahtis the combined counter with CBC-MAC
(i.e., cipher block chaining message authenticatmme) mode of operation] that is described in the
security operations, as described in 7.3.4.

1) If the SecurityLevel parameter specifies the abencryption, as defined in Table 56, the
encryption operation shall be applied only to thual payload field within the MAC payload,
i.e., the Beacon Payload field as described ir2518, Command Payload field, as described in
5.2.2.4.3, or Data Payload field, as described.21222.2, depending on the frame type. The
corresponding payload field is passed to the CCidhgformation process described in 7.3.4
as the unsecured payload, as defined in Table 58rdsulting encrypted payload shall substi-
tute the original payload.

2) The remaining fields in the MAC payload part loé frame shall be passed to the CCM* trans-
formation process described in 7.3.4 as the noopayfields, as defined in Table 53.

3) The ordering and exact manner of performing therygption and integrity operations and the
placement of the resulting encrypted data or integode within the MAC Payload field shall
be as defined in 7.3.4.

The procedure shall increment the frame counyeorie and set theacFrameCounter attribute to
the resulting value.

If the macFrameCounter element is equal to Oxffffffff, the procedure dhsdt the Blacklisted ele-
ment of the KeyDescriptor to TRUE.

m) The procedure shall return with the secured frangka status of SUCCESS.

7.2.2 Outgoing frame key retrieval procedure

The inputs to this procedure are the frame to loereel and the KeyldMode, KeySource, and Keylndex
parameters from the originating primitive. The augpfrom this procedure are a passed or failedstatd,
if passed, a KeyDescriptor.

The outgoing frame key retrieval procedure involtresfollowing steps as applicable:

a)

140

If the KeyldMode parameter is set to 0x00 (impliey identification), the procedure shall deter-
mine the key lookup data and key lookup size devid:
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b)

c)

d)

e)

1)

2)

3)

4)

If the Destination Addressing Mode field of theafme Control field of the frame is set to 0x00
and themacPANCoordShortAddress attribute is set to a value in the range 0x0000H®Xf.e.,
the short address is used), the key lookup dathlshaet to the Source PAN Identifier field of
the frame right-concatenated, as defined in B.&vith the macPANCoordShortAddress
attribute. The key lookup size shall be set to four

If the Destination Addressing Mode field of theafhe Control field of the frame is set to 0x00
and themacPANCoordShortAddress attribute is set to Oxfffe (i.e., the extended addris
used), the key lookup data shall be set toniaePANCoor dExtendedAddress attribute. The
key lookup size shall be set to eight.

If the Destination Addressing Mode field of theafe Control field of the frame is set to 0x02,
the key lookup data shall be set to the Destind®aN Identifier field of the frame right-con-
catenated, as defined in B.2.1, with the Destimafiddress field of the frame. The key lookup
size shall be set to four.

If the Destination Addressing Mode field of theafe Control field of the frame is set to 0x03,
the key lookup data shall be set to the Destinatiddress field of the frame. The key lookup
size shall be set to eight.

The key index shall be set to the single octet 0x00

If the KeyldMode parameter is set to a valueetptal to 0x00 (explicit key identification), theopr
cedure shall determine the key lookup data anddakup size as follows:

1)

2)

3)

If the KeyldMode parameter is set to 0x01, thg k®kup data shall be set to thmacDefault-
KeySource attribute. The key lookup size shall be set theig

If the KeyldMode parameter is set to 0x02, thg kekup data shall be set to the KeySource
parameter. The key lookup size shall be set to. four

If the KeyldMode parameter is set to 0x03, thg kekup data shall be set to the KeySource
parameter. The key lookup size shall be set tateigh

The key index shall be set to the Keylndex paramete

The procedure shall obtain the KeySourceDesaripyopassing the key lookup data and the key
lookup size to the KeySourceDescriptor lookup pdace as described in 7.2.8. If that procedure
returns with a failed status, this procedure silab return with a failed status.

The procedure shall obtain the KeyDescriptor hgsing the KeySourceDescriptor and the key
index to the KeyDescriptor lookup procedure as dieed in 7.2.6. If that procedure returns with a
failed status, this procedure shall also returin\&ifailed status.

The procedure shall return with a passed sthfishg obtained the KeyDescriptor.

NOTE—For broadcast frames, the outgoing frame led¢giaval procedure will result in a failed stat@ismplicit key
identification is used. Hence, explicit key ideitition should be used for broadcast frames.

7.2.3 Incoming frame security procedure

The input to this procedure is the frame to be cmssl. The outputs from this procedure are theaured
frame, the security level, the key identifier motlee key source, the key index, and the statuhef t

procedure.

All outputs of this procedure are assumed to balidwnless and until explicitly set in this proceel.

SNotes in text, tables, and figures are given fémrimation only and do not contain requirements eeéetd implement the standard.
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It is assumed that the PIB attributes associatiegDescriptors inmacKeyTable with a single, unique
device or a number of devices will have been eistadadl by the next higher layer.

The incoming frame security procedure involvesfttlewing steps:

a)

b)

d)

f)

g)

h)

)

k)

142

If the Security Enabled field of the Frame Cohfield of the frame to be unsecured is set to zero
the procedure shall set the security level to zero.

If the Security Enabled field of the Frame Cohtield of the frame to be unsecured is set to ame

the frame version number of the Frame Control faflthe frame to be unsecured is set to zero, the
procedure shall set the unsecured frame to berdgineefto be unsecured and return with a status of
UNSUPPORTED_LEGACY.

If the Security Enabled field of the Frame Cohfield of the frame to be unsecured is set to dine,
procedure shall set the security level and theittegtifier mode to the corresponding fields of the
Security Control field of the auxiliary security dder of the frame to be unsecured, and the key
source and key index to the corresponding fieldhefKey Identifier field of the auxiliary security
header of the frame to be unsecured, if presettelfesulting security level is zero, the procedur
shall set the unsecured frame to be the frame tauisecured and return with a status of
UNSUPPORTED_SECURITY.

If the macSecurityEnabled attribute is set to FALSE, the procedure shallisetunsecured frame to
be the frame to be unsecured and return with assttSUCCESS if the security level is equal to
zero and with a status of UNSUPPORTED_SECURITY otise.

The procedure shall obtain the SecurityLevelDpgar by passing the frame type and, depending
on whether the frame is a MAC command frame, ttst €ictet of the MAC payload (i.e., command
frame identifier for a MAC command frame) to thec@ityLevelDescriptor lookup procedure
described in 7.2.12. If that procedure fails, thecpdure shall set the unsecured frame to be the
frame to be unsecured and return with a status\NAILABLE_SECURITY_LEVEL.

The procedure shall determine whether the fraoeetunsecured conforms to the security level pol-
icy by passing the SecurityLevelDescriptor and s¢keurity level to the incoming security level
checking procedure, as described in 7.2.13. If phatedure returns with a failed status, the proce-
dure shall set the unsecured frame to be the fri@m®e unsecured and return with a status of
IMPROPER_SECURITY_LEVEL; otherwise, if that procedueturns with a passed status and the
security level is equal to zero, the procedurel sedlthe unsecured frame to be the frame to be-uns
cured and return with a status of SUCCESS.

The procedure shall obtain the DeviceDescriptingithe incoming frame device retrieval proce-
dure described in 7.2.6. If that procedure faiig, procedure shall set the unsecured frame toebe th
frame to be unsecured and return with a statusNAILABLE_DEVICE.

If the incoming security level checking procedofestep f had as output the ‘conditionally passed’

status, the procedure shall set the unsecured frarne the frame to be unsecured and return with
the unsecured frame, the security level, the kewgtifler mode, the key source, the key index, and a
status of SUCCESS, if the Exempt element of theié@®escriptor is set to TRUE, and with a sta-

tus of IMPROPER_SECURITY_LEVEL otherwise.

The procedure shall obtain the KeyDescriptor gdine incoming frame key retrieval procedure
described in 7.2.4. If that procedure fails, thegedure shall set the unsecured frame to be theefra
to be unsecured and return with a status of UNAVBILE KEY.

The procedure shall obtain the KeyDeviceDescriptging the KeyDeviceDescriptor lookup proce-
dure described in 7.2.8. If that procedure failsfdhe Blacklisted element of the KeyDeviceDe-
scriptor is set to TRUE, the procedure shall setuthsecured frame to be the frame to be unsecured
and return with a status of KEY_ERROR.

The procedure shall determine whether the fram@etunsecured conforms to the key usage policy
by passing the KeyDescriptor, the frame type, degpending on whether the frame is a MAC com-
mand frame, the first octet of the MAC payload.(immmand frame identifier for a MAC com-
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p)
a)

n

mand frame) to the incoming key usage policy chegkirocedure, as described in 7.2.14. If that
procedure fails, the procedure shall set the umedcframe to be the frame to be unsecured and
return with a status of IMPROPER_KEY_TYPE.

The procedure shall set the frame counter td-tlaene Counter field of the auxiliary security heade
of the frame to be unsecured. If the frame coumdsrthe value Oxffffffff, the procedure shall e t
unsecured frame to be the frame to be unsecurede&unth with a status of COUNTER_ERROR.

The procedure shall determine whether the framenter is greater than or equal to the Frame-
Counter element of the DeviceDescriptor. If thigdhfails, the procedure shall set the unsecured
frame to be the frame to be unsecured and retuimanstatus of COUNTER_ERROR.

The procedure shall then use the ExtAddress eleai¢he DeviceDescriptor, the frame counter, the
security level, and the Key element of the KeyDiggor to produce the unsecured frame, according
to the CCM* inverse transformation process desdrilbethe security operations, as described in
7.3.5.

1) If the security level specifies the use of entiyp as described in Table 57, the decryption
operation shall be applied only to the actual paglfield within the MAC payload, i.e., the
Beacon Payload field, as defined in 5.2.2.1.8, CamiinPayload field, as defined in 5.2.2.4.3,
or Data Payload field, as defined in 5.2.2.2.2 etheing on the frame type. The corresponding
payload field shall be passed to the CCM* inveraagformation process described in 7.3.5 as
the secure payload.

2) The remaining fields in the MAC payload part b&tframe shall be passed to the CCM*
inverse transformation process described in 7 8th@non-payload fields.

3) The ordering and exact manner of performing #eryption and integrity checking operations
and the placement of the resulting decrypted datisirmthe MAC payload field shall be as
defined in 7.3.5.

If the CCM* inverse transformation process faitge procedure shall set the unsecured frame to be
the frame to be unsecured and return with a stft8& CURITY_ERROR.

The procedure shall increment the frame counyeorte and set the FrameCounter element of the
DeviceDescriptor to the resulting value.

If the FrameCounter element is equal to Oxfffffthe procedure shall set the Blacklisted elenaént
the KeyDeviceDescriptor to TRUE.

The procedure shall return with the unsecureché&and a status of SUCCESS.

7.2.4 Incoming frame key retrieval procedure

The input to this procedure is the frame to be cmssl. The outputs from this procedure are a passed
failed status and, if passed, a KeyDescriptor.

The incoming frame key retrieval procedure involthes following steps as applicable:

a) If the Key Identifier Mode field of the Securi@ontrol field of the auxiliary security header bét
frame is set to Ox00 (implicit key identificatiorthe procedure shall determine the key source
lookup data and the key source lookup size aswvistio
1) If the source address mode of the Frame Corigdl 6f the frame is set to 0x00 and thac-

PANCoordShortAddress attribute is set to a value in the range 0x0000K®Xf.e., the short
address is used), the key source lookup datalsdalét to the Destination PAN Identifier field
of the frame right-concatenated (see C.2.1) wigmthcPANCoordShortAddress attribute. The
key source lookup size shall be set to four.

2) If the source address mode of the Frame Coritgrdal 6f the frame is set to 0x00 and thac-
PANCoordShortAddress attribute is set to Oxfffe (i.e., the extended &ddris used), the key
source lookup data shall be set torteePANCoor dExtendedAddress attribute. The key source
lookup size shall be set to eight.
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b)

c)

d)

e)

3) Ifthe source address mode of the Frame Coriglol 6f the frame is set to 0x02, the key source
lookup data shall be set to the Source PAN Idemtfield of the frame, or to the Destination
PAN Identifier field of the frame if the PAN ID Cagmession field of the Frame Control field
of the frame is set to one, right-concatenated (€el) with the Source Address field of the
frame. The key source lookup size shall be sebdo. f

4) If the source address mode of the Frame Conitrlol 6f the frame is set to 0x03, the key source
lookup data shall be set to the Source Addresd Giethe frame. The key source lookup size
shall be set to eight.

The key index shall be set to the single octet 0x00

If the Key Identifier Mode field of the SecuriGontrol field of the auxiliary security header bet
frame is set to a value not equal to 0x00 (expkeit identification), the procedure shall determine
the key source lookup data and key lookup sizelksfs:

1) If the key identifier mode is set to 0x01, they ls®urce lookup data shall be set to itieeDe-
faultkeySource attribute. The key source lookup size shall beésetght.

2) If the key identifier mode is set to 0x02, theylsmurce lookup data shall be set to the Key
Source field. The key source lookup size shalldidcsfour.

3) If the key identifier mode is set to 0x03, theylsmurce lookup data shall be set to the Key
Source field. The key source lookup size shalldig¢seight.

The key index shall be set to the Key Index fidlthe Key Identifier field of the auxiliary secuyit
header.

The procedure shall obtain the KeySourceDesaripggassing the key source lookup data and the
key source lookup size to the KeySourceDescrigiokdip procedure as described in 7.2.9. If that
procedure returns with a failed status, the procedball also return with a failed status.

The procedure shall obtain the KeyDescriptor bgging the KeySourceDescriptor and the key
index to the KeyDescriptor lookup procedure as deed in 7.2.6. If that procedure returns with a
failed status, the procedure shall also return withiled status.

The procedure shall return with a passed statvisd) obtained the KeyDescriptor.

7.2.5 Incoming frame device retrieval procedure

The input to this procedure is the frame to be cmsl. The outputs from this procedure are a pagsed
failed status and, if passed, a DeviceDescriptor.

The incoming frame device retrieval procedure imeslthe following steps:

a)

144

The procedure shall determine the device lookaip dnd the device lookup size as follows:

i) If the source address mode of the Frame Conietid bf the frame is set to 0x00 and the
macPANCoordShortAddress attribute is set to a value in the range 0x000fdx%i.e., the
short address is used), the device lookup daté Ishalet to the Destination PAN ID field
of the frame right-concatenated (see B.1.1) widnthcPANCoordShortAddress attribute.
The device lookup size shall be set to four.

i) If the source address mode of the Frame Coffiietd of the frame is set to 0x00 and the
macPANCoordShortAddress attribute is set to a Oxfffe (i.e., the extendddrass is used),
the device lookup data shall be set to theePANCoordExtendedAddress attribute. The
device lookup size shall be set to eight.

iii) If the source address mode of the Frame Corfiedtl of the frame is set to 0x02, the
device lookup data shall be set to the Source HARield of the frame, or to the Destina-
tion PAN ID field of the frame if the PAN ID Comsion field of the Frame Control field
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of the frame is set to one, right-concatenated Bsé€el) with the Source Address field of
the frame. The device lookup size shall be sebto. f

iv) If the source address mode of the Frame Coritetd of the frame is set to 0x03, the
device lookup data shall be set to the Source Axddfield of the frame. The device
lookup size shall be set to eight.

b) The procedure shall obtain the DeviceDescriptopaissing the device lookup data and the device
lookup size to the DeviceDescriptor lookup procedas described in 7.2.8. If that procedure returns
with a failed status, this procedure shall alsametvith a failed status.

Cc) The procedure shall return with a passed stauim obtained the DeviceDescriptor.

7.2.6 KeyDescriptor lookup procedure

The inputs to this procedure are the KeySourceljgscrand the key index. The outputs from this
procedure are a passed or failed status and,sedas KeyDescriptor.

The KeyDescriptor lookup procedure involves théofeing steps as applicable:

a) For each KeyDescriptor in tlmacKeyTable attribute, the procedure shall check whether the Ex
KeySource element of the KeyDescriptor is equahtcorresponding element of the KeySource-
Descriptor and whether the Keylndex element ofdbgDescriptor is equal to the key index param-
eter. If both checks pass (i.e., there is a matitt®),procedure shall return with this (matching)
KeyDescriptor and a passed status.

b) The procedure shall return with a failed status.
7.2.7 KeyDeviceDescriptor lookup procedure

The inputs to this procedure are the KeyDescriptut the DeviceDescriptor. The outputs from thiscpro
dure are a passed or failed status and, if paase€dyDeviceDescriptor.

The KeyDeviceDescriptor lookup procedure involves following steps:

a) For each KeyDeviceDescriptor in the KeyDevicelastthe KeyDescriptor, the procedure shall
check whether the ExtAddress element of the Devésebptor is equal to the DeviceAddress ele-
ment of the KeyDeviceDescriptor. If this check mas§.e., there is a match), the procedure shall
return with the KeyDeviceDescriptor and a passatlist

b) The procedure shall return with a failed status.

7.2.8 DeviceDescriptor lookup procedure

The inputs to this procedure are the device loodata and the device lookup size. The output froim th
procedure is a passed or failed status and, iepgassDeviceDescriptor.

The DeviceDescriptor lookup procedure involvesftiilwing steps as applicable:

a) For each DeviceDescriptor in thmcDeviceTable attribute:

i) If the device lookup size is four and the devimekup data is equal to the PAN ID element
of the DeviceDescriptor right-concatenated (seelf ®ith the ShortAddress element of
the DeviceDescriptor (i.e., there is a match), pizcedure shall return with a passed sta-
tus.

i) If the device lookup size is eight and the devieekup data is equal to the ExtAddress
element of the DeviceDescriptor (i.e., there isatam), this procedure shall return with a
passed status.

b) The procedure shall return with a failed status.
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7.2.9 KeySourceDescriptor lookup procedure

The inputs to this procedure are the key sourckupalata and the key source lookup size. The otitpot
this procedure are a passed or failed status fipdssed, a KeySourceDescriptor.

The KeySourceDescriptor lookup procedure involesfollowing steps:

a) For each KeySourceDescriptor in thecKeySourceTable attribute:

i) If the key source lookup size is four and the keyrce lookup data is equal to the Short-
KeySource element of the KeySourceDescriptor (theere is a match), this procedure
shall return with a passed status.

i) If the key source lookup size is eight and tley lsource lookup data is equal to the Ext-
KeySource element of the KeySourceDescriptor (tteere is a match), this procedure
shall return with a passed status.

b) The procedure shall return with a failed status.

7.2.10 Incoming security level checking procedure

The inputs to this procedure are the incoming sgclevel, the frame type and the command frame
identifier. The output from this procedure is ageal failed, or “conditionally passed” status.

The incoming security level checking procedure lags the following steps as applicable:

a) For each SecurityLevelDescriptor in thacSecurityl evel Table attribute:

1) If the frame type is not equal to 0x03 and tlzarfe type is equal to the FrameType element of
the SecurityLevelDescriptor, the procedure shalihpare the incoming security level (as
SEC1) with the SecurityMinimum element of the SdguevelDescriptor (as SEC2) accord-
ing to the algorithm described in 7.4.1.1. If tb@nparison fails (i.e., evaluates to FALSE), the
procedure shall return with a “conditionally passstatus if the DeviceOverrideSecurityMini-
mum element of the SecurityLevelDescriptor is seERUE and the security level is set to zero
and with a failed status otherwise.

2) If the frame type is equal to 0x03, the frameetyp equal to the FrameType element of the
SecurityLevelDescriptor, and the command frametifienis equal to the CommandFrame-
Identifier element of the SecurityLevelDescripttre procedure shall compare the incoming
security level (as SEC1) with the SecurityMinimulaneent of the SecurityLevelDescriptor (as
SEC?2) according to the algorithm described in 714.If this comparison fails (i.e., evaluates
to FALSE), the procedure shall return with a “caiwthially passed” status if the DeviceOver-
rideSecurityMinimum element of the SecurityLevelbastor is set to TRUE and the security
level is set to zero and with a failed status oflss.

b) The procedure shall return with a passed status.
7.2.11 Incoming key usage policy checking procedure

The inputs to this procedure are the KeyDescrigitar,frame type, and the command frame identifibe
output from this procedure is a passed or failatlist

The incoming key usage policy checking proceduvelires the following steps as applicable:

a) For each KeyUsageDescriptor in the KeyUsagelfitte®KeyDescriptor:

1) If the frame type is not equal to 0x03 and ttzerfe type is equal to the FrameType element of
the KeyUsageDescriptor, the procedure shall rettim a passed status.
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2) If the frame type is equal to 0x03, the frameetigoequal to the FrameType element of the Key-
UsageDescriptor, and the command frame identi§iexqgual to the CommandFrame-Identifier
element of the KeyUsageDescriptor, the procedua# sfturn with a passed status.

b) The procedure shall return with a failed status.
7.2.12 SecurityLevelDescriptor lookup procedure

The inputs to this procedure are the frame typethedcommand frame identifier. The output from this
procedure are a passed or failed status and,sedasa SecurityLevelDescriptor.

The SecurityLevelDescriptor lookup procedure ineslthe following steps:

a) For each SecurityLevelDescriptor in the macSédugivelTable attribute:

1) If the frame type is not equal to 0x03 and tlzarfe type is equal to the FrameType element of
the SecurityLevelDescriptor (i.e., there is a matthe procedure shall return with the Securi-
tyLevelDescriptor and a passed status.

2) If the frame type is equal to 0x03, the frameetyp equal to the FrameType element of the
SecurityLevelDescriptor and the command frame iflentis equal to the Command-
Frameldentifier element of the SecurityLevelDegaripthe procedure shall return with the
SecurityLevelDescriptor and a passed status.

b) The procedure shall return with a failed status.
7.2.13 Incoming security level checking procedure

The inputs to this procedure are the SecurityLegstibiptor and the incoming security level. The autp
from this procedure is a passed, failed, or 'comukitly passed' status.

The incoming security level checking procedure Iags the following steps:

a) For each SecurityModeDescriptor in the Securitdlieist of the SecurityLevelDescriptor, the pro-
cedure shall check whether the incoming securitglles equal to the SecurityLevel element of the
SecurityModeDescriptor. If this check is succeséfel, there is a match), the procedure shalrnetu
with a passed status.

b) If the incoming security level is equal to Ox0@lahe DeviceOverrideSecurityMinimum element of
the SecurityLevelDescriptor is set to TRUE, thecgidure shall return with a ‘conditionally passed'
status.

¢) The procedure shall return with a failed status.
7.2.14 Incoming key usage policy checking procedure

The inputs to this procedure are the KeyDescrifita,frame type and the command frame identifibe T
output from this procedure is a passed or failatlist

The incoming key usage policy checking proceduvelires the following steps:

a) For each KeyUsageDescriptor in the KeyUsagelfitte®KeyDescriptor:

1) If the frame type is not equal to 0x03 and tlzarfe type is equal to the FrameType element of
the KeyUsageDescriptor, the procedure shall retitim a passed status.

2) If the frame type is equal to 0x03, the frameetigpequal to the FrameType element of the Key-
UsageDescriptor and the command frame identifiexgisal to the CommandFrameldentifier
element of the KeyUsageDescriptor, the procedua# sfturn with a passed status.
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b) The procedure shall return with a failed status.

7.3 Security operations

This subclause describes the parameters for the*G¥gbirity operations, as specified in B.3.2.

7.3.1 Integer and octet representation

The integer and octet representation conventioasif@d in B.2 are used throughout 7.3.

7.3.2 CCM* Nonce

The CCM* nonce is a 13-octet string and is usedieradvanced encryption standard (AES)-CCM* mode
of operation, as described in B.2.2. The noncel sleaformatted as shown in Figure 65, with the lef$n

field in the figure defining the first (and leftntpsoctets and the rightmost field defining the léshd
rightmost) octet of the nonce.

Octets: 8 4 1

Source address  Frame counter  Security level

Figure 65—CCM* nonce

The source address shall be set to the extendedssuthcExtendedAddress of the device originating the
frame, the frame counter to the value of the rebpefield in the auxiliary security header (se&.Z), and
the security level to the security level identifearresponding to the Security Level field of thec@rity
Control field of the auxiliary security header adided in Table 56.

The source address, frame counter, and securigy $all be represented as specified in 7.3.1.
7.3.3 CCM* prerequisites

Securing a frame involves the use of the CCM* mederyption and authentication transformation, as
described in B.4.1. Unsecuring a frame involves tise of the CCM* decryption and authentication
checking process, as described in B.4.2. The puesies for the CCM* forward and inverse
transformations are as follows:

— The underlying block cipher shall be the AES eptipn algorithm as specified in B.3.1.

— The bit ordering shall be as defined in 7.3.1.

— The length in octets of the Length fidldshall be 2 octets.

— The length of the Authentication fieM shall be 0 octets, 4 octets, 8 octets, or 16 scastrequired.

The length of the Authentication fieldl for the CCM* forward transformation and the CCMiverse
transformation is determined from Table 56, using $ecurity Level field of the Security Control tiebf
the auxiliary security header of the frame.

7.3.4 CCM* transformation data representation

This subclause describes how the inputs and outiptite CCM* forward transformation, as described in
B.4.1, are formed:
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The inputs are

— Key

— Nonce
— adata
— mdata

The output i data.
7.3.4.1 Key and nonce data inputs

The Key data for the CCM* forward transformationpiassed by the outgoing frame security procedure
described in 7.2.1. The Nonce data for the CCMrdfarmation is constructed as described in 7.3.2.

7.3.4.2 a data and m data

In the CCM* transformation process, the data fieddall be applied as in Table 53.

Table 53—a data and m data for all security levels

Security level identifier adata m data
0x00 None None
0x01 MHR || Auxiliary security header || Nonpay!digdds || None
Unsecured payload fields
0x02 MHR || Auxiliary security header || Nonpayldidds || None
Unsecured payload fields
0x03 MHR || Auxiliary security header || Nonpayldidds || None
Unsecured payload fields
0x04 None Unsecured payload field$
0x05 MHR || Auxiliary security header || Nonpayldistds Unsecured payload fieldps
0x06 MHR || Auxiliary security header || Nonpayldistds Unsecured payload fieldps
0x07 MHR || Auxiliary security header || Nonpayldistds Unsecured payload fieldps

7.3.4.3 ¢ data output

In the CCM* transformation process, the data figlilst are applied, or right-concatenated and agplie
represent octet strings.

The secured payload fields right-concatenated with authentication tag shall substitute the unsetur
payload field in the original unsecured frame tarfdhe secured frame, as defined in Table 54.

7.3.5 CCM* inverse transformation data representati  on

This subclause describes how the inputs and owutptite CCM* inverse transformation, as described in
B.4.2, are formed.

The inputs are
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Table 54—c data for all security levels

Security level identifier c data
0x00 None
0x01 MIC-32
0x02 MIC-64
0x03 MIC-128
0x04 Secured payload fields
0x05 Secured payload fields || MIC-32
0x06 Secured payload fields || MIC-64
0x07 Secured payload fields || MIC-128
— Key
— Nonce
— cdata
— adata

The output isn data.
7.3.5.1 Key and nonce data inputs

The Key data for the CCM* inverse transformatiorpassed by the incoming frame security procedure
described in 7.2.3. The Nonce data for the CCMrdfarmation is constructed as described in 7.3.2.

7.3.5.2 c data and a data

In the CCM* inverse transformation process, thadiatids shall be applied as in Table 55.

Table 55—c data and a data for all security levels

Security level identifier cdata adata
0x00 None None
0x01 MIC-32 MHR || Auxiliary security header || Non-

payload fields ||Secured payload fields

0x02 MIC-64 MHR || Auxiliary security header || Non-
payload fields || Secured payload fieldd

0x03 MIC-128 MHR || Auxiliary security header || No
payload fields || Secured payload fieldgv
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Table 55—c data and a data for all security levels

Security level identifier cdata adata
0x04 Secured payload fields MHR || Auxiliary secuhigader || Non-
payload fields
0x05 Secured payload fields ||| MHR || Auxiliary security header || Non
MIC-32 payload fields
0x06 Secured payload fields ||| MHR || Auxiliary security header || Non
MIC-64 payload fields
0x07 Secured payload fields ||| MHR || Auxiliary security header || Nony
MIC-128 payload fields

7.3.5.3 m data output

The m data shall replace the secured payload fieldsaatidentication tag in the original secured frame to

form the unsecured frame.

7.4 Auxiliary security header

The Auxiliary Security Header field has a varialdagth and contains information required for seguri
processing, including a Security Control field, eafie Counter field, and a Key Identifier field. The

Auxiliary Security Header field shall be presentyafithe Security Enabled field of the Frame Cohfield
is set to one. The Auxiliary Security Header fistll be formatted as illustrated in Figure 66.

Octets: 1

4

0/1/5/9

Security Control

Frame Counter

Key Identifier

Figure 66—Format of the auxiliary security header

The auxiliary security header uses the representabnventions specified in 5.2.

7.4.1 Security Control field

The Security Control field is used to provide imf@tion about what protection is applied to the faithe
Security Control field shall be formatted as shawFRigure 67.

Bit: 0-2

3-4

5-7

Security Level

Key Identifier Mode

Reserved

Figure 67—Security Control field format

Copyright © 2010 IEEE. All rights reserved.
This is an unapproved IEEE Standards Draft, sulbgechange.

151

O©oO~NOOUThA,WNPE



O©CoO~NOOOUTh,WNPE

IEEE
Draft P802.15.4REVi/D04, September, 2010 LOCAL AND METROPOLITAN AREA NETWORKS—PART 15.4:

7.4.1.1 Security Level field

The Security Level field indicates the actual frgonetection that is provided. This value can bepagidon

a frame-by-frame basis and allows for varying Ievafl data authenticity (to allow minimization ofcsieity
overhead in transmitted frames where required) fandptional data confidentiality. The cryptographi
protection offered by the various security levedsshown in Table 56. When nontrivial protection is
required, replay protection is always provided.

Table 56—Security levels available to the MAC subla  yer

Security Control Data authenticity
Security level field Security Data (including length M of
identifier (Figure 67) attributes confidentiality authentication tag, in
b, by by octets)
0x00 '000' None OFF NQM = 0)
0x01 '001' MIC-32 OFF YESM = 4)
0x02 '010' MIC-64 OFF YESM = 8)
0x03 ‘011 MIC-128 OFF YESM = 16)
0x04 '100' ENC ON NONI = 0)
0x05 '101' ENC-MIC-32 ON YESM = 4)
0x06 '110' ENC-MIC-64 ON YESM = 8)
0x07 111 ENC-MIC-128 ON YESM = 16)

Security levels can be ordered according to theesponding cryptographic protection offered. Heréyst
security level SEC1 is greater than or equal teasd security level SEC2 if and only if SEC1 doffet
least the protection offered by SEC2, both withpees to data confidentiality and with respect tdada
authenticity. The statement “SEC1 is greater thaequal to SEC2” shall be evaluated as TRUE if ludth
the following conditions apply:

a) Bit position B in SEC1 is greater than or equal to bit positigintSEC2 (where Encryption OFF <
Encryption ON).

b) The integer value of bit positiong by in SEC1 is greater than or equal to the integérevaf bit
positions h by in SEC2 (where increasing integer values indigatgeasing levels of data authentic-
ity provided, i.e., message integrity code (MIC¥MIC-32 < MIC-64 < MIC-128).

Otherwise, the statement shall be evaluated as EALS

For example, ENC-MIC-64 MIC-64 is TRUE because ENC-MIC-64 offers the sathaga authenticity
protection as MIC-64, plus confidentiality. On thiger hand, MIC-12& ENC-MIC-64 is FALSE because
even though MIC-128 offers stronger data authegttbian ENC-MIC-64, it offers no confidentiality.

7.4.1.2 Key ldentifier Mode field

The Key Identifier Mode field indicates whether tkey that is used to protect the frame can be ddriv
implicitly or explicitly; furthermore, it is useatindicate the particular representations of thg Kentifier
field (see 7.7.2.4) if derived explicitly. The Ké&jentifier Mode field shall be set to one of thdues listed
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in Table 57. The Key Identifier field of the auxiyasecurity header (see 7.7.2.4) shall be pregdngtitthis
field has a value that is not equal to 0x00.

Table 57—Values of the key identifier mode

Key identifier mode

Key Identifier
Mode field
by bg

Description

Key Identifier field
length
(octets)

0x00

00’

Key is determined impli

originator and receipient(s) of the frame,
as indicated in the frame header.

citly from the 0

0x01

‘o1’

Key is determined from

Index field of the Key Identifier field of
the auxiliary security header in conjunc-
tion with macDefaultKeySource.

the 1-octet Key 1

0x02

10'

Key is determined expli
4-octet Key Source field

Key Index field of the Key Identifier
field of the auxiliary security header.

citly from the 5
and the 1-octe

—

0x03

11"

Key is determined expli
8-octet Key Source field

Key Index field of the Key Identifier
field of the auxiliary security header.

citly from the 9
and the 1-octe

—

7.4.2 Frame Counter field

The Frame Counter field represents itieeFrameCounter attribute of the originator of a protected frarte.
is used to provide semantic security of the crymphgic mechanism used to protect a frame and & off

replay protection.

7.4.3 Key Identifier field

The Key Identifier field has a variable length adentifies the key that is used for cryptographictection

of outgoing frames, either explicitly or in conjdiom with implicitly defined side information. Thigey

Identifier field shall be present only if the Keglehntifier Mode field of the Security Control fietaf the
auxiliary security header (see 7.7.2.2.2) is set W@lue different from 0x00. The Key Identifieelfi shall
be formatted as illustrated in Figure 68.

Octets: 0/4/8 1

Key Source Key Index

Figure 68—Format for the Key Identifier field, if p  resent

7.4.3.1 Key Source field

The Key Source field, when present, indicates tigirator of a group key.
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7.4.3.2 Key Index field

The Key Index field allows unique identification different keys with the same originator.

It is the responsibility of each key originatorr@ke sure that actively used keys that it issuge destinct
key indices and that the key indices are all déffeerfrom 0x00.

7.5 Security-related MAC PIB attributes

The security-related MAC PIB attributes contain:

— Key table (nacKeyTable, macKeyTableEntries)

— Deuvice table hacDeviceTable, macDeviceTableEntries)

— Frame countemfacFrameCounter)

Security level tablenfacSecuritylLevel Table, macSecuritylLevel TableEntries)

— Automatic request attributesnécAutoRequestSecurityLevel, macAutoRequestKeyldMode, macAu-
toRequestK eySour ce, macAutoRequestKeyl ndex)

— Default key sourcenfacDefaultKeySource)

— PAN coordinator addressn@cPANCoor dExtendedAddr ess, macPANCoor dShortAddress)

— Key source tablenfacKeySourceTable, macKeySourceTableEntries)

7.5.1 PIB security material

The PIB security-related attributes are presentedable 58, Table 59, Table 60, Table 61, Table 62,

| Table 63, Table 64, and Table 65.

Table 58— Security-related MAC PIB attributes

Attribute Identifier Type Range Description Default

macKeyTable 0x71 List of Key- — A table of KeyDescriptor | (empty)
Descriptor entries, each containing
entries, as keys and related informa-
defined tion required for secured
Table 59 communications.

macKeyTableEntries | 0x72 Integer Implementa- | The number of entriesin | 0

tion specific macKeyTable.

macDeviceTable 0x73 List of — A table of Device-Descrip{ (empty)
Device- tor entries, each indicating
Descriptor a remote device with
entries, as which this device securely
defined in communicates.
Table 63

macDeviceTable- 0x74 Integer Implementa- | The number of entriesin | 0

Entries tion specific macDeviceTable.
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(continued)

Attribute Identifier Type Range Description Default
macSecurity- 0x75 Table of Secus — A table of SecurityLevel- | (empty)
Level Table rityLevelDe- Descriptor entries, each

scriptor with information about the
entries, as set of security levels
defined in expected depending on
Table 62 incoming frame type and
subtype.
macSecurity- 0x76 Integer Implementa- | The number of entriesin | 0
Level TableEntries tion specific macSecurityL evel Table.
macFrameCounter 0x77 Integer 0x00000000— The outgoing frame 0x00000000
Oxfffffff counter for this device.
macAutoRequest- 0x78 Integer 0x00-0x07 The security level used f00x06
SecurityLevel automatic data requests.
macAutoRequest- 0x79 Integer 0x00-0x03 The key identifier mode | 0x00
KeyldMode used for automatic data
requests. This attribute is
invalid if the macAuto-
RequestSecurityLevel
attribute is set to 0x00.
macAutoRequest- 0x7a As specified | — The originator of the key | All octets
KeySource by themac- used for automatic data | Oxff
AutoRequest- requests. This attribute is
KeyldMode invalid if the macAuto-
parameter RequestKeyldMode ele-
ment is invalid or set to
0x00.
macAutoRequest- 0x7b Integer 0x01-0xff The index of the key used All octets
Keylndex for automatic data Oxff
requests. This attribute is
invalid if the macAuto-
RequestKeyldMode
attribute is invalid or set to
0x00.
macDefaultKey- 0x7c Set of 8 octety — The originator of the All octets
Source default key used for key | Oxff
identifier mode 0x01.
macPANCoord- 0x7d IEEE address| An extended| The extended address of | —
ExtendedAddress IEEE address | the PAN coordinator.
macPANCoordShort- | 0x7e Integer 0x0000-0xfffff  The short address assigne@x0000
Address to the PAN coordinator. A
value of Oxfffe indicates
that the PAN coordinator is
only using its extended
address. A value of Oxffff
indicates that this value is
unknown.
macKeySourceTable | Ox7f List of Key- - A table of KeySourceDe- | (empty)
SourceDe- scriptor entries, each indi-
scriptor cating key identifying
entries (see information required for
Table 64) secured communications.
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(continued)

Attribute

Identifier

Type

Range

Description Default

macKeySource-
TableEntries

0x80

Integer

Implementa-
tion specific

The number of entriesin | 0
macKeySourceTable.

Table 59—Elements of KeyDescriptor

Name

Type

Range

Description

ExtKeySource

Set of 8 octets

The 64-bit identifiethe key source (see
7.4.3.1)

Keylndex

Integer

0x00-0xff

The identifier of the kaydex (see
7.4.3.2). A value of 0x00 indicates an
implicitly identified key; a value in the
range 0x01-0xff indicates an explicitly
identified key.

Blacklisted

Boolean

TRUE or
FALSE

Indicator as to whether the device previ-
ously communicated with this key prior tp
the exhaustion of the frame counter. If
TRUE, this indicates that the device shall
not use this key further, since it exhaustgd
its use of the frame counter used with th{s
key.

KeyDevicelList

List of KeyDevice-
Descriptor entries,

A list of KeyDeviceDescriptor entries ind
cating which devices are currently using

as defined in this key, including their blacklist status.
Table 61
KeyDeviceListEntries Integer Implementation The number of entries in KeyDeviceList.
specific
KeyUsagelList List of KeyUsage- | — A list of KeyUsageDescriptor entries indif
Descriptor entries, cating which frame types this key may b¢
as defined in used with.
Table 60
KeyUsageListEntries Integer The number of entridségUsagelList.
Key Set of 16 octets — The actual value of the key.
Table 60—Elements of KeyUsageDescriptor
Name Type Range Description
FrameType Integer 0x00-0x03 As defined in 5.2.1.1.1.
CommandFrameldentifier Integer 0x00-0x09 As definedlahle 5.

7.5.2 Key table

The key table holds key descriptors (keys with tezlakey-specific information) that are required for

security processing of outgoing and incoming frankesy-specific information in the key table is ididied
based on information explicitly contained in thguesting primitive or in the received frame, ascdésd
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Table 61—Elements of KeyDeviceDescriptor

1%

Name Type Range Description
DeviceAddress IEEE address Any valid | The 64-bit IEEE extended address of th
64-bit device | device in this KeyDeviceDescriptor.
address
Blacklisted Boolean TRUE, Indication of whether the device indicate
FALSE by DeviceDescriptorHandle previously
communicated with this key prior to the
exhaustion of the frame counter. If TRUE
this indicates that the device shall not u
this key further because it exhausted its|
use of the frame counter used with this
key.
Table 62—Elements of SecurityLevelDescriptor
Name Type Range Description
FrameType Integer 0x00-0x03 As defined in 5.2.1.1.1.
CommandFrameldentifier Integer 0x00—-0x09 As definetdahle 5.
SecurityMinimum Integer 0x00-0x07 The minimal requiemgbected security

level for incoming MAC frames with the
indicated frame type and, if present, co

mand frame type, as defined in Table 54.

SecurityLevelList

List of Securi-
tyModeDe-
scriptor entries
(see Table 65)

A list of SecurityModeDescriptor entries
indicating the security levels incoming
MAC frames with the indicated frame

type and, if present, command frame type

or acknowledgement frame type are
expected to be be secured with.

SecurityLevelListEntries Integer Implementation The number of entries in SecurityLevel-
specific List.

DeviceOverrideSecurity- Boolean TRUE or Indication of whether originating device

Minimum FALSE for which the Exempt flag is set may

override the required/expected security
levels indicated by the SecurityLevellLis
element. If TRUE, this indicates that for
originating devices with Exempt status,

the incoming security level zero is accept-

able, in addition to those incoming secuf
rity levels indicated by the
SecurityLevelList element.

Copyright © 2010 IEEE. All rights reserved.
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Table 63—Elements of DeviceDescriptor

O©CoO~NOOOUTh,WNPE

7.5.3 Device table

The device table holds device descriptors (devi@eific addressing information and security-related

Name Type Range Description

PANId Device PAN ID 0x0000-0xffff The PAN identifieff the device in this
DeviceDescriptor.

ShortAddress Device short 0x0000-0xffff The short address of the device is thi

address DeviceDescriptor. A value of Oxfffe indi-
cates that this device is using only its
extended address. A value of Oxffff indi-
cates that this value is unknown.

ExtAddress IEEE address Any valid extended IEEE he extended IEEE address of the devicq in

address this DeviceDescriptor. This element is al4o
used in unsecuring operations on incomifg
frames.

FrameCounter Integer 0x00000000—-0xffffffff The incomifitame counter of the device
in this DeviceDescriptor. This value is usgd
to ensure sequential freshness of frames

Exempt Boolean TRUE, FALSE Indication of whether tleide may over-
ride the minimum security level settings
defined in Table 62.

Table 64—Elements of KeySourceDescriptor
Name Type Range Description

ExtKeySource Set of 8 octets - The 64-bit identifiethe
key source (see 7.4.3.1).

ShortKeySource Set of 4 octets - The 32-bit identificthe
ExtKeySource in this Key-
SourceDescriptor. A value o
0xfffffffe indicates that only
ExtKeySource is used. A
value of Oxffffffff indicates
that this value is unknown.

Table 65—Elements of SecurityModeDescriptor
Name Type Range Description
SecurityLevel Integer 0xG@x07 Security level identifier (see Table 56).

information) that, when combined with key-specifitormation from the key table, provide all the kay
material needed to secure outgoing, as describ&@®Rid, and unsecure incoming frames, as descitbed
7.2.3. Device-specific information in the devicél&is identified based on the originator of thenfe, as
described in the DeviceDescriptor lookup procedasejescribed in 7.2.8, and on key-specific infdioma
as described in the blacklist checking procedwalescribed in 7.2.6.
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7.5.4 Security level table

The security level table holds information regagdthe security levels the device expects to hawnbe
applied by the originator of a frame, dependingrame type and, if it concerns a MAC command frame,
the command frame identifier. Security processificai incoming frame will fail if the frame is not
adequately protected, as described in the incorfnarge security procedure, as described in 7.2.8,iman
the incoming security level checking procedurejescribed in 7.2.10.

7.5.5 Frame counter

The 4-octet frame counter is used to provide repi@fection and semantic security of the cryptogiap
building block used for securing outgoing framelse Trame counter is included in each secured frandge

is one of the elements required for the unsecudpgration at the recipient(s). The frame counter is
incremented each time an outgoing frame is secaedescribed in the outgoing frame security proeed

as described in 7.2.1. When the frame counter e=sit§maximum value of Oxffffffff, the associategling
material can no longer be used, thus requiringke@yls associated with the device to be updated. This
provides a mechanism for ensuring that the keyiatenal for every frame is unique and, therebyyjates

for sequential freshness.

7.5.6 Automatic request attributes

Automatic request attributes hold all the inforroatineeded to secure outgoing frames generated
automatically and not as a result of a higher lgyamitive, as is the case with automatic data estg

7.5.7 Default key source

The default key source is information commonly shabetween originator and receipient(s) of a secure
frame, which, when combined with additional infotioa explicitly contained in the requesting primadior

in the received frame, allows an originator or eigient to determine the key required for securamng
unsecuring this frame, respectively. This providemechanism for significantly reducing the overhetd
security information contained in secured framegdrticular use cases, as described in 7.2.2 andl. 7.

7.5.8 PAN coordinator address

The address of the PAN coordinator is informatiommonly shared between all devices in a PAN, which,
when combined with additional information expligittontained in the requesting primitive or in the
received frame, allows an originator of a frameaclied to the PAN coordinator or a recipient of aarfe
originating from the PAN coordinator to determire tkey and security-related information required fo
securing or unsecuring, respectively, this fransedescribed in 7.2.2 and 7.2.4.

7.5.9 Key source table

The key source table holds key source descriptag-¢pecific information) that, when combined with
additional information explicitly contained in tliequesting primitive or in the received frame, allan
originator or a recipient to determine the key fggplifor securing or unsecuring this frame, redpebt
(see 7.2.2 and 7.2.4). For received frames, tHigrnmation may be either implicitly derived from the
addressing fields of the frame or explicitly indmé in the frame by its originator, as describethaoutgo-
ing frame key retrieval procedure (see 7.2.2) &edricoming frame key retrieval procedure (seed].2.
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