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7.2.3 Incoming frame security procedure
The input to this procedure is the frame to be unsecured. The outputs from this procedure are the unsecured frame, the security level, the key identifier mode, the key source, the key index, and the status of the procedure.
All outputs of this procedure are assumed to be invalid unless and until explicitly set in this procedure.
It is assumed that the PIB attributes associating KeyDescriptors in macKeyTable with a single, unique device or a number of devices will have been established by the next higher layer.
The incoming frame security procedure involves the following steps:
a) If the Security Enabled field of the frame control field of the frame to be unsecured is set to zero, the procedure shall set the security level to zero.
b) If the Security Enabled field of the Frame Control field of the frame to be unsecured is set to one, the procedure shall set the unsecured frame to be the frame to be unsecured and return with a status of UNSUPPORTED_LEGACY.

c) If the Security Enabled field of the Frame Control field of the frame to be unsecured is set to one, the procedure shall set the security level and the key identifier mode to the corresponding fields of the Security Control field of the auxiliary security header of the frame to be unsecured, and the key source and key index to the corresponding fields of the Key Identifier field of the auxiliary security header of the frame to be unsecured, if present. If the resulting security level is zero, the procedure shall set the unsecured frame to be the frame to be unsecured and return with a status of UNSUPPORTED_SECURITY.

d) If the macSecurityEnabled attribute is set to FALSE, the procedure shall set the unsecured frame to be the frame to be unsecured and return with a status of SUCCESS if the security level is equal to zero and with a status of UNSUPPORTED_SECURITY otherwise.

e) The procedure shall determine whether the frame to be unsecured meets the minimum security level by passing the security level, the frame type, and, depending on whether the frame is a MAC command frame, the first octet of the MSDU (i.e., command frame identifier for a MAC command frame) to the incoming security level checking procedure as described in 7.2.8. If that procedure fails, the procedure shall set the unsecured frame to be the frame to be unsecured and return with a status of IMPROPER_SECURITY_LEVEL.
f) If the security level is set to zero, the procedure shall set the unsecured frame to be the frame to be unsecured and return with a status of SUCCESS.
g) The procedure shall obtain the KeyDescriptor, DeviceDescriptor, and KeyDeviceDescriptor using the incoming frame security material retrieval procedure described in 7.2.4. If that procedure fails, the procedure shall set the unsecured frame to be the frame to be unsecured and return with a status of UNAVAILABLE_KEY.
h) The procedure shall determine whether the frame to be unsecured conforms to the key usage policy by passing the KeyDescriptor, the frame type, and, depending on whether the frame is a MAC command frame, the first octet of the MSDU (i.e., command frame identifier for a MAC command frame) to the incoming key usage policy checking procedure as described in 7.2.9. If that procedure fails, the procedure shall set the unsecured frame to be the frame to be unsecured and return with a status of IMPROPER_KEY_TYPE.
i) If the Exempt element of the DeviceDescriptor is set to FALSE and if the incoming security level checking procedure of Step e) above had as output the “conditionally passed” status, the procedure shall set the unsecured frame to be the frame to be unsecured and return with a status of IMPROPER_SECURITY_LEVEL.
j) The procedure shall set the frame counter to the Frame Counter field of the auxiliary security header of the frame to be unsecured. If the frame counter has the value 0xffffffff, the procedure shall set the unsecured frame to be the frame to be unsecured and return with a status of COUNTER_ERROR.
k) The procedure shall determine whether the frame counter is greater than or equal to the FrameCounter element of the DeviceDescriptor. If this check fails, the procedure shall set the unsecured frame to be the frame to be unsecured and return with a status of COUNTER_ERROR. 
l) The procedure shall then use the ExtAddress element of the DeviceDescriptor, the frame counter, the security level, and the Key element of the KeyDescriptor to produce the unsecured frame according to the CCM* inverse transformation process described in the security operations (see 7.3.5).
a. If the security level specifies the use of encryption (as defined in Table 63 in 7.4.2.1), the decryption operation shall be applied only to the actual payload field within the MSDU, i.e., the Beacon Payload field (see 5.2.2.1.8), Command Payload field (see 5.2.2.4.3), or Data Payload field (see 5.2.2.2.2), depending on the frame type. The corresponding payload field shall be passed to the CCM* inverse transformation process described in 7.3.5 as the secure payload. 
b. The remaining fields in the MSDU part of the frame shall be passed to the CCM* inverse transformation process described in 7.3.5 as the nonpayload fields.
m) If the CCM* inverse transformation process fails, the procedure shall set the unsecured frame to be the frame to be unsecured and return with a status of SECURITY_ERROR.
n) The procedure shall increment the frame counter by one and set the FrameCounter element of the DeviceDescriptor to the resulting value.
o) If the FrameCounter element is equal to 0xffffffff, the procedure shall set the Blacklisted element of the KeyDeviceDescriptor.
p) The procedure shall return with the unsecured frame and a status of SUCCESS.
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