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Proposal:

Add a 3-bit field to the Security Control field in the Auxiliary Security Header to indicate that the frame counter may be sent in compressed format. This field may be used in scenarios where the recipient can uniquely recover the full frame counter from the compressed frame counter, either through other information contained in the received frame or through shared state (as is the case in TSCH where frame counter is known) with the device originating the frame. Security processing of incoming frames will proceed after reconstruction of the full frame counter, as is the case with short frames using a 1-octet Short Frame Control Field.
Modify 7.6.2 as follows:

The Auxiliary Security Header field has a variable length and contains information required for security processing, including a Security Control field, a Frame Counter field, and a Key Identifier field. The Auxiliary Security Header field shall be present only if the Security Enabled subfield of the Frame Control field is set to one. The Auxiliary Security Header field shall be formatted as illustrated in Figure 74.

	Octets: 1
	0/4
	0/1/5/9

	Security Control
	Frame Counter
	Key Identifier


Figure 74—Format of the auxiliary security header

Modify 7.6.2.2 as follows:

7.6.2.2 Security Control field
The Security Control field is 1 octet in length and is used to provide information about what protection is applied to the frame. The Security Control field shall be formatted as shown in Figure 75.

	Bits: 0-2
	3-4
	5-7

	Security Level
	Key Identifier Mode
	Frame Counter Mode


Figure 75—Security Control field format

Add section 7.6.2.2.3 as follows:

7.6.2.2.3 Frame Counter Mode subfield

The Frame Counter Mode subfield is 3 bits in length and indicates the representation of the frame counter field in the Auxiliary Security Header.  The Frame Counter Mode subfield shall be set to one of the non-reserved values in Table 96.a

Table 96.a - Values of the frame counter mode

	Frame counter mode
	Frame Counter Mode subfield b2b1b0
	Description
	Frame Counter field length (octets)

	0x00
	000
	Frame counter is determined explicitly from the 4-octet Frame Counter subfield of the Auxiliary Security Header field.
	4

	0x01
	001
	Frame counter is determined implicitly from other information in the frame or shared state with the device originating the frame.
	0

	0x02-0x07
	Reserved


Modify 7.6.2.3 as follows:

7.6.2.3 Frame Counter field

The Frame Counter field is 4 octets in length and represents the macFrameCounter attribute of the originator of a protected frame. It is used to provide semantic security of the cryptographic mechanism used to protect a frame and to offer replay protection. When the frame counter mode subfield of the Auxiliary Security Header is set to 001, then the frame counter field is 0 octets, and the Frame Counter is determined implicitly from other information in the frame or shared state with the device originating the frame.
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