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Change Requests
Add new section for channel scanning as 7.7.5
7.7.5 Scanning through channels
All devices shall be capable of performing passive scans across a specified list of channels. In addition, a coordinator shall be able to perform active scans. The next higher layer should submit a scan request for a particular channel page containing a list of channels chosen only from the channels specified by phyChannelsSupported for that particular channel page. A device is instructed to begin a channel scan through the MLME-SCAN.request primitive. Channels are scanned in order from the lowest channel number to the highest. For the duration of the scan, the device shall suspend beacon transmissions, if applicable, and shall only accept frames received over the PHY data service that are relevant to the scan being performed. Upon the conclusion of the scan, the device shall recommence beacon transmissions. The results of the scan shall be returned via the MLME-SCAN.confirm primitive.
7.7.5.1 Active channel scan (Peer-to-Peer)

An active scan allows a device to locate any coordinator transmitting beacon frames within its POS. This could be used by a prospective PAN coordinator to select a PAN identifier prior to starting a new PAN, or it could be used by a device prior to association.
During an active scan, the MAC sublayer shall discard all frames received over the PHY data service that are not beacon frames. If a beacon frame is received that contains the address of the scanning device in its list of pending addresses, the scanning device shall not attempt to extract the pending data.
Before commencing an active scan, the MAC sublayer shall store the value of macPANId and then set it to 0xffff for the duration of the scan. This enables the receive filter to accept all beacons rather than just the beacons from its current PAN. On completion of the scan, the MAC sublayer shall restore the value of macPANId to the value stored before the scan began. An active scan over a specified set of logical channels is requested using the MLME-SCAN.request primitive with the ScanType parameter set to indicate an active scan. For each logical channel, the device shall first switch to the channel, by setting phyCurrentChannel and phyCurrentPage accordingly, and send a beacon request command. Upon successful transmission of the beacon request command, the device shall enable its receiver for at most [aBaseSuperframeDuration × (2n + 1)] symbols, where n is the value of the ScanDuration parameter. During this time, the device shall reject all nonbeacon frames and record the information contained in all unique beacons in a PAN descriptor structure including the channel information and the preamble code. If a beacon frame is received when macAutoRequest is set to TRUE, the list of PAN descriptor structures shall be stored by the MAC sublayer until the scan is complete; at this time, the list shall be sent to the next higher layer in the PANDescriptorList parameter of the MLME-SCAN.confirm primitive. A device shall be able to store between one and an implementation-specified maximum number of PAN descriptors. A beacon frame shall be assumed to be unique if it contains both a PAN identifier and a source address that has not been seen before during the scan of the current channel. If a beacon frame is received when macAutoRequest is set to FALSE, each recorded PAN descriptor is sent to the next higher layer in a separate MLME-BEACONNOTIFY. indication primitive. A received beacon frame containing one or more octets of payload shall also cause the PAN descriptor to be sent to the next higher layer via the MLME-BEACON-NOTIFY.indication primitive. If a protected beacon frame is received, i.e., the Security Enabled subfield in the Frame Control field is set to one, the device shall attempt to unsecure the beacon frame using the unsecuring process. The security-related elements of the PAN descriptor corresponding to the beacon shall be set to the corresponding parameters returned by the unsecuring process. The SecurityFailure element of the PAN descriptor shall be set to SUCCESS if the status from the unsecuring process is SUCCESS and set to one of the other status codes indicating an error in the security processing otherwise. The information from the unsecured frame shall be recorded in the PAN descriptor even if the status from the unsecuring process indicated an error. If a coordinator of a beacon-enabled PAN receives the beacon request command, it shall ignore the command and continue transmitting its periodic beacons as usual. If a coordinator of a nonbeacon-enabled PAN receives this command, it shall transmit a single beacon frame using unslotted CSMA-CA.
If macAutoRequest is set to TRUE, the active scan on a particular channel shall terminate when the number of beacons found equals the implementation-specified limit or the channel has been scanned for the full time. If macAutoRequest is set to FALSE, the active scan on a particular channel shall terminate when the channel has been scanned for the full time. If a channel was not scanned for the full time, it shall be considered to be unscanned.
If macAutoRequest is set to TRUE, the entire scan procedure shall terminate when the number of PAN descriptors stored equals the implementation-specified maximum or every channel in the set of available channels has been scanned. If macAutoRequest is set to FALSE, the entire scan procedure shall only terminate when every channel in the set of available channels has been scanned.
7.7.5.2 Passive channel scan (Star or Broadcast) 

A passive scan, like an active scan, allows a device to locate any coordinator transmitting beacon frames within its POS. The beacon request command, however, is not transmitted. This type of scan could be used by a device prior to association. During a passive scan, the MAC sublayer shall discard all frames received over the PHY data service that are not beacon frames. If a beacon frame is received that contains the address of the scanning device in its
list of pending addresses, the scanning device shall not attempt to extract the pending data.
Before commencing a passive scan, the MAC sublayer shall store the value of macPANId and then set it to 0xffff for the duration of the scan. This enables the receive filter to accept all beacons rather than just the beacons from its current PAN. On completion of the scan, the MAC sublayer shall restore the value of macPANId to the value stored before the scan began. A passive scan over a specified set of logical channels is requested using the MLME-SCAN.request primitive with the ScanType parameter set to indicate a passive scan. For each logical channel, the device shall first switch to the channel, by setting phyCurrentChannel and phyCurrentPage accordingly, and then enable its receiver for at most [aBaseSuperframeDuration × (2n + 1)] symbols, where n is the value of the ScanDuration parameter. During this time, the device shall reject all nonbeacon frames and record the information contained in all unique beacons in a PAN descriptor structure. If a beacon frame is received when macAutoRequest is set to TRUE, the list of PAN descriptor structures shall be stored by the MAC sublayer until the scan is complete; at this time, the list shall be sent to the next higher layer in the PANDescriptorList parameter of the MLME-SCAN.confirm primitive. A device shall be able to store between one and an implementation- specified maximum number of PAN descriptors. A beacon frame shall be assumed to be unique if it contains both a PAN identifier and a source address that has not been seen before during the scan of the current channel. If a beacon frame is received when macAutoRequest is set to FALSE, each recorded PAN descriptor is sent to the next higher layer in a separate MLME-BEACONNOTIFY. indication primitive.  Once the scan is complete, the MLME-SCAN.confirm shall be issued to the next higher layer with a null PANDescriptorList. A received beacon frame containing one or more octets of payload shall also cause the PAN descriptor to be sent to the next higher layer via the MLME-BEACONNOTIFY. indication primitive.
If a protected beacon frame is received (i.e., the Security Enabled subfield in the Frame Control field is set to one), the device shall attempt to unsecure the beacon frame using the unsecuring process. The security-related elements of the PAN descriptor corresponding to the beacon shall be set to the corresponding parameters returned by the unsecuring process. The SecurityFailure element of the PAN descriptor shall be set to SUCCESS if the status from the unsecuring process is SUCCESS and set to one of the other status codes indicating an error in the security processing otherwise.The information from the unsecured frame shall be recorded in the PAN descriptor even if the status from the unsecuring process indicated an error.
If macAutoRequest is set to TRUE, the passive scan on a particular channel shall terminate when the number of beacons found equals the implementation specified limit or the channel has been scanned for the full time. If macAutoRequest is set to FALSE, the passive scan on a particular channel shall terminate when the channel has been scanned for the full time. If a channel was not scanned for the full time, it shall be considered to be unscanned.
If macAutoRequest is set to TRUE, the entire scan procedure shall terminate when the number of PAN descriptors stored equals the implementation-specified maximum or every channel in the set of available channels has been scanned. If macAutoRequest is set to FALSE, the entire scan procedure shall terminate only when every channel in the set of available channels has been scanned.
Update sections 7.12.1 as shown below
7.12.1 PAN identifier conflict resolution
In some instances a situation could occur in which two PANs exist in the same POS with the same PAN identifier. If this conflict happens, the PAN coordinator and its devices shall perform the PAN identifier conflict resolution procedure. This procedure is optional for devices. 

7.12.1.1 Detection
The PAN coordinator shall conclude that a PAN identifier conflict is present if either of the following apply:
— A beacon frame is received by the PAN coordinator with the PAN Coordinator subfield set to one and the PAN identifier equal to macPANId.
— A PAN ID conflict notification command is received by the PAN coordinator from a Device associated with it on its PAN.
A device that is associated through the PAN coordinator (i.e., macAssociatedPANCoord is set to TRUE) shall conclude that a PAN identifier conflict is present if the following applies:
— A beacon frame is received by the device with the PAN Coordinator subfield set to one, the PAN identifier equal to macPANId, and an address that is equal to neither macCoordShortAddress nor macCoordExtendedAddress.
A device that is associated through a coordinator that is not the PAN coordinator shall not be capable of detecting a PAN identifier conflict.
7.12.1.2 Resolution
On the detection of a PAN identifier conflict by a device, it shall generate the PAN ID conflict notification command and send it to its PAN coordinator. Since the PAN ID conflict notification command contains an acknowledgment request, the PAN coordinator shall confirm its receipt by sending an acknowledgment frame. Once the device has received the acknowledgment frame from the PAN coordinator, the MLME shall issue an MLME-SYNC-LOSS.indication primitive with the LossReason parameter set to PAN_ID_CONFLICT. If the device does not receive an acknowledgment frame, the MLME shall not inform the next higher layer of the PAN identifier conflict. On the detection of a PAN identifier conflict by the PAN coordinator, the MLME shall issue an MLMESYNC-LOSS.indication to the next higher layer with the LossReason parameter set to PAN_ID_CONFLICT. The next higher layer of the PAN coordinator may then perform an active scan and, using the information from the scan, select a new PAN identifier. The algorithm for selecting a suitable PAN identifier is out of the scope of this standard. If the next higher layer does select a new PAN identifier, it may then issue an MLME-START.request with the CoordRealignment parameter set to TRUE in order to realign the PAN.
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