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Security info in Join and Activate: 

· 7.3.10.2.1 - Fig 65g – Join Security field is 1-n octets 

· 7.3.10.2.6 – Replace existing text with “The Join Security field is 1 octet bitmap where b0 = pre-shared symmetric key (as configured by a higher layer), b1=public key. If no bit is set, security is off. All other bits are reserved.  If b1 is set, then an additional public key (TBD) follows the security field.

· 7.3.10.3.1 - Fig 65j - Activate Security field is 1-n octets

· 7.3.10.3.7 – Replace existing text with “The Activate Security field is 1 octet bitmap where b0 = pre-shared symmetric key (as configured by a higher layer), b1=public key. If no bit is set, security is off. All other bits are reserved.  If b1 is set, then an additional public key (TBD) follows the security field.
Clarification on TSCH ACK frame:

· Section 7.2.3 - section 7.2.4 from document is to be removed.  This should address the editor’s comments.

· Section 7.2.4 – Remove in entirety.

· 7.2.5.2.4.6 – Add “and TSCH.” after line 12.  Need to modify figure 54.o to indicate CSL fields change when in TSCH mode.  Add text after line 13 “ When operating in TSCH mode, CSL Phase and CSL period are replaced with 1 octet ACK/NACK and 2 octet time correction.  ACK/NACK status is a 1 octet bitmap where b0 = NACK (device could not process due to full buffers) if set, and ACK if cleared. All other bits are reserved.  Time correction is signed 2 octets in µs indicating the arrival time of the incoming frame relative to the receiver’s time base.”

· 7.5.6.4.2 – Before line 11, add “When in TSCH mode, incoming frames are acknowledged using the secure acknowledge frame as described in section 7.2.5.2.4.  Security of the acknowledge should match that of the incoming frame.”  After line 12, add, “i.e. macSecAckWaitDuration should be set to a value corresponding to TsAckWait.”
Clock accuracy 10 ppm definition:

· 7.3.10.2.5 - Add text after figure 65.h “b0 is to be set if the joining device has a timeslot clock that is at least 10 ppm accurate, i.e. the device will drift no more than 10 µs for every second between synchronization messages as described in section 7.5.4.4.2 “
Incorrect reference to Security Level table:

· 7.3.10.1.5 Replace “table 136” with “table 95”

Clarification on use of Join and Activate:

· 7.3.10.2.1 - After line 27, add “The Join command is analogous to and is used in place of an Association Request when joining a TSCH network.”

· 7.3.10.3.1 - After line 15, add “The Activate command is analogous to and is used in place of an Association Response when joining a TSCH network.”
Nonce construction in TSCH mode:

· 7.6.3.2 – After existing text, add following:

When operating in TSCH mode (including when in Listen waiting to join a TSCH network), the nonce shall be formatted as shown in Figure 77.a.

	Octets: 8
	5

	Source Address
	ASN


Figure 77.a – CCM* Nonce in TSCH mode

The source address shall be set to the extended address aExtendedAddress of the device originating the frame, and ASN shall be set to the 5 LSBs of the absolute slot number, i.e. the number of timeslots elapsed in the network (see section 7.5.1.5.1).

Clarification of Disconnection/Disassociation:

· 7.1.18.9.2.1, 7.1.18.9.2.2, 7.1.18.9.2.3  – Replace “Disconnect command frame” with “Disassociate command frame” 

· 7.1.18.9.2.3 – After line 5, add “A device should only leave the TSCH network if it receives a disassociate command frame from either the PAN coordinator or all of its clock source neighbors. This command should only be accepted when addressed directly to the device using appropriate peer level security.”

Clarification of time sources:

· 7.3.10.3.1 - Add “If links are included in the Activate command frame, those neighbors are used as clock sources as described in 7.5.4.4.2.4”

· 7.5.4.4.2.4 - After line 8, add “Neighbors included in a device’s activate packet are marked as clock sources.  A higher layer may add or change clock source neighbors later.” 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