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1. General Description
a. Architecture
The architecture is based on a logical tree topology (on the top of a mesh infrastructure) interconnecting three kind of elements: a central master, several cell masters and many endpoints (EP). At the top of the tree, we find the central master, which is point-to-point connected to the cell masters. The next level contains the cell masters, each cell having one master; the cell master is the “gateway” between the central master and the cell members. The cell members are the EPs. EPs can transmit and receive information (for example metering information) and, in addition, each one of them can relay distant endpoints with no additional hardware. 
Here, the cell represents the virtual organization of end-points around a single (cell) master. A given area of end-points may contain one or several cells (and vice-versa, several cells can share the same area of end-points). A cell contains end-points that can be grouped into fathers and sons. Sons are leaves of the tree while fathers are intermediate points between the head of the cell and the leaves. Data (uplink/downlink traffic) exchanged between end-points and the head of the cell is forwarded among one or several fathers. 
b. Physical layer (PHY)
PHY Layer is by default in receiving mode and should not decide on its own to transmit. All its instructions, including packets to send, should come from the MAC layer. PHY layer provides the received packet power (RSSI) and time of reception for the MAC layer. As a last service, it can also measure and give the RSSI value on the current listening channel.

c.  MAC layer/sub-layer

MAC layer is the synchronization manager and does its best to stay in contact with its nearest neighbor EPs that have the highest quality communication links. Communication periods are divided into time slots (TS) and the MAC layer aligns them with its neighbors. In absence of traffic, the MAC layer can send beacons to maintain synchronization.

MAC layer acknowledges received messages. Positive or negative acknowledgement (ACK or NACK) is possible. These are one-hop acknowledgements (i.e., hop-by-hop error control). MAC layer inserts several personal parameters in the header of all messages it sends. Some of these parameters are used to manage the neighborhood table. This table (or part of it) is used (jointly with the Network (NET) layer), for SUN network management purposes.
2. PHY Specification
a. General requirements and definitions 

PHY layer uses the Frequency Hopping Spread Spectrum (FHSS) technique; its utilization is compliant with the local radio regulations for license free operation (specific for each country and inside a specific ISM band).  
As an example, following tables list some requirements derived from 902-928 MHz and 2.4 GHz NA and EU regulations (excepting data rate values). 
PHY-FHSS-NA-915: 902-928 MHz ISM band in North America; complies with the FCC parts 15.35, 15.205, 15.209, and 15.247.
	Parameter
	Value
	Conditions/Comments

	RF frequency band
	902 to 928 MHz
	FCC Part, 15.247

	Number of channels
	≥ 50 
	Minimum 50 from regulation for 1W output power. 

	Channel spacing
	500kHz
	( = 26MHz / 52channels)

	Channel bandwidth
	150 up to 400kHz @ -20 dB 
	

	Modulation method
	2-FSK/2-GFSK
	

	Data rate
	20/50/100 kbps
	

	Rx/TX spurious emissions
	FCC compliant
	FCC part 15.35, 15.209


PHY-FHSS-NA-2400: 2.4 GHz ISM band in North America; complies with the FCC part 15.35, 15.209 and 15.247.

	Parameter
	Value
	Conditions/Comments

	RF frequency band
	2400 to 2483.5 MHz
	FCC Part 15.35/209/247/249

	Number of channels
	≥ 15 
	Minimum 15 from regulation

	Modulation method
	2-FSK/2-GFSK
	

	Data rate
	20/50/100 kbps
	

	 Rx/Tx spurious emissions
	FCC Compliant
	FCC part15.209


PHY-FHSS-EU-2400: 2.4 GHz ISM band in European Union. It complies with the ETSI 300 228 and ERC 70-03.

	Parameter
	Value
	Conditions/Comments

	RF frequency band
	2400 to 2483.5 MHz
	ETSI 300 228

ERC 70-03

	Number of channels
	≥ 15
	Minimum 15 from regulation

	Channel spacing 
	1 MHz
	

	Channel bandwidth
	120 kHz / 168 kHz
	

	Modulation method
	2-FSK/2-GFSK
	

	Data rate
	20/50/100 kbps
	


b. Channel assignments

The channel access is handled by the MAC layer and uses “slow” frequency hopping. To establish an RF link between two nodes, two conditions have to be respected; the two entities have to operate at the same frequency and at the same time. The protocol respects these two conditions by adopting a time slotted scheme, where time is divided into time slots, each time slot  operating on a different frequency.
Time slot should be sized to contain at least one single maximum-size (MTU) message.

[image: image1]
An example of time and frequency division

The channel use is organized according to a frequency hopping sequence known by all the endpoints belonging to the network. This sequence is designed to use all the channels equally on average.
To provide isolation between adjacent cells or devices, each of the latter can have its own frequency hopping sequence. This sequence is discovered by all end-points during the synchronization process. 
To add more isolation between the cells, the hopping pattern can be organized in hyper-frames. A hyper-frame follows a frequency hopping hyper-sequence built with several different basic frequency hopping sequences; this makes a longer frequency hopping sequence but always with the same sub-set of channels. In a given cell, all the hyper-frames are identical. Once the system has swept across a hyper-frame, it repeats the same sequence in a periodic way.
The organization of basic hopping sequences into hyper-frames also offers a better immunity to jammers.

[image: image2]
An example of hyper-frame and channel sequence for 15 channels and 10 basic sequences

Channel sequence assignment algorithm 
The channels sequence assignment uses a hybrid (centralized + distributed) algorithm. EPs know the different channel sequences (distributed knowledge) that can be used; only one channel sequence is used within a given cell. The channel sequence is given by the master of the cell (centralized knowledge). The hopping sequence in a cell is changed only by the central master. 

Only one master is allowed per cell (recall cell = virtual network) and neighbor cell masters should not necessarily share common knowledge, concerning adjacent hopping sequences.  If there are several cells in the same area, it is imperative that the algorithm distributes different channel sequences (quasi-orthogonal) to each cell; cell masters will use different seed values to generate hopping (basic and hyper-) sequences; seed values are provided by the central master 

The aforementioned algorithm has the following features
· Make the system robust through frequency diversity

· Mitigate interferences from other users of the band

· Comply with local radio regulation

· Isolate adjacent cells and neighbors
· Minimize the risk of hopping sequence conflict between adjacent cells

.
Some considerations on NA/EU rules for channel assignment: 

The ratio of channel occupancy must comply with US/EU regulatory rules. In US, the FCC rules (Part 15.247) specify that for a FHSS system, the average time of occupancy on any frequency shall not be greater than 0.4 second in a 20-second window. In Europe, the same limitation applies in the 2.4 GHz band. 
In the NA 915 MHz band, if the channels are less than 250 kHz wide, the minimum number of channels is 50. For the 2.4 GHz band, in North America as well as in Europe, at least 15 channels are required. There is an exception to this rule, in the 2.4 GHz European band, at least 20 channels are required if an adaptive frequency hopping strategy is used. Adaptive frequency hopping allows the selection of the best channels to avoid interference.
c. RF power measurement 

A Receive Signal Strength Indicator (RSSI) value is calculated and expressed in a signed octet representing dbm.
d. Transmit power 

Variable Transmit Power levels to be used, within regulatory limitations, to ensure a proper balance between congestion and required link margin.
e. Out-of-band spurious emission

Have to be qualified under FCC / EU rules. 

f. Receiver sensitivity definitions

Have to be qualified under FCC / EU rules.
3. PHY service specifications 
a. Interface and Services Presentation

Interface and different internal services (primitives) are defined hereafter.

Requests, Layer-Name_Request-Name, are the services offered by a layer to the layer above. When the service is not needed by the layer just immediately above but rather by another layer, two or three layers above, the in-between layers should forward the service request. 

Confirmations, Layer-Name_Confirmation-Name, are answers to the requests. Every request has a unique confirmation. Confirmations are not always sent immediately after a request. It depends on the service. 

Indications, Layer-Name_Indication-Name, are sent by a layer to the layer above. They are not a response to a request, they usually report an event. The layer that sends an indication doesn’t expect any confirmation.

4. PHY interface and services

By default, the physical layer is in receiving mode. As soon as a packet is transmitted, the physical layer switches back to receiving mode. Channel changes should be requested by the upper layer, the MAC layer. The physical layer also manages the transceiver: communication interface, channel calibration, PLL lock status, RSSI reading, and mode selection.
In Tx mode:


The physical layer computes a FCS (e.g., Reed Solomon code) and adds it to the packet; it then adds a physical header (PHY-Header), and a preamble. Finally it codes and modulates the radio packet at the required rate and frequency.

In Rx mode:


The physical layer listens to the medium until it finds a preamble. As soon as it recognizes the Start of Frame Delimiter at the end of the preamble, it saves the reception time (SACT) and measures the input power strength (RSSI). Then it demodulates and decodes the radio packet. After removing the preamble and the header, it corrects the packet if needed (and if it is possible) and indicates to the MAC layer the arrival of a new message. Dating of the message should be accurate enough to enable the proper operation of the MAC protocol.

a. PHY Services

The physical layer purpose is to furnish different services to MAC layer:


Physical Layer Services
b. PHY Requests

PHY_Request_Send:

Objective: Send a packet over the RF link on a specified channel and at given time.

Input arguments: MPDU, channel and time to send the packet.

PHY_Request_Change_Channel:

Objective: Change the listening channel.

Input arguments: Channel
Description: The MAC layer requests the PHY layer to change the receiving channel immediately.

PHY_Request_Read_RSSI:

Objective: Read the RSSI value.

Input arguments: None

Description: This requests the PHY layer to read immediately the RSSI instantaneous value on the current channel.

PHY_Request_Start_Stop_Rx:

Objective: Start or Stop listening on the current channel

Input arguments: Start or Stop

Description: This requests the PHY layer to start or stop immediately listening on the current channel. The Stop request is mainly used when a power outage is detected to save energy.

c. PHY Confirmations

PHY_Confirmation_Send:

Objective: Answer a PHY_Request_Send

Output arguments: Status byte

Description: It confirms the status of a transmitted message. The output can be Send_Ack, PLL_Unlock or error reports.

PHY_Confirmation_Change_Channel:

Objective: Answer a PHY_Request_Change_Channel.

Output arguments: Status byte

Description: It confirms the status of the Change Channel Request. The output can be Ack, PLL_Unlock or any kind of errors.

PHY_Confirmation_Read_RSSI:

Objective: Answer a PHY_Request_Read_RSSI

Output arguments: RSSI.

Description: The PHY layer returns the current RSSI value. The value is one signed byte, expressed in dBm.

PHY_Confirmation_Start_Stop_Rx:

Objective: Answer a PHY_Request_Start_Stop_Rx

Input arguments: Status byte

Description: it just confirms that the request has been carried out.

d.  PHY Indications

PHY_Indication_Received:

Objective: Indicate the reception of an incoming packet.

Output arguments: MPDU, SACT, RSSI.

Description: After the reception of a message, the PHY layer removes its header and gives the MPDU to the MAC layer. The PHY layer also indicates the RSSI measured during the reception and the SACT value, when the SFD has been captured.

5. PPDU format

Format of the physical layer frame:
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@2.4 GHz: longer SFD = 4 Bytes
UIDC, RSDC and Length C are complementary bits that can be used for robustness, when no CRC; optional when header protected with CRC.
Preamble

Synch, Synchronization Bits:

· detect the presence of an incoming message, 
· recover data clock, 
· measure the power strength (RSSI) of the received signal. 

Synch field length is a PHY layer parameter (PHY_Synch_Length); default value = 32 bits (4 bytes).

SFD, Start of Frame Delimiter:

· 2/4 bytes long 
· given by the PHY layer parameter PHY_SFD_Value. 
Network co-existence: each network operated by different utilities in the same area can have a specific SFD value (i.e., only the packets with the right/valid SFD value are considered for further processing)
PHY Header

UID, Utility ID (further can be recalled NID = Network ID):

It allows the distinction of the different utilities that share common area and use identical communication technology (PHY virtualization), and it avoids a utility to enter in a cell belonging to one of its competitor. When the UID/NID of the packet doesn’t match with the UID/NID defined in the endpoint, the received packet is (silently) discarded.

RSD, Reserved:

These bits are not used for the moment. 

Length:
These bits indicate the length of the MPDU, in bytes. Used by the physical layer to indicate the arrival of a complete frame to the MAC layer, if outcome of decoding is a valid frame. 

UID C, RSD C and Length Complement:
To add some robustness to the PHY header that has no CRC, the fields UID, RSD and Length are complemented bit by bit. If the complemented fields don’t match with the associated fields, the received packet is (silently) discarded.
Frame Body

MPDU+FEC: The MAC Protocol Data Unit contains all the information required at the MAC layer level. The frame body also contains redundancy bytes, added according to the FEC algorithm.
6. General radio specifications

TBD
Receiver maximum input level of desired signal
-10 dbm up to 0 dbm
Link quality indicator (LQI) 
RSSI + per-hop packet loss ratio 
7. MAC (Sub-)layer specification 

TBD
a. MAC Parameter Description 

TBD
8. Starting and maintaining SUN networks

TBD  
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Hyperframe 1: one channel sequence
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Hyperframe 2: the same ch. seq.
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